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Abstract

Pairing of wireless devices, such as smartphones, suffers from a
plethora of practical challenges if strong security guarantees via
integrity codes are desired. Acoustic schemes are easy to deploy, but
suffer from limited data rates and high sensitivity to environmental
noise. Existing Wi-Fi-based methods, however, lack the necessary
timing precision and signal flexibility to implement integrity codes
on off-the-shelf devices.

In this paper, we introduce Pair-Fi, a novel method that over-
comes these limitations by leveraging integrity codes transmit-
ted using software-defined radio (SDR)-like capabilities enabled
through firmware modifications directly on smartphone-integrated
Wi-Fi chips. Pair-Fi demonstrates both transmission and reception
of raw IQ samples directly on commodity smartphone hardware, al-
lowing for precise on-off keying modulation with timing resolution
as low as 4 ys slots. By bypassing the constraints of conventional Wi-
Fi frame timings, our approach significantly improves pairing speed,
reliability, and resistance to interference. We validate Pair-Fi exper-
imentally on recent smartphone models, such as the Google Pixel 7,
showing robust performance in realistic environments. Our results
indicate that SDR-enabled integrity code pairing via smartphone
Wi-Fi chips provides a practical, secure, and efficient alternative
to existing device pairing mechanisms, opening new avenues for
secure and seamless device interactions in everyday scenarios.
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1 Motivation

Recent studies highlight an increased user awareness and concerns
about security and privacy in everyday communication scenarios,
such as instant messaging and collaboration platforms [34, 35]. Yet,
secure channels rely fundamentally on correct device pairing for
key exchange, and users cannot benefit from strong encryption if
pairing is vulnerable. Secure pairing between previously unknown
devices without pre-shared secrets or trusted third parties is cru-
cial to build up underlying secure communication channels. For
instance, researchers meeting for the first time at a conference
may wish to seamlessly exchange contact information for future
collaboration, without fearing that a malicious entity might inject
forged data and compromise the resulting end-to-end encrypted
communication. Such scenarios emphasize the importance of pair-
ing methods that are both secure and intuitive to use. Research
around authentication ceremonies aims to ensure that human par-
ticipants understand pairing processes and can engage comfortably.
However, achieving security and usability simultaneously is chal-
lenging. Users commonly experience difficulties with authentica-
tion ceremonies due to complexity, misunderstanding, or lack of
awareness, causing low adoption and usability barriers [12, 35].
To simplify secure pairing, especially in group settings, cryp-
tographic solutions such as SafeSlinger [11] enable intuitive and
scalable public-key exchange on smartphones. While this approach
improves usability by abstracting away complex cryptographic op-
erations, it still heavily depends on explicit user actions and atten-
tion, potentially limiting its practical usability and security [11, 39].
To further reduce usability overhead and consequently improve
security, pairing methods can be extended with out-of-band (OOB)
channels, secondary communication channels used to bootstrap or
verify cryptographic parameters for an insecure primary channel.
Numerous OOB channel technologies have been explored, including
visual, acoustic, near-field communication (NFC), and radio-based
methods, each offering distinct trade-offs between usability, secu-
rity, and hardware requirements [27]. Among these, acoustic-based
OOB channels have shown particular promise due to their ubiq-
uity on smartphones and ease of interface access. For instance,
PairSonic [40] extends SafeSlinger’s intuitive group key-exchange
paradigm by proposing the use of an acoustic channel, focusing on
usability. PairSonic demonstrated high user acceptance in practice
but explicitly noted the severe practical limitations of the acoustic
channel, notably a high sensitivity to environmental noise, signifi-
cant propagation delays, and critically low throughput, restricting
its practical deployment [39, 40]. PairSonic proposed potential secu-
rity improvements using advanced physical-layer schemes, such as
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acoustic integrity codes [38], which encode authentication informa-
tion via differential encoding over on-off-keying (OOK) modulation
with noise-filled on-slots, enabling robust detection of unintended
as well as malicious interference [6—8]. While integrity codes per-
fectly suit the purpose of authenticating messages at the physical
layer for secure pairing, the low throughput and sensitive nature
of the acoustic channel still limit its practicality.

In contrast to acoustic methods, radio frequency (RF)-based OOB
channels offer potential improvements, including higher data rates,
improved reliability, and greater resistance to common environ-
mental disturbances [18, 27]. Prior work shows that integrity code
schemes can be realized on stock Wi-Fi hardware, but the use of
legacy modulation schemes inherently limits both OOK data rates
and signal entropy [18, 28, 38].

Overcoming these limitations requires precise and unpredictable
signal modulation beyond the constraints of Wi-Fi standards, which
in turn is only possible by achieving fine-grained, software-defined
radio (SDR)-like control over the transceiver hardware. While ded-
icated hardware could be designed for such use-cases, additional
hardware contradicts the usability aspect of secure pairing. Al-
ternatively, repurposing hardware built into existing daily-use
commercial-off-the-shelf (COTS) devices, like Wi-Fi chips on smart-
phones, better suits this task. However, such embedded hardware
and its accompanying firmware are typically locked down by ven-
dors with little to no public documentation available, making re-
purposing a significant challenge [41].

Recent research has explored and successfully demonstrated
SDR-like arbitrary waveform transmission from raw IQ samples
on COTS Wi-Fi chips through firmware modifications on smart-
phones [41-43]. These demonstrations all employed the open-
source Nexmon firmware patching framework [44, 45], a powerful
platform specifically designed to modify Broadcom' Wi-Fi chip
firmware. Nevertheless, all these demonstrations focused exclu-
sively on transmission. To the best of our knowledge, publicly
demonstrating the capability to receive waveforms in the form
of raw IQ samples directly on Wi-Fi hardware remains an open
challenge. Further, the transmission of OOK modulated signals of
arbitrary length with short slot-times required for efficient integrity
code-based pairing remains a challenging task.

In this paper, we present Pair-Fi, a user-friendly secure group
pairing solution leveraging high data-rate integrity codes trans-
mitted and received directly through SDR-enabled Wi-Fi chips
embedded in widely-available smartphones, such as the Google
Pixel and Samsung Galaxy series.

Summarizing, our main contributions are:

e We design and implement a novel OOB channel, achiev-
ing rates of 125 kbps by transmitting OOK waveforms, also
known as integrity codes, and receiving raw IQ samples on
smartphone Wi-Fi chips. This OOB channel significantly
improves throughput over existing methods, enabling fast
device pairing.

!While the original BCM43 Wi-Fi chipset family design is owned by Broadcom Inc.,
parts of their technology were sold to Cypress Semiconductor (acquired by Infineon
Technologies AG) and Synaptics Inc., resulting in CYW43[48] and SYN43[26] modules
that share a common architecture and are equally compatible with Nexmon firmware
patches and this project. In this work, we do not further distinguish between different

designers, manufacturers, or vendors, and use Broadcom or BCM43 as generic terms
encompassing all available variants.
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e We extend the open-source application PairSonic [40] with
an interface to our novel OOB secure pairing channel that re-
places the current audio channel while adopting most of the
app’s proven usability. Together with slightly adapted cryp-
tographic processes, this system builds an efficient, scalable,
and user-friendly secure device group pairing scheme.
We present the first public demonstration of SDR-like bidirec-
tional access to commodity Broadcom Wi-Fi chips, enabling
both arbitrary waveform transmission and raw IQ sample
reception through firmware modifications on modern hard-
ware. This architecture supports the implementation and
practical evaluation of novel wireless physical-layer proto-
cols in realistic scenarios, enabling a wide range of advanced
applications.
e We experimentally evaluate the security and performance of
our OOB channel via simulation and in practice on modern
smartphones, considering physical-layer attacks.

To the best of our knowledge, Pair-Fi is the first system to realize
smartphone-based RF integrity codes with SDR-like transmission
and reception, enabling user-friendly secure device pairing at pre-
viously unreached speeds.

By providing our implementation as open-source software to
the research community, we ensure replicability and encourage the
development of novel applications?. With our reverse engineering
efforts, we further provide insights on modern IEEE 802.11ax BCM43-
based platforms and enable low-level access to proprietary compo-
nents by contributing to the Nexmon framework [45].

The remainder of this paper is structured as follows. Section 2
introduces the necessary background and related work. Section 3
details the architecture and protocol design of our Pair-Fi system.
Section 4 discusses the implementation of Pair-Fi , and Section 5
presents a security analysis. We conclude our work in Section 6.

2 Background and Related Work

This section reviews background and related work in three areas
central to our design: secure device pairing (SDP) with a focus
on multi-value commitments, group Diffie-Hellman (DH) keys,
and integrity codes (Section 2.1), physical-layer signal attacks and
defense strategies (Section 2.2), and repurposing commodity Wi-Fi
chipsets through low-level access (Section 2.3).

2.1 Secure Device Pairing

Secure device pairing (SDP) refers to the initial pairing of two
or more devices that share no prior security relationship [13]. In
wireless settings, this process must account for a strong adversary
model in which an attacker can overhear, block, delay, replay, and
forge messages [32]. Such capabilities undermine unauthenticated
key exchange, making machine-in-the-middle (MitM) attacks triv-
ial [10]. SDP therefore employs OOB channels whose physical or
perceptual constraints provide authenticity and integrity, making
any tampering detectable [32].
An SDP procedure integrates up to three major components:

(1) an inherently insecure in-band channel used to exchange
key-related data,

2The source code of this project is accessible at https://github.com/seemoo-lab/pair-fi.
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(a) A commitment derived from
hashes of nonces, key material,
and user data that can be revealed

(b) A group key K is derived
from (private key, public
key) pairs in a tree layout
stepwise for verification and in- for three members. Modulo
tends. operations omitted.

Figure 1: Exemplary nested multi-value commitment struc-
ture and group DH Kkey tree as proposed by [11].

(2) an OOB channel that provides authenticity guarantees, and
(3) user interaction that enables demonstrative identification or
supports the correct use of the authenticity mechanism [13].

Together, these components allow devices to establish an authenti-
cated shared key even under strong active attacks [27]. The follow-
ing subsections discuss each component and give examples of how
prior work has realized them in practice.

2.1.1 Insecure In-Band Data Channel. The in-band channel pro-
vides efficient data exchange but offers no security. An adversary
can perform any action on the channel, making key exchange triv-
ially vulnerable to MitM attacks [10, 32]. But the in-band channel
can be used to exchange candidate key material, which is authenti-
cated separately. A common approach that still provides confiden-
tiality and prevents undetected data modification is to use group
DH key exchange in combination with commitments. For example,
SafeSlinger [11] and PairSonic [39, 40] employ a nested multi-value
commitment, as visualized in Figure 1a, followed by a group DH
key derivation, as depicted in Figure 1b, to ensure consistent key
contribution among participants. Yet, fully secure key agreement
cannot be achieved without an additional asymmetric resource [30].

2.1.2  Out-of-band (OOB) Authenticity Channel. OOB channels can
provide authenticity and integrity guarantees that in-band channels
lack [27]. Such channels exploit physical or perceptual constraints
that prevent attackers from modifying transmissions without detec-
tion. Integrity codes realize this property by encoding data using
OOK, where the presence of energy in on slots cannot be reliably
removed by an adversary [6-8]. Combined with Manchester en-
coding, any attempt to flip a slot breaks the expected transition
pattern and becomes detectable at the receiver. Figure 2 illustrates
a minimal example of such an integrity coded transmission and an
adversarial signal that invalidates it.

Prior work has demonstrated integrity codes in wireless systems.
Secure pairing over IEEE 802.11 using energy-based signaling at
the physical layer has been shown to work, but with constraints
leading to slot durations of tens of microseconds [1, 18]. A simi-
lar concept for IEEE 802.15.4 networks comes with slot durations
in the hundreds of microseconds, determined by the MAC/PHY
standard [47]. In contrast, generating signals from raw IQ samples
removes such protocol constraints. Our design uses 4 microsecond
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Figure 2: The data 1010 is sent as integrity coded signal x(t).
An interfering signal m(t) flips a bit which can be detected.

slots, enabling significantly higher throughput than prior RF-based
approaches.

2.1.3  User Interaction. Some SDP protocols incorporate user inter-
action to bind the pairing process to user intent and confirm that
the correct devices participate [13, 32]. However, complex verifi-
cation procedures increase user errors or reduce usability. Recent
systems, therefore, aim to minimize cognitive effort while main-
taining reliable confirmation. For example, PairSonic [39, 40] uses
acoustic signals to assist users during verification.

2.2 Signal Manipulation Attacks

Integrity codes rely on the physical-layer assumption that an at-
tacker cannot selectively remove energy from a legitimate transmis-
sion without detection. However, prior work shows that wireless
signals can be manipulated under favorable conditions, challenging
this assumption. Beyond simple jamming, adversaries can perform
overshadowing, where a stronger crafted signal dominates the
receiver, or cancellation/attenuation, where a phase-aligned wave-
form destructively interferes with the legitimate transmission [37].
Experimental studies demonstrate that such signal cancellation
attacks are feasible with SDR platforms [33]. Related investiga-
tions show similar manipulation capabilities in wireless ranging
and multi-carrier systems, particularly when attackers leverage di-
rectional antennas or advantageous geometry [28]. These findings
directly undermine the principle of integrity codes, assuming strong
attackers that achieve synchronization, have channel knowledge,
and a favorable position [49].

Several works propose hardening mechanisms to mitigate such
attacks. One direction introduces spatial diversity or cooperation
between multiple devices to make simultaneous cancellation signifi-
cantly harder [14-17, 22, 24]. Another direction attempts to prevent
precise cancellation by randomizing the wireless channel properties,
limiting an attacker’s ability to track the signal [23, 36]. While the
latter approach has been shown to be feasible on BCM43 chips [9],
the multi-antenna requirement does not suit our use case. Addi-
tionally, helper devices are not user-friendly and therefore not an
option for seamless pairing. However, some approaches restrict
the attacker model by leveraging propagation constraints, e. g., by
defining a secure area based on distance and delay properties [38].
As our pairing system intends positional proximity, we adopt the
assumption that an attacker must be outside a safe area to perform
secure pairing with Pair-Fi (see Section 5.2 for analysis).

2.3 Repurposing Wi-Fi Chipsets
The first public insights into Broadcom’s BCM43 family came from

the bcm-v4 specification project, which reconstructed regis-
ter maps and firmware interfaces for early IEEE 802.11a/g/n chipsets
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by analyzing closed-source drivers and interface traffic [31]. First
modifications to the programmable state machine (PSM) microcode
for the proprietary media access controller (MAC) of the BCM43
chips, named D11 core, were made possible through the publi-
cation of the b43-tools, mainly a disassembler and assembler
for early revisions of the D11 architecture [5]. With the help of
these tools, OpenFWWF developed and shipped a first fully open re-
placement microcode for these chip generations, demonstrating
re-programmability [20].

Today’s Wi-Fi chips embedded in smartphones, access points,
and mini-PCs, however, use IEEE 802.11n/ac/ax/be variants of the
BCM43 family on which a more complex fully equipped system-
on-chip (SoC) is implemented, including an ARM core offloading
most tasks that were previously performed by host drivers, hiding
inner workings behind a closed firmware binary. Inspired by work
enabling frame monitoring on such devices [2], Nexmon extended
existing toolsets to chip revisions of that time, added a C-based
firmware patching framework, and provided helper libraries that
make firmware modifications practical on modern devices [41, 44,
45]. Despite that progress, debugging microcode modifications for
the opaque D11 core remained tedious. The d11emu framework
closed that gap with an emulator that can work closely with running
devices for state-extraction and -injection [29].

Modifications to the ARM firmware and the D11 microcode allow
development and evaluation of research ideas on COTS Wi-Fi de-
vices. Numerous public applications came out of this opportunity in
the past: on the receive side, several projects have revealed hidden
measurement capabilities. For example, per-frame channel state
information (CSI) computed by the hardware can be extracted and
forwarded to user space [19, 21]. While invaluable for sensing, CSI
is reported only once per Wi-Fi frame, far too coarse for the mi-
crosecond slot timing targeted by our OOB channel. A different line
of work samples the receive signal strength hardware, allowing for
cross-technology broadcast communication [3, 4] and RF-activity
monitoring for testbeds [46]. While this is sufficient for energy
detection, the sampler cannot provide the accuracy targeted by our
project. On the transmit side, playback of arbitrary waveforms has
been shown in practice in two different versions. A small sample
play buffer (SPB) can be used to transmit a signal based on a
limited number of samples in a loop, suited for simple carrier waves
or jamming signals [42]. Alternatively, a larger memory, named
buffer memory (BM) or TemplateRAM, can be used to store pre-
pared IQ samples of longer waveforms, for example to implement
a covert channel based on pre-coded Wi-Fi frames [43].

The existing ecosystem delivers prepared transmission or coarse
reception, but never both in combination and not at the accuracy
targeted by this work. Pair-Fi is, to the best of our knowledge, the
first open implementation to demonstrate raw IQ sample reception
on BCM43 chips and flexible arbitrary waveform transmission on
recent IEEE 802.11ax Wi-Fi chips on smartphones.

3 Pair-Fi Group Pairing Protocol

Pair-Fi is an SDP scheme that allows two or more human-operated
smartphones to exchange contact data securely without relying on
any pre-shared key material or existing public key infrastructure.
Pair-Fi uses a pairing protocol that is of the same family as is
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used by PairSonic [40], adapted to work with an RF OOB channel
that uses integrity-coded signals. The scheme combines multi-value
commitments, group DH key derivation, and physical-layer security
for secure pairing. The protocol ensures that any active MitM attack
is detectable and that user data is protected from passive attacks.
Ensuring availability or preventing denial-of-service (DoS) attacks
is not a goal of the system. Pair-Fi further aims to prevent user
errors by minimizing interaction. We assume that all participants
are in close proximity and that a potential physical-layer adversary
is outside a reasonably small yet sufficiently safe area around all
participants. We consider the devices of legitimate participants as
secure. As all users should be close by, we further assume that no
legitimate participant has malicious intentions.

Section 3.1 gives an overview of Pair-Fis main components and
its system structure. It follows a detailed description of the protocol
logic in Section 3.2.

3.1 System Structure

Pair-Fis main system components are visualized in Figure 3. The
pairing group is split into two role sets: A single user takes the
coordinator role (on the left), all other users are regular participants
(on the right). On both sides, the Pair-Fi App @ acts as interface
between human operator and smartphone. It further implements
the whole pairing protocol logic. The App can interact with a Wi-Fi
chip through an application programming interface (API) and data
tunnel (B) for two purposes: First, the major part of protocol traffic
is exchanged over a high bandwidth channel © utilizing Wi-Fi
Direct to connect all participants in peer-to-peer (P2P) mode. This
channel is assumed insecure by default. Second, for Wi-Fi Direct
connectivity bootstrapping, initial configuration, and verification
sequence distribution, a dedicated low-bandwidth OOB channel @
is used. This non-standard broadcast channel uses signals based on
integrity codes and is thus assumed to provide integrity verification
guarantees under certain conditions. The coordinator can transmit
on the OOB channel, and participants can receive. The two channels
can operate independently and in parallel. All users are assumed
to be in short range over the whole pairing procedure with the
possibility to interact with each other, e. g., by speech.

3.2 Group Pairing Protocol Logic

We use the following notation to describe the pairing protocol
in detail, where a group of N users, each user labeled U;, wants
to securely share their data D; using their smartphones M;, with

ie{l.. N}

e A and B denote user subsets of U.
e A — B: A communicates to B over the in-band channel.

e A = B: A communicates to B using the OOB channel.

Ul
e U; — M;: A user interacts with the user interface (UI) of

their own device.
e O;: A device waits for a condition, possibly timing out.
e H(-) is a cryptographic hash function.
o {-}x is a value encrypted using key k.
e || is the concatenation operator.
e =; checks whether two values are equal.
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Figure 3: Overview of components involved in a typical pair-
ing scenario using Pair-Fi. A single coordinator smartphone,
on the left, and a number of participant smartphones, on
the right, are in close range. They communicate over a Wi-Fi
Direct in-band channel, while an integrity coded signal is
sent from the coordinator to the participants over an out-of-
band (OOB) channel that leverages the Wi-Fi chips hardware.
An App implementing the pairing logic interfaces with both
channels through an API and data tunnel.

The group pairing protocol is built around nested commitments that
allow participants to reveal information stepwise, while ensuring
that only intended users participate. With C;, a participant commits
to a fresh hash nonce Hy,,, a fresh group DH key G;, and encrypted
user data E; = {D;} No; The hash nonce Hy, is constructed based on
two randomly chosen nonces Ny, (match nonce) and N,,;, (wrong
nonce) as follows:

Hn,- = 7—{(Hr,nl ||HW1)
= H(H (Hm,) |[H (Nw,))
= H(H(H (Nm,) H (N,))

This structure allows each user to publish two unique value pairs
that can be verified by other users against the prior received com-
mitments. Publishing the pair (H,y,;, H,,,) is used to indicate a suc-
cessful verification by U; during the pairing process - (Hj,,, Ny;)
indicates failure. Once a pair is received and verified, no other pair
from the publisher will be accepted. The match nonce N,,; further
serves as encryption key for the user data.

At the very beginning of the pairing procedure, the group votes
a single user to take a special role as coordinator (i = 1). The coordi-
nator is responsible for kicking off the process that can be separated
into the five phases: Initialization, Commitment, Distribution, Verifi-
cation, and Secret Sharing, as detailed below.

1) Initialization:

e U Y, M;: Select coordinator role and enter number of users
N.

e M;: Spin up Wi-Fi Direct with randomized configuration C,
containing network name and passphrase. Choose a random
number R.

e M; = s: Broadcast configuration, number of users, and
random number as (C, N, R) in an endless loop.
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o M; 4, U;: Display a human-recognizable symbol based on
random number R.

e U: Wait until N — 1 devices are connected on Wi-Fi Direct
with configuration C.

o U; R M;, i # 1: Select participant role and select the same
symbol displayed on M; from a given list of symbols. The
symbol selection prevents listening on the OOB channel
before M, starts transmitting, which would undermine the
channels integrity verification guarantees.

e M; = M;, i # 1: Receive bootstrapping info C, N, and R.

Proceed only if integrity is verified.

M;, i # 1: Optionally compare R to symbol selection. Connect

to Wi-Fi Direct based on configuration C.

At this point all participants are connected via Wi-Fi Direct and
know the number of users, requiring only two Ul interactions. The
OOB channel stays busy to prevent any late injection of illegitimate
signals.

2) Commitment:

e M;: Randomly choose the two nonces Np,, and N,,,. Derive

the nested hashes Hy,,, Hy, , H,, and Hy,.

o M;: Generate group DH key G; = g™ mod p where pisa
fixed prime number and n; a large, randomly chosen number
functioning as DH private key.

M;: Perform encryption of the user data, E; = {Di}Nm,»-

M;: Produce the commitment C; = H (N, ||G;||E;).

M; — M;: Publish commitment C;.

M; — M;: Distribute all C; for j # i.

O;: Wait until each user has received N — 1 commitments.
Timeout otherwise.

Each participant has committed to their match nonce, DH public key,
and encrypted data. All users possess the multi-value commitments
of each other.

3) Distribution:
e M; — M;: Publish the committed to values (Hy,, G;, E;).
e M; — M;: Distribute (Hy;, G, E;) for j # i.
e M;: Check C; =, H (Hy, ||G/l|E;) for all j # i to validate the
received data. Abort on failure.
e O;: Wait until each user has received N — 1 value triples.
Timeout otherwise.
By now, any participant holds as many bound multi-value com-
mitments and triples of the committed values as the number of
participants. From this point on, if a pair (H,’n]_, N,,,) for any j # i
is received by M; such that Hy; =, W(H;nj |+ (N.,)), abort the
pairing as this indicates verification failure at user j.

4) Verification:

e M;: Compute verification hash over a concatenation of all N
triples Ty, = (Hp,, Gy, Ex) as hy = H(T,||T||T.|| . . .) where
the Ts are uniquely ordered by the commitments Cy.

e M;: Choose a random number R,.

e M; = *: Switch OOB channel transmission to verification
code and random number tuple (hy, R,).

o M Y, U;: Display a human-recognizable symbol based on
random number R,,.
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o M; = M;, i # 1: Receive (h;,R,). Proceed only if integrity
is verified, otherwise publish (Hy, , N.,;) and abort.

e M;, i # 1: Test own verification code against coordinator
with h; =» hy. If they differ publish (Hj,,, N.,;) and abort.

o M; 4, U;, i # 1: Display a human-recognizable symbol
based on received random number R,

e U;: Wait until all user devices show a symbol. Timeout
otherwise.

o U 4, M;: Confirm if all N devices display equal symbols.
Deny otherwise.

e M; — *: On confirmation publish (Hy,;, H,,;) to indicate
success. Otherwise publish (Hy, ,H,,) to indicate failure
and abort.

o M;: Verify that H,; =» H(H (Hp;)||Hw,) for all j # i. Abort
on failure.

o O;: Wait until verified (Hy,;, Hyw,) for all j # i are received.
Timeout otherwise.

During this phase, all participants have verified and confirmed that
they hold the exact same legitimate triples T; forall i = 1... N with
a single Ul interaction. Because all triples, including the own, are
used in the verification hash calculation and the integrity of the
hash transmitted by the coordinator can be verified, each participant
inherently confirms validity of the own published triple received
by all other participants as well as validity of all received triples.

5) Secret Sharing:

e M;: Derive group DH tree with K as the private key of the
root node and encrypt nonce {Ny,, }k-

M; — M;: Publish the encrypted nonce {Ny,, }k.

M; — M;: Distribute all {Np, }x for j # i.

M;: Decrypt {Nm, }x and E; to get user data D; for all j # i.

Ul
o U; — M;: Select datasets to import and exit.

If not aborted, all participants finally hold the decrypted user data of
all other participants with the guarantee that no impersonation on
protocol level, data alteration, nor information exposure occurred.

4 Implementation on Smartphones

Implementing a functional proof of concept (PoC) of the Pair-Fi SDP
scheme on actual hardware requires a platform on which the sys-
tem components described in Section 3.1 can be realized. Querying
the Wi-Fi Alliance database® for smartphones that support dual-
band Wi-Fi and Wi-Fi Direct returns more than 9000 results. The
real number of candidate models is lower, as there is no direct
indicator of simultaneous band operation capabilities, which is
one of the pairing system requirements. Additionally filtering for
Wi-Fi Agile Multiband, a certification tightly coupled to parallel
band use, reduces the number of candidates to around 1000. A sub-
set of unknown size of the remaining smartphone models allows
modifications of their Wi-Fi chip firmware, which is needed for
implementing Pair-Fis OOB channel. We found that most Samsung
Galaxy models since the S8 and all Google Pixel models since the 7
series can work with Pair-Fi in theory. We pick the Google Pixel 7
model as target. It comes with a Broadcom BCM43 family chipset,

3The Wi-Fi Alliance provides a product finder at https://www.wi-fi.org/product-finder.
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namely the BCM4389c1 [25], which we can work with through re-
verse engineering efforts and firmware modification.

In the following, details on the implementation are presented in
three parts: Section 4.1 describes the realization of the user space
App. It follows Section 4.2 with details on the API and data tunnel.
The last part, Section 4.3, is dedicated to the OOB channel and
related platform insights gained through reverse engineering.

4.1 Application

The application implements Ul and pairing protocol logic, and inter-
faces with the Wi-Fi chip. The Ul is realized with the open-source
and cross-platform framework Flutter and the Dart programming
language. The protocol logic is written in the cross-platform lan-
guage Kotlin, following the description in Section 3.2. Any system
functionalities, such as configuration of Wi-Fi Direct, are done
through the Android SDK, targeting Android 14 and newer.

Figure 4 shows an excerpt of the interface visible during a pairing
procedure. At first, users can select a role, either as coordinator
or participant. The coordinator enters the number of participating
users and is forwarded to a widget that shows an icon. In the
background, a configured Wi-Fi Direct network is created, and
the coordinator stays on this screen until the expected number of
participants is connected. In parallel, participants are asked to select
the icon displayed on the coordinator’s screen. The next visible
screen for both parties is an icon that all users have to compare.
Only if all users confirm equality of the displayed icon, user data
is exchanged and ready for import, as visible on the final widget.
If the user rejects the confirmation, message integrity on the OOB
channel cannot be verified, or a wrong nonce is received, the app
displays a security error warning of a possible attack. If at any of the
relevant stages a timeout occurs, a respective message is displayed
to the user. Each screen is kept simplistic, paired with a concise
instruction to facilitate handling and minimize user errors.

The protocol logic requires two initial nonces, a symmetric
crypto algorithm, and commitments derived by a hash function.
The application uses AES GCM ECDH with a key size of 256 bit. As
one of the nonces serves as encryption key, this also defines the size
of the nonces. As hash function for commitment and verification
code derivation, the application uses SHA3-512.

4.2 API and Data Tunnel

In order to perform the pairing protocol, the application must in-
terface with the Wi-Fi chip for two purposes: First, to initialize
and join a Wi-Fi Direct network. Second, configuring and access-
ing the OOB channel. While the former is possible through the
Android system, the latter requires a custom implementation. On
the application side, this can be done as part of the protocol logic.
On the Wi-Fi chip, a custom handler must be integrated into the
existing firmware. Prior work around the BCM43 commonly lever-
ages an existing input/output control (IOCTL) call system for that
purpose. This method requires only a single function hook in the
Wi-Fi chips’ ARM microprocessor firmware and is thus simple to
implement. However, performing IOCTLs under Android requires
elevated privileges that the application does not possess.

Instead, control and data messages can be embedded into broad-
cast user datagram protocol (UDP) frames. For sending messages


https://www.wi-fi.org/product-finder

Pair-Fi: Integrity Code Protected Secure Device Pairing via SDR-Enabled Wi-Fi Chips on Smartphones

0

& Role Selection

Select your role

/9:\ .
Snpd
Coordinator

Only one partcipant selcts this role

*—
@ Y

ant

Al other participants select tis role

WiSec 26, June 30-July 03, 2026, Saarbriicken, Germany

s N\ 7 N
€ Contact exchange

Q Success
John Doe

& Security Error € Timeout

o Security Error o Timeout
A 0

Your data was veifed succesful
@ Please select the contacts you would ke
0004

Figure 4: User workflow in the Pair-Fi App during the pairing procedure with two participating users.

from the Wi-Fi chip to the application, respective frames with the
generic broadcast UDP address and a configured destination port
can be crafted and pushed towards the host. The application can
receive the messages by listening for broadcast frames on the config-
ured port at a UDP socket. Sending messages from the application
towards the Wi-Fi chip works similarly. The message can be trans-
mitted on a UDP socket, destined to the broadcast address of the
network that the Wi-Fi chip is currently configured with. This re-
quires that the interface is configured. For the coordinator, this is
true by default due to the Wi-Fi Direct network that is configured
at the very beginning of the pairing process. This is not the case for
the participants. They join the network after receiving data on the
OOB channel. To workaround this, every participant configures its
own Wi-Fi Direct interface at the beginning of the pairing process,
which gets replaced when joining the coordinator’s network.

Intercepting the UDP frames on the Wi-Fi chip requires some
additional effort. On recent BCM43 devices, frames are no longer
pushed as a whole through the ARM processor’s memory, as was the
case on older revisions described in prior work. Instead, a reduced
header is given to the ARM firmware for inspection, and the actual
frame is directly fetched through direct memory access (DMA) by
the D11 MAC. Through reverse engineering, we discovered a special
packet fetch engine that can be instructed by the ARM processor to
pull in the missing frame content. The only thing left after fetching
and processing is to free the frames as they are aired out otherwise.

For control and data exchange between the Wi-Fi chip (W) and
the application (A) a common API must be defined. The messages
might consist of a single identifier or contain structured data in
form of type-length-values (TLVs). We define the following API
messages, ordered by their type identifier:

0x1 A — W : Start a transmission on the OOB channel. The
message is a TLV holding the data to transmit.

0x2 A — W : Stop an ongoing transmission.

0x3 A — W : Start a reception on the OOB channel.

0x4 W — A : Data received on the OOB channel as TLV.

0x5 A = W : Ping, including a sequence number.

0x6 A = W :Pong, including a sequence number.

0x7 A — W : Configuration parameters as nested TLVs.

4.3 OOB Channel

Pair-Fi relies on the physical-layer security of an OOB channel,
more specifically on verifiable integrity, during its bootstrapping
phase and for distribution of a verification hash. In theory, integrity
codes can be used for that purpose. But transmitting and receiving
integrity-coded signals with decent entropy and short slot times
in practice requires low-level access to transceiver hardware. Al-
though there is barely any public technical information available
on the targeted Wi-Fi chip, we discovered that it is possible to
instantiate the chip’s hardware through software changes, such
that it enables transmission and reception of integrity codes. An
introduction to the complex chip system is given in Section 4.3.1.
While transmission of custom signals on the BCM43 chip family has
been demonstrated [42, 43], it is still challenging to continuously
transmit OOK with short slots and random samples. Section 4.3.2
describes extensions to prior transmission methods that enable fast
and reliable integrity code transmissions. Theoretically, a receiver
can decode integrity codes purely from power measurements, but
for the targeted short OOK slots, this would require fine-grained
values. Instead of relying on power estimates, we demonstrate that
it is possible to capture pure signals as IQ samples on BCM43 chips.
Section 4.3.3 provides insights on this feature and showcases it as
receiver side of the OOB channel.

4.3.1 System Overview. The overall layout of BCM43 family SoCs
has been analyzed and discussed in prior work. However, recent
chips seem to differ in their modular architecture. An abstract repre-
sentation with a focus on relevant components of the system layout
of recent BCM43 chips is given by Figure 5. A single SoC is connected
to a host system over a bus, e. g., PCle. The host side is managed by
a driver, e. g., bcmdhd. On the Wi-Fi chip, there are five main com-
ponents: An ARM Cortex R4 or A7 with on-chip ROM and RAM,
responsible for initialization and handling of non-time-critical tasks.
The firmware for this processor is loaded by the driver from the host
file system on bring-up. This firmware can be modified by writing
C-based patches in combination with the Nexmon framework. The
ARM processor is attached to an advanced extensible interface (AXI)
backplane, which i. a. connects it to the D11 MAC, a proprietary
microcontroller responsible for handling time-critical tasks. The
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Figure 5: Pair-Fi system overview, layout, and integration into the architecture of recent BCM43 chips.

D11 runs a PSM optimized for flow control. The microcode running
in this PSM is embedded in the firmware file of the ARM processor
and can also be modified. However, the proprietary architecture
makes this a challenging task. The D11 comes with multiple own
memory areas, register banks, and hardware modules. It offers an
interface through memory-mapped input/output (MMIO) registers.
The interface includes pass-through access to components of the
PHY block. The PHY is responsible for all the IEEE 802.11 physical-
layer tasks, such as (de)modulation, equalization, beamforming, or
frequency-time-domain conversions. It comes with its own regis-
ters and buffers (or tables) that control functionality, store data, or
report statuses. However, they are mostly split up into bit fields
with unknown meaning, making it hard to work with. The PHY is
directly connected to the Radio, which handles digital-analogue-
conversion, filtering, and mixing. Between Radio and antennas,
an RF front-end (FE) provides amplification, transmit/receive
switching, and antenna multiplexing.

A major difference from prior versions of the BCM43 chip layout
is the redundancy of the D11, PHY, and Radio. While older models
were able to tune in either the 2.4 GHz or 5 GHz band at a time, the
newer architecture provides parallel operation in both bands — or
even three bands since the introduction of 6 GHz for Wi-Fi. This
feature is advertised as real simultaneous dual-band (RSDB) and
"tri-band simultaneous” [25]. The redundant portions are called
slices, where the main slice operates in the 5 GHz and 6 GHz bands,
while the aux slice works in the 2.4 GHz band. On chips advertised
as tri-band simultaneous, a third scan slice exists that can operate
in all three bands, but seems to be 20 MHz bandwidth only. All
three slices share the same antennas through di- or triplexers. This
newer architecture is particularly suited for Pair-Fi as it allows
for operating a fully functional Wi-Fi Direct on one slice, while
running the custom OOB channel on another slice.

4.3.2  Transmitter. Prior work [42, 43] has demonstrated that trans-
mission of custom signals from IQ samples can be realized on
BCM43 hardware in two ways: First, a PHY table named sample

play buffer (SPB) that can hold up to 512 samples can be used.
Second, IQ samples can be provided from a larger buffer memory
(BM), which on most platforms is part of the D11. The buffer size
is platform-dependent and can vary from a few hundred kibibyte
up to one mebibyte. The sampling rate is twice the bandwidth of
the currently selected Wi-Fi channel. Both approaches allow to
configure start and end pointers, and provide looping indefinitely
or a specified number of times. We were able to verify that both
functionalities still exist in modern BCM43 chips by reverse engi-
neering methods related to self-calibration, such as IQ imbalance or
power amplifier pre-distortion (PAPD), and a custom time-of-flight
(ToF) implementation. In theory, both approaches sound promising
for implementing the transmitter side of Pair-Fis OOB channel. A
trivial approach would be to fill either buffer with random samples
and then toggle transmission on and off according to the desired
OOK slots. However, the turnaround times between on and off
toggling are unpredictable and can have durations of hundreds of
microseconds. For transmission from the BM, it would also be feasi-
ble to prepare the whole OOK modulated signal at once instead. But
writing to the BM through D11 MMIO registers is slow compared
to the rate at which the samples are fetched from the transmit hard-
ware. Hence, rewriting random samples during transmission is not
feasible and would lead to a repeating signal. This makes it trivial
for an adversary to learn the signal and attack it on the physical
layer. For the SPB, we discovered through experimental evaluation
that start pointer (sampleStartAddr) and number of samples to
transmit (sampleDepthCount) can be dynamically rewritten with
very low latency during active transmission. This can be leveraged
to transmit arbitrarily long OOK signals by dynamically switching
between low amplitude or zero samples for off slots and random
samples for on slots. However, the available number of samples
is limited, reducing entropy of on slots. We workaround this by
choosing a random offset inside the stored on slot samples for each
slot. While a proper live source for random samples would be fa-
vorable, this approach still provides practically unpredictable on
slots, which allows us to transmit integrity-coded signals.
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A next challenge lies in the actual setting of the respective regis-
ters. To realize short slot durations, precise timing and low latency
are required. Further, running either a long task or multiple sched-
uled tasks on the single-threaded ARM processor interferes with
Wi-Fi Direct operations and is prone to unpredictable delays. In-
stead, running the on-off-switching as a dedicated state machine on
one of the D11 cores solves these issues. Further, we discovered that
the proprietary architecture supports a sleep instruction that can
be configured in !/s us steps through an internal hardware register
(IHR) (PsmSleepTmr), which is very precise compared to scheduling
on the ARM (~1ms). All initialization can be comfortably performed
through the ARM core. This includes the conversion of the data bits
into Manchester coded bits through a lookup table. These bits, the
message lengths, as well as control signals, can be given from the
ARM processor to the D11 through its shared memory. The ARM is
also responsible for creating and writing the zero and random sam-
ples into the SPB. The hardware expects 32-bit wide samples from
the buffer with 10-bit signed values for each I and Q part, where
the lowest 10 bits are Q and the 10 bits above are L

Another aspect of the transmission that must be considered is its
power. The transmit power depends on the combination of multiple
components of the Radio and FE, such as baseband multiplication
and power amplifiers. Instead of configuring each component on its
own, we can reuse an existing functionality that takes in an index
and sets all relevant components at once. In regards to counter
attacks on the physical layer, it seems beneficial to transmit with
maximum power. Further, having a fixed transmission power makes
the decoding on the receiver side easier. We therefore choose the
maximum possible power by default.

As already discovered in prior work [43], it can happen that
instead of the desired signal, only an unmodulated carrier wave
is transmitted. Although Pair-Fi is a PoC, it is desirable to have a
reliable system. We therefore include a mechanism that reads back
the current transmit signal strength indicator (TSSI) and decides
based on a threshold if the current transmission is the actual signal
or carrier only. In the latter case, the transmission is restarted until
the desired signal is aired or a configurable number of retries is
reached. With a maximum retry count of 10, we reached a 100%
success rate over 100 consecutive tries to kick off a transmission.

4.3.3 Receiver. During reverse engineering of numerous firmware
blobs and through extensive practical evaluations, we discovered
that BCM43 hardware is capable of capturing sampled data from sev-
eral tapping points into the BM of the D11. Figure 5 shows an excerpt
of this functionality, also called Sample Collect, in an abstract
manner. Selecting a tap is mainly done through two multiplexers,
which are controlled through PHY registers. The RxFeTesMmuxCtrl
register can tap on early stages such as analog-to-digital converter
(ADC), cascaded integrator—comb (CIC) decimator, or Farrow re-
sampler outputs. While such values support calibration and de-
bugging, they might come at a high sampling rate, and processing
them in software does not scale well. This is different with the
taps selectable by a bitfield of the AdcDataCollect register, which
are values coming out of an IQ mismatch compensator, DC filter,
RX filter, or received signal strength indicator (RSSI) measure. The
sampling rates here are either double the current Wi-Fi channel
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bandwidth, e. g. 40 Msps at 20 MHz, or even equal to it. This is ben-
eficial as reading from the BM is a critical bottleneck. On devices
where the BM is part of the D11, accessing it from the ARM is only
possible by reading four bytes at a time through an MMIO register.
This also prevents streaming samples to the host. Thus, the sam-
ple collection works rather as a one-shot capture. The behavior
of the sample collector can further be controlled through some
D11 registers: A start and a stop pointer into the BM can be set. A
control register allows to select if a single or continuous capture
shall be performed. The latter works as the selected area in the BM
functions as a ring buffer. Another register reports a pointer to the
most recently written sample. All three available pointers expect
indices representing four bytes each as input. It is also possible to
sample interleaved from multiple radio cores or from a single core.

As samples can not be streamed out of the BM as fast as they are
written, the size of the BM dictates the amount of data and thus the
duration over which a signal can be captured. On the BCM4389, the
BM is 384 KiB large. Assuming that the output of the RX filter is
selected, the minimum sample rate by default is 20 MHz, and each
sample is four bytes long, holding I and Q as signed two-byte long
values. This allows to collect samples for 4.9152 ms. Pair-Fi sends
at most 32 bytes over the OOB channel. Each bit in a message is
Manchester encoded and thus takes two slots. Based on this, we
choose a slot duration of 4 ps, which lets an OOB message fit twice
in the BM, ensuring that no unwanted cutting occurs.

Once an OOB channel signal is captured, the contained message
can be decoded in software on the ARM. The receiver first generates
an envelope — already during readout for higher efficiency and
lower memory footprint. Next, a configurable threshold is applied
to get clear on and off slots. Start and end of a message are detected
through cross correlation with a known integrity code preamble.
Then, each slot is consecutively processed by selecting a possible
window and checking for the expected Manchester transition. The
self-clocking property of Manchester encoding allows for continu-
ous synchronization. If the whole message can be correctly decoded,
its integrity is inherently verified. Suppose any invalid slot is de-
tected, the decoder aborts and signals an error to the host. Else, the
decoded message is forwarded to the Pair-Fi application.

As the decoder requires a fixed threshold, preferably as close to
the noise floor as possible, we further fix the receive gain to the
maximum possible value. This prevents any uncertainties regard-
ing signal power introduced by automatic gain control (AGC) and
maximizes the peak signal-to-noise ratio (PSNR). As there is no
need to demodulate any exact amplitude or phase, it is also not
severe if the high gain leads to clipping every now and then.

5 Security Analysis

Pair-Fi builds on multiple established components that were shown
to be secure in prior work. However, the mixture of these and our
additions requires a fresh review. Section 5.1 discusses respective
changes and security considerations. The pairing protocol relies on
the integrity verification guarantee of the OOB channel. Although
integrity codes are appropriate for this task, the potential for a
sophisticated attack remains a concern. Section 5.2 elaborates on the
feasibility of attacking the physical-layer security of Pair-Fi through
practical evaluation.
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5.1 Group Pairing Protocol

The pairing protocol relies on multi-value commitments, group
DH key derivation, and hash verification. SafeSlinger [11] and Pair-
Sonic [39, 40] have extensively studied the security of SDP using
these mechanisms. They showed that multi-value commitments
and encryption prevent information leakage while offering contact
authentication. Because the protocol relies on the actual number of
users, it prevents the introduction of unauthorized ’virtual” partici-
pants. Replacing parties or performing MitM fails due to the hash
verification.

However, we must consider that Pair-Fi uses an OOB channel
for bootstrapping a pairing session and must meet certain condi-
tions to prevent impersonation of the coordinator. An adversary
trying to inject its own bootstrapping information will be detected
because the coordinator starts transmitting integrity codes before
the participants start receiving. This is enforced through the user
interaction via joint icon selection. Thus, their signals would over-
lap. If the signals are equal, this has no further implications. If they
differ, the decoder detects an invalid message and cancels the pair-
ing. The same applies to the verification hash that the coordinator
sends later on the OOB channel. To reduce user interaction, the
coordinator never stops transmitting between the bootstrapping
and verification hash message, inherently providing integrity and
weak authenticity of the verification hash if its physical-layer in-
tegrity can be verified. Under the assumption that the guarantee of
integrity codes holds, this means that the protocol modifications
added security while reducing user interaction.

5.2 Physical-Layer Security

Integrity codes have been shown to hold an integrity verification
guarantee under the condition that the energy of the on slots can
not be canceled [6-8]. While randomness in the generated signal
suggests that cancellation is not possible, it has been shown that a
powerful attacker might cancel out parts of an unknown signal just
through relaying [33, 37, 49]. We have to consider that such strong
attackers might compromise Pair-Fis pairing scheme, as breaking
the physical-layer security of integrity codes inherently destroys
the pairing protocols security.

We harden our system against this attacker model. Every sym-
bol with a duration of 50 ns (m) is completely random and
independent of previous or following symbols. Further, as we can
transmit from raw IQ samples, these symbols do not follow any
well-defined modulation. And, although we use Wi-Fi hardware, the
samples are not mapped to orthogonally spaced carriers, resulting
in a high-power noise-like wideband signal. This makes it practi-
cally infeasible to predict the remainder of a symbol. Nevertheless,
we consider a worst-case adversary that has perfect knowledge of
the channel between any two parties, can predict the remainder of
a symbol during reception, and has zero processing delay. Similar
to acoustic integrity codes, we can assume for our pairing scenario
that an adversary is outside a safe area defined by the distance be-
tween legitimate sender and receiver AB and a safe radius r around
either party [38]. This sets a lower bound on the amount an at-
tacker can cancel out per symbol, given the propagation delay. The
respective delay computes as 7 = Zr_cAB . Simulating cancellation
on actual Pair-Fi signals sent from a Google Pixel 7 and received
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Figure 7: Attenuation and residual SNR of a signal sent by
Pair-Fi against distance and inherent delay of a simulated
relay attacker to sender and targeted receiver.

on a USRP SDR shows that our system can reliably work even
under worst-case conditions. Figure 6 shows that due to the high
signal-to-noise ratio (SNR) of our signals, even a strong attenuation
leaves on slots recognizable. Figure 7 details the effect of distance
and hence delay on attenuation and residual SNR, showing a severe
effect yet indicating that full signal cancellation with the given
parameters seems not feasible in practice. Even an attacker as close
as 1 m could not fully cancel out the signal and thus modify the
integrity-coded message.

6 Conclusion

In this paper, we demonstrate the feasibility of secure and efficient
device pairing using smartphone Wi-Fi chips augmented with SDR-
like capabilities. Our solution, Pair-Fi, overcomes the limitations of
existing approaches by achieving unprecedented timing precision
and flexibility. With this, it enables robust pairing performance
even in challenging real-world environments, thus allowing for
practical and user-friendly future wireless pairing solutions.
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