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Abstract

Authentication is one of the most user-facing components of digital security, yet many au-
thentication measures remain difficult to use or deploy. Complex passwords and manual
key verification often cause user frustration, circumvention, and systemic vulnerabilities.
In this dissertation, we investigate how to make mobile authentication protocols more
practical by elevating usability and deployability to first-class design goals alongside
traditional security. We take a user-centric perspective on three connected scenarios that
progressively expose different practical barriers to authentication: everyday web login,
mobile service use under infrastructure disruption, and decentralized authentication for
end-to-end encrypted messengers.

First, we examine FIDO2, the passwordless web authentication standard underlying
passkeys. In a lab study (N = 87), we compare biometric platform authentication on
smartphones with authentication through an external NFC security key. The results
show that both options provide high usability, though participants preferred biometric
platform authentication. We identify critical adoption barriers, such as multi-device
usage constraints, and audit FIDO2's extensibility, revealing that current web browser
limitations severely hinder custom deployments.

Second, we investigate a deployment context in which conventional authentication
assumptions break down: mobile service use when centralized infrastructure fails, such as
during natural disasters that create locally connected but globally disconnected network
islands. Our survey (N = 857) shows that respondents prioritized familiar general-purpose
applications over dedicated crisis tools, with messenger applications ranked highest
overall. These findings identify messenger-based communication as a major user priority
during infrastructure disruptions, motivating the need for messenger authentication that
does not depend on globally reachable, centralized backend services.

Finally, building on this result, we introduce PairSonic, a decentralized authentication
ceremony for end-to-end encrypted messengers. PairSonic enables nearby users to
authenticate each other simultaneously without requiring trusted third parties, public-
key infrastructure, or Internet access. In a lab study (N = 45), participants significantly
preferred PairSonic over the state of the art because it reduced manual verification effort
and scaled better to groups of users. Because PairSonic relies on an acoustic out-of-band
channel, we systematically evaluate acoustic data transmission across diverse commodity
smartphones. We identify multipath propagation and hardware variations as major
reliability challenges and propose robust design patterns for practical deployment.

Opverall, this dissertation demonstrates that strong authentication becomes practical when
cryptographic design is integrated with human interaction and deployment constraints.
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Zusammenfassung

Authentifizierung gehort zu den sichtbarsten Komponenten digitaler Sicherheit. Viele
Verfahren sind jedoch wenig benutzungsfreundlich, schwer praktisch einsetzbar, oder
von Infrastruktur abhingig, die in kritischen Situationen ausfallen kann. Komplexe Pass-
worter und manuelle Schliisselverifikationen fithren hdufig zu Frustration, Umgehungs-
verhalten und systemischen Schwachstellen. Diese Dissertation untersucht daher, wie
mobile Authentifizierungsprotokolle praxistauglicher gestaltet werden konnen, indem
Benutzungsfreundlichkeit und praktische Nutzbarkeit neben Sicherheit als gleichrangige
Entwurfsziele behandelt werden. Im Mittelpunkt stehen drei miteinander verbunde-
ne Szenarien: alltdgliche Web-Logins, mobile Dienste bei Infrastrukturausfillen und
dezentrale Authentifizierung fiir Ende-zu-Ende-verschliisselte Messenger.

Zundchst untersuchen wir FIDO2, den passwortlosen Web-Authentifizierungsstandard
fiir Passkeys. In einer Laborstudie (N = 87) vergleichen wir biometrische Plattformauthen-
tifizierung auf Smartphones mit der Authentifizierung tiber externe NFC-Tokens. Beide
Verfahren erwiesen sich als gut benutzbar, wobei biometrische Plattformauthentifizierung
insgesamt bevorzugt wurde. Zugleich zeigen sich zentrale Hiirden fiir die Verbreitung,
insbesondere bei der geratetibergreifenden Nutzung. Eine Analyse der Erweiterbarkeit
von FIDO2 verdeutlicht zudem, dass aktuelle Browserbeschrankungen den Spielraum
zur Anpassung an Einsatzszenarien erheblich einschranken.

Anschliefsend betrachten wir die Nutzung mobiler Dienste bei Ausféllen zentraler In-
frastruktur, etwa wiahrend Naturkatastrophen, die lokal verbundene, aber global ge-
trennte Netzwerkinseln entstehen lassen. Eine Umfrage (N = 857) zeigt, dass vertraute
Apps gegeniiber speziellen Krisen-Apps bevorzugt werden; Messenger-Apps wurden
dabei insgesamt am hochsten priorisiert. Dies verdeutlicht den Bedarf an Messenger-
Authentifizierung, die ohne zentralisierte Backend-Dienste auskommt.

Darauf aufbauend stellen wir PairSonic vor, ein dezentrales Authentifizierungsprotokoll
fir Ende-zu-Ende-verschliisselte Messenger. PairSonic ermdglicht Personen vor Ort eine
gegenseitige Authentifizierung, ohne vertrauenswiirdige Dritte, Public-Key-Infrastruktur
oder Internetzugang vorauszusetzen. In einer Laborstudie (N = 45) wurde PairSonic
signifikant gegeniiber dem Stand der Technik bevorzugt, da es den Aufwand manueller
Verifikation reduziert und besser auf Gruppen skaliert. Da PairSonic einen akustischen
Out-of-Band-Kanal nutzt, untersuchen wir aufserdem die akustische Dateniibertragung
auf verschiedenen handelsiiblichen Smartphones. Dabei identifizieren wir Mehrwegeaus-
breitung und Hardwareunterschiede als zentrale Zuverlassigkeitsprobleme und leiten
robuste Entwurfsmuster fiir den praktischen Einsatz ab.

Insgesamt zeigt diese Dissertation, dass starke AuthentifizierungsmafSinahmen praxi-
stauglich werden, wenn kryptografisches Design, menschliche Interaktion und reale
Einsatzbedingungen gemeinsam berticksichtigt werden.
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Introduction

Security experts have built robust cryptographic foundations for the digital world.
Protocols like Transport Layer Security (TLS) solve fundamental problems of secure
communication across global networks, without requiring trust in intermediate network
nodes [Res18]. These technical achievements protect billions of users daily, operating at
unprecedented scale: from instantaneous payments and e-commerce to secure messaging
and telemedicine, all conveniently accessible from users” smartphones.

Yet this cryptographic promise often fails at the human interface. Concerning evidence
emerges from studies of real-world security tools: when researchers examined the Signal
smartphone messenger in 2018, they discovered that 75% of participants could not locate
the contact verification screen necessary to establish authentic end-to-end encrypted
(E2EE) chats [Vaz+18]. A 2023 follow-up found similar usability barriers also in other
popular messengers [FK23]. Similar patterns appear across dozens of controlled studies
on encrypted email, passwords, and multi-factor authentication [Gut+22; RIB22]. These
observations are not isolated incidents but highlight a broader misalignment between
cryptographic design and human interaction. Security mechanisms compromise their pro-
tective goals when they impose significant usability barriers. This human interface failure
becomes more pronounced as computing shifts from controlled desktop environments to
ubiquitous mobile devices [Sta26]. While early cryptographic protocols assumed users
with keyboards and full screens, today’s security interactions occur primarily through
smartphones: devices with fundamentally different constraints and usage patterns.

As security experts, we share responsibility when protocols with strong theoretical
guarantees fail in practice; such outcomes represent systemic failures rather than user
shortcomings. The decades-long struggle to deploy Pretty Good Privacy (PGP) exemplifies
this gap. Despite praise for its strong cryptographic foundation, end-to-end encrypted
email fails to gain widespread adoption due to usability constraints [RS19; WT99].

This pattern points to a fundamental challenge in our discipline. Historically, our analy-
ses have centered on cryptographic robustness—understandably, given our primary
expertise—while practical concerns of user interaction and system deployment have
received less attention [Gut+22; Las+24; Naq20]. This gap was characterized by Bonneau
et al. in their seminal paper on web authentication:

“In our experience, security experts focus more on security but less on usability and
practical issues related to deployment.” — Bonneau et al. [Bon+12]

While our community’s rigorous analysis of security properties is essential, the practical
bottleneck for security often lies elsewhere: in the design of measures that users can
practically and willingly adopt.
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Figure 1: We aim to increase the usability and deployability of authentication systems. Existing
security measures often lack in these two aspects, as shown by Bonneau et al. [Bon+12]
for the case of web authentication.

To confront this disciplinary challenge, this dissertation focuses on the security component
where human interaction is most direct and failure is most visible: authentication. Almost
every type of online service requires user accounts, making authentication both the most
user-facing security component and a central topic in the usable security community
[DTO23; RIB22]. Whether through passwords, two-factor authentication, or cryptographic
proofs, authentication typically constitutes users’ first security interaction with a service.
Surprisingly, many protocols gloss over this step and simply assume that authentic key
material exists. How this authentication is achieved is rarely specified in practice:

“[T]he problem of distributing and managing keys is one of the really difficult parts of
cryptography, for which we have only partial solutions.”

— Ferguson, Schneier, and Kohno [FSK10]

This oversight creates a dangerous gap: strong authentication underpins nearly all
security protocols, yet its human implementation remains the weakest link [Ruo+19].
We address this gap through a holistic approach that elevates all three core properties
to first-class design goals (illustrated in Figure 1). Alongside traditional security (the
system’s resilience against technical attacks), we prioritize usability (the ease with which
humans can use the system correctly and willingly) and deployability (the feasibility of
adopting a system that is compatible with existing hardware and software, with minimal
reliance on trust and network infrastructure). Guided by this user-centric perspective, we
design and evaluate authentication schemes that satisfy the operational constraints of
both end users and service providers, thereby strengthening practical security.

Usable Authentication. Some security experts might argue that usability concerns fall
outside their responsibility, belonging instead to user experience (UX) specialists who join
later in the development cycle. However, when an authentication scheme relies on human
cooperation—such as choosing a password, approving a push notification, or safeguard-
ing a hardware token—its security boundary expands to include human behavior [EII07].
When designing such systems without considering how real people actually use (or
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attempt to circumvent) them, the overall security of the system often degrades [WT99].
Therefore, usability is an important concern also from a security perspective.

Ignoring usability creates new attack vectors that cryptography alone cannot solve. When
cryptographic keys must be associated with and managed by users, key establishment
transforms from a primarily technological problem into a complex socio-technical chal-
lenge. Attackers exploit this vulnerability relentlessly: social engineering and phishing
succeed not by breaking the underlying cryptography but by manipulating confused
or overloaded users. These attacks belong to the most prevalent attack types according
to the Federal Bureau of Investigation (FBI) [Fed25] and the German Federal Office
for Information Security (BSI) [BSI25]. In 2024 alone, 68% of confirmed data breaches
involved human error or misuse [Hyl+24], showing that the human element is often the
most vulnerable component in a security chain.

Regulatory bodies now formally recognize this reality. The National Institute of Standards
and Technology (NIST) explicitly mandates: “Evaluating the usability of authentication is
critical, as poor usability often results in coping mechanisms and unintended workarounds that
can ultimately degrade the effectiveness of security controls.” (US NIST SP 800-63B-4 §8.1).
Consequently, the usable security field has seen remarkable growth, both in academia
[DTO23; Gut+22; RIB22; Sur+24] and industry [Naq20].

Deployable Authentication. A practical authentication system must not only be se-
cure and usable, it must also be deployable. From the user’s perspective, it should be
compatible with existing smartphones and operating systems, without requiring special-
ized hardware, non-standard software, or even the purchase of new devices [Bon+12].
Accessibility for users with visual or physical impairments is also essential for broad
deployment [Zim+18]. Service providers, in turn, must be able to adopt the system with
existing equipment and infrastructure at acceptable cost, including ongoing maintenance
and support [Las+24]. To lower barriers to entry, the system should be mature and
support gradual migration from legacy architectures [Bon+15].

Deployability also benefits from architectural resilience. Authentication systems become
fragile when they are tightly coupled to external dependencies such as centralized trust
infrastructure. This coupling not only threatens availability during outages but also in-
creases operational risks and maintenance costs [Las+24]. To mitigate this, designs should
favor decentralization so authentication remains possible when external infrastructure
fails or is unreachable. For example, an instant messaging system should let two nearby
users authenticate each other, even while hiking without mobile Internet coverage.

Although deployability is hard to quantify because individual requirements vary by ap-
plication scenario [Bon+15], the overarching goal is reliable operation with minimal opera-
tional costs for both service providers and users [Las+24]. When we neglect deployability,
security measures remain largely theoretical or achieve only partial adoption [Aeb+20].
To illustrate this, almost every password alternative examined by Bonneau et al. demon-
strated superior security properties but scored poorly on deployability [Bon+12], which
explains why passwords remain omnipresent despite their well-documented flaws.
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Figure 2: Overview of the authentication scenarios from the user’s perspective, illustrating the
progression from classical web authentication to resilient, decentralized messaging.

Goal. To address these systemic challenges, the goal of this dissertation is to advance
the practicality of mobile authentication protocols by treating usability and deployability
as first-class design goals. Given the dominance of smartphones as the primary platform
for Internet access [Sta26], we focus specifically on mobile devices, recognizing that they
have not merely replaced desktop computers but fundamentally altered how users expect
to interact with security systems. To this end, we examine three application scenarios that
lack practical authentication solutions in terms of usability and deployability. For each
scenario, we empirically study user perceptions to identify the precise user requirements
and shortcomings that hinder real-world adoption. Guided by these insights, we then
design a novel authentication protocol, implement a smartphone prototype, and evaluate
it in a lab study, showing significant user preference compared to the state of the art.

To facilitate scrutiny and support future research, all papers, datasets, implementation
source code, and evaluation scripts associated with this dissertation are publicly avail-
able. This transparency enables replication and demonstrates that the systemic issues
highlighted in this introduction are solvable through rigorous, user-centric design.

In the following, we first introduce each studied scenario at a high level, then outline our
contributions towards making these applications more user-friendly and deployable.
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1.1 Application Scenarios

Mobile authentication occurs in two fundamental contexts: user-to-service communica-
tion and user-to-user communication, each presenting distinct usability and deployability
challenges. Because these challenges become especially visible when infrastructure is
degraded, we also examine how such constraints shape user priorities, revealing insights
that guide our authentication research.

In this dissertation, we study three interconnected scenarios, depicted in Figure 2. First,
we consider the classical problem of web authentication at online services (user-to-service
communication). Second, we study which smartphone services users prioritize when
network infrastructure is limited, such as during natural disasters. This analysis identifies
the application contexts in which resilient authentication is most urgently needed and
thereby motivates our subsequent focus on decentralized messenger authentication.
Third, we examine E2EE instant messaging (user-to-user communication), proposing a
decentralized authentication solution that is particularly effective for groups of users
wanting to communicate securely without relying on centralized trust infrastructure.

In the following, we briefly describe each scenario, highlighting the associated usability
and deployability challenges. Each scenario gives rise to one research question that
structures the contributions of this dissertation.

Web Authentication. Most online services require user accounts, meaning users must
authenticate to prove their identity to the service provider. Strong authentication is crucial
to prevent unauthorized access to sensitive information (e.g., medical records, financial
data, location history), but also prevent unauthorized actions (e. g., payments). Without
strong authentication, malicious access to cloud storage, email accounts, or calendars can
expose users to financial loss as well as legal and privacy risks [Tem+25b].

Password authentication currently dominates due to excellent deployability but suffers
from severe security vulnerabilities: adversaries regularly compromise passwords through
phishing attacks, such as by creating convincing fake websites that trick users into
entering credentials, or through breaches of online services. The website “Have I Been
Pwned?” [Hun26] documents over 17 billion exposed credentials from more than 950
data breaches, many of which can be abused across websites due to password reuse.

Despite numerous attempts to replace passwords, proposed alternatives have failed to
achieve widespread adoption, often because they were difficult to use or deploy. The
world’s largest technology companies recently formed an alliance to develop FIDO2
(branded as “passkeys”), a password replacement based on public-key cryptography that
resists phishing, keylogging, and data breaches [FID24a]. However, its practical adoption
depends not only on these security properties, but also on whether users and service
providers can use and deploy it effectively. This motivates the first research question:

RQ1: What usability and deployability barriers hinder the adoption of FIDO2 au-
thentication on smartphones?
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Decentralized Authentication. Current authentication solutions often rely on central-
ized infrastructure such as certificate authorities, identity providers, and cloud services.
When this infrastructure becomes unreachable, users lose access to important smartphone
services, making centralization a significant deployability risk.

Natural disasters and other crises can damage network infrastructure and create “island”
networks: self-contained local networks that are disconnected from the global Internet. In
such challenging environments, communication and other smartphone services may still
be useful within the local network, but only if they can operate independently of remote
infrastructure. However, current online service deployments and cellular networks largely
do not support this mode of operation.

The first step towards designing authentication systems for these conditions is to identify
user requirements. Specifically, we must determine which services users prioritize when
infrastructure fails, since different services require distinct forms of authentication: web
services require user-to-service authentication, whereas peer communication requires
user-to-user authentication. This motivates the second research question:

RQ2: Which smartphone services do users prioritize when network infrastructure
fails, and what do these priorities imply for resilient authentication design?

Decentralized Messenger Authentication. Smartphone messaging applications like
WhatsApp, Telegram, and Signal provide E2EE communication, promising that when
users communicate one-to-one or in groups, nobody else can read their messages, not
even the messaging service provider. However, this security guarantee depends on users
verifying their contacts” identities through an authentication ceremony, which typically
involves physical meetings and manual verification tasks.

Unfortunately, current authentication ceremonies are difficult to use and scale poorly
beyond pairwise verification [AS23]. This creates a particular challenge for group conver-
sations, where users may need to establish trust among multiple participants rather than
verify only a single contact. As a result, users rarely complete this crucial step, leaving
conversations vulnerable to active machine-in-the-middle (MitM) attacks. Recent reports
of law enforcement agencies compromising service providers demonstrate that active
attacks are not merely theoretical, highlighting urgent privacy risks [FK23].

If we want to strengthen the security of messaging applications, we must design a
practical and user-friendly authentication ceremony that can support multiple users si-
multaneously. From a deployability perspective, such ceremonies must minimize external
dependencies, functioning without trusted third parties, public-key infrastructures (PKIs),
pre-shared secrets, or Internet connectivity. This infrastructure independence becomes
crucial in island connectivity scenarios where centralized services may be unreachable.
This motivates the third research question:

RQ3: How can authentication ceremonies for messengers be made usable and scalable
for groups while remaining deployable without centralized infrastructure?
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1.2 Thesis Outline

The remaining chapters describe our contributions to make each communication scenario
presented in §1.1 more practical by improving usability and deployability. We briefly
summarize the chapters as follows:

Chapter 2. We address RQ1 by investigating FIDO2 in terms of usability [A] and deploy-
ability [B]. We present the first controlled lab study (N = 87) comparing FIDO2 platform
authentication (Touch ID) versus roaming authentication (NFC YubiKey) on smartphones,
to determine their practical strengths and weaknesses as perceived by end users [A].
Most participants expressed willingness to adopt passwordless authentication, but our
analysis reveals that users prioritize usability and security differently depending on the
type of online service. We identify critical adoption barriers including missing support
for account delegation and multi-device usage patterns, which the industry has since
begun addressing through cloud-synced passkeys.

Furthermore, in [B] we evaluate FIDO2’s extensibility for custom authentication deploy-
ments. As the process for creating FIDO2 extensions remains largely undocumented, we
demonstrate how to design and implement tailor-made authentication leveraging the
existing FIDO2 ecosystem through Chromium-based browsers, the python-fido2 client,
and two off-the-shelf security tokens. We present the first comprehensive compatibility
audit of FIDO2 extensions, surveying all 21 publicly known extensions by analyzing
source code from 10 mainstream FIDO2 clients and authenticators, identifying limitations
in current web browsers that inhibit innovative extension development.

We maintain a project website at https://fputz.net/project/fido2-usability with
comprehensive explanations and all research artifacts [DS1; SW1; SW2]. The work in [A]
received the CHI 2023 Best Paper Award (top 1%).

Chapter 3. We address RQ2 by investigating which smartphone services users prioritize
when network infrastructure fails, establishing which services need resilient authenti-
cation solutions. Current smartphone apps depend on remote servers and fail when
infrastructure becomes unreachable, which is a critical deployability concern during
emergencies that damage networks and create isolated connectivity islands.

We present the first empirical study (N = 857) examining which smartphone apps
citizens prioritize in areas with only local connectivity [C]. In both normal and local-only
connectivity scenarios, citizens rank messenger apps highest out of 23 app categories.
We also identify apps used for crisis-specific tasks, as disasters often leave only local
connectivity available. Our findings guide network operators in prioritizing services for
isolated areas and identify stakeholders needed to deploy island connectivity in practice.
Crucially, the dominance of messaging applications motivates our subsequent focus on
authentication for user-to-user communication.

We make our research artifacts available online [DS2]. The work in [C] received the CHI
2025 Honorable Mention Award (top 5%).
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Chapter 4. We address RQ3 by introducing PairSonic, an innovative authentication
ceremony for E2EE messaging designed to improve the usability and scalability of current
approaches [D; E]. PairSonic achieves superior deployability by eliminating dependencies
on trusted third parties, additional infrastructure, or Internet connectivity, making it
suitable for island network scenarios. Our protocol is faster and simpler than existing
solutions, particularly for larger groups, as it reduces the number of manual verification
actions from O(n?) pair-wise comparisons to a single group-wise action.

We implement a smartphone prototype and conduct a lab study (N = 45) to compare
PairSonic against the state of the art [Far+13], demonstrating significantly higher pref-
erence and usability scores [D; E]. To achieve infrastructure independence, we design a
novel communication stack enabling secure device-to-device communication through an
acoustic out-of-band (OOB) channel.

Unfortunately, our study showed that the acoustic channel in our prototype was sensitive
to practical usage conditions: transmission failures occurred especially when participants
positioned their devices unfavorably or when background noise interfered with the signal.
Therefore, in [F] we systematically evaluate ad-hoc acoustic communication between
nearby smartphones to identify robust solutions. We contribute a repeatable evaluation
method to test reliability under realistic conditions, including user handling effects. We
review 31 acoustic communication studies, re-implement promising candidates, and
evaluate eight representative schemes through over 11 000 smartphone transmissions
across 5 smartphone models, 6 transmission environments, and 8 realistic noise conditions.
Our findings reveal significant challenges in practical usage: while many schemes perform
well in controlled settings, they struggle to generalize across different smartphone
hardware, varying transmission distances, and realistic background noise.

We maintain a project website at https://fputz.net/project/pairsonic with compre-
hensive explanations and all research artifacts [DS3; DS4; SW3]. A demo video showcasing
PairSonic’s acoustic pairing is available on YouTube at https://youtu.be/e1AMYDLWNOE.
The work in [D] received the CSCW 2024 Best Paper Award (top 1%).

Chapter 5 concludes this thesis by reflecting on the gap between cryptographic theory
and human reality, and suggesting directions for future work in usable authentication.
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Web Authentication

Online services often require user accounts, especially when they handle private or
confidential information such as banking records, tax returns, or medical insurance.
In these cases, authentication is necessary to prevent unauthorized access to sensitive
information (e.g., medical records, financial data, location history) and unauthorized
actions (e.g., online shopping orders and payments). Without strong authentication,
users face risks such as financial loss from fraudulent purchases, as well as targeted
espionage or extortion when attackers gain access to cloud storage, email, or calendars.
Even seemingly harmless accounts, such as social media accounts, carry serious risks
because impersonation can cause substantial reputational damage.

The most common form of web authentication remains password-based authentication,
which is easy to deploy. Unfortunately, passwords have several serious security weak-
nesses that exploit users as the weakest link. First, adversaries regularly steal passwords
through phishing attacks by creating convincing copies of legitimate websites that trick
users into entering their credentials. Second, because managing unique passwords is
burdensome, users often reuse them across services, allowing adversaries who com-
promise one account to access others [Das+14; FH07; Was+16]. Third, server-side data
breaches can expose large numbers of credentials at once. The website “Have I Been
Pwned?” (created by Troy Hunt) lists more than 17 billion exposed credentials from over
950 separate breaches [Hun26], many of them available to criminals. Despite numerous
efforts to replace passwords, alternatives have failed to achieve widespread adoption
because they often provide poorer usability or deployability [Bon+12].

In response to these weaknesses, an industry consortium of more than 250 technol-
ogy companies and browser vendors developed the Fast IDentity Online 2 (FIDO2)
standards for passwordless authentication [FID21; Wor21], now commonly known as
passkeys [FID24a]. These standards are supported by all major web browsers and op-
erating systems [Dev26]. Rather than relying on a shared secret such as a password,
FIDO2 uses public-key cryptography: during registration, an authenticator generates
a key pair for a relying party (e.g., a website); during login, it proves possession of the
private key by signing a server challenge. As a result, FIDO?2 is phishing-resistant and
avoids long-standing problems of password-based authentication, including password
reuse and the burden of memorizing high-entropy secrets [DTHO06; IWS04; Yan+04].

FIDO2 supports two authentication variants with fundamentally different user interac-
tions. In roaming authentication, private keys are stored on an external authenticator, such
as a YubiKey [Yub20], which connects to the client device via Universal Serial Bus (USB),
NFC, or Bluetooth Low Energy (BLE) [FID21]. In platform authentication, the smartphone’s
integrated secure element stores the private keys, protected by a local authentication
mechanism using the smartphone’s unlock mechanism, such as Apple Touch ID [App20a].
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(a) Group P: Apple Touch ID (b) Group R: Yubico Yubikey

Figure 3: User interactions with the smartphone during the experiment. Participants either used
Apple Touch ID (platform authenticator) or a Yubico YubiKey (roaming authenticator).

Both approaches replace knowledge-based authentication with possession-based authen-
tication and may incorporate biometrics. However, they differ substantially in how users
experience setup, login, portability, and recovery in everyday use.

Despite broad FIDO2 support on recent iPhones and Android devices [App24a; FID19],
previous research has focused primarily on desktop clients [Lya+20]. This leaves an
important gap: smartphones are now a common access device for online services, but
findings from desktop settings do not necessarily transfer to mobile use. It therefore
remains unclear how usable FIDO2 authentication is on smartphones and whether
practical deployability barriers hinder its widespread adoption.

At the same time, usable security research has recognized that tailorability is necessary to
address the wide range of real-world usage contexts [RIB22]. For FIDO2, authentication
requirements vary across general-purpose use, internal company deployments, and
research prototypes for entirely new use cases. As the FIDO2 ecosystem grows, new
authentication approaches may require the standard to adapt, for example by exchanging
additional data between authenticators and the relying parties. Yet current infrastructure
severely limits the practical extensibility of FIDO2, making it difficult for developers and
researchers to design custom extensions [Kli+20; Yeo+23].

In this chapter, we address both dimensions of our first research question:

RQ1: What usability and deployability barriers hinder the adoption of FIDO2 au-
thentication on smartphones?

First, we evaluate the usability of FIDO2 authentication on smartphones through a
lab study of platform and roaming authentication (cf. §2.1.1). Second, with respect to
deployability, we analyze and practically demonstrate FIDO2’s extension capabilities for

custom deployments (cf. §2.1.2), an area that remains largely undocumented [Kli+20].

Finally, we contextualize these efforts through related work (cf. §2.2).
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21 Our Contributions
2.1.1 Evaluating FIDO2 Platform and Roaming Authentication on Smartphones

This section summarizes the main findings of our publication on the strengths and weak-
nesses of FIDO2 passwordless authentication on smartphones, included in Appendix A:

[A] L. WirscHING®, F. Putz®, S. HAESLER, M. HorLick. “FIDO2 the Rescue? Platform
vs. Roaming Authentication on Smartphones.” In: Proceedings of the 2023
CHI Conference on Human Factors in Computing Systems (Apr. 23-28, 2023).
CHI "23. Hamburg, Germany: ACM, Apr. 2023. 1sBN: 978-1-4503-9421-5. por1:
10.1145/3544548.3580993.

We conducted the first lab study (N = 87) comparing FIDO2’s two smartphone authen-
tication methods to examine how users respond to the shift from knowledge-based
authentication to possession- and biometric-based factors. After completing practical
web authentication tasks on an iPhone and a follow-up questionnaire, participants rated
both methods as highly usable, though they generally preferred biometric platform
authentication. We further identify adoption barriers that prevent FIDO2 from replacing
passwords, including limited support for common practices such as account sharing and
multi-device use. In the following, we summarize our main findings in more detail.

Study Design. We conducted an IRB-approved in-person lab study (N = 87) comparing
platform and roaming passwordless authentication on smartphones (see Figure 3), com-
bined with a post-task questionnaire. Participants completed practical web authentication
tasks on an iPhone SE (2nd gen) using a purpose-built mock website that supported
FIDO2 registration and login. Our study used a between-groups design with random
assignment: one group authenticated with Touch ID as a platform authenticator, while
the other used a YubiKey 5C NFC as a roaming authenticator. Sessions were conducted
one-on-one in neutral meeting rooms with standardized hardware.

At the start of each study, we obtained consent, followed by Touch ID fingerprint
enrollment for the platform group. Afterwards, all participants watched a standardized
five-minute instruction video to ensure consistent information delivery. Participants then
registered and logged into the mock website using their assigned method, i. e., fingerprint
or YubiKey. After completing the tasks, they filled out a questionnaire covering usability,
acceptance, likelihood of adoption across 11 account types, and open-ended reflections
on strengths, weaknesses, and adoption barriers. We also collected four demographic
measures and four control variables, including the affinity for technology interaction
(ATI) [FAW19] and prior two-factor authentication (2FA) experience. In addition, we
conducted a pilot study (N = 6) to validate the setup and materials.

Of the 87 participants, 63% identified as male and 37% as female. The sample was
relatively highly educated, with 56% holding at least a Bachelor’s degree. Roughly half
were students. Ages ranged from 18 to 69 years, and 34% were older than 30.
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Figure 4: Comparison of participants” SUS and acceptance scores for roaming authentication
(Group R) and platform authentication (Group P). Violin plots show density estimates
of the distributions; boxplots show quartiles, medians, and outliers.

Usability and Acceptance. After the authentication tasks, participants in both groups
rated FIDO2 on smartphones as highly usable. System Usability Scale (SUS) [Bro96]
scores were near the top of the scale (cf. Figure 4a) and did not differ significantly
between Group R (Mdn = 90) and Group P (Mdn = 95), W = 835.5, p = .351, r = —.10.
Because SUS scores were not normally distributed and each group had one outlier, we
used the non-parametric Wilcoxon-Mann-Whitney test to compare central tendencies.

Acceptance scores, measured using the scale by van der Laan et al. [VHD97], were also
positive but differed significantly between Group R (Mdn = 1.3) and Group P (Mdn
= 1.7) according to the Wilcoxon-Mann-Whitney test, W = 691, p = .031, r = —.23
(cf. Figure 4b). This indicates that both methods offered high usability, but platform
authentication achieved higher acceptance on smartphones.

Participants” open-ended questionnaire responses about the strengths and weaknesses
of their assigned authentication method further support this pattern (cf. Table 1). Many
described the removal of password-related effort as a key advantage of passwordless
methods [Ur+15]. Participants in both groups described the studied methods as “intu-
itive”, “simple”, and “easy to use, even for non-technical people”, while especially Group
P participants emphasized speed. Most participants also commented on the methods’
security benefits. This is encouraging because a new authentication method must be

perceived as secure and trustworthy, not merely be secure, to succeed [Lya+20].

Adoption Barriers. About 18% of participants said they were unlikely or very unlikely
to adopt FIDO2. Yet this group still reported a respectable median SUS score of 93.8,
showing that good usability alone does not guarantee adoption. Instead, participants
pointed to practical barriers that affect adoption of FIDO2 in everyday life (cf. Table 1).

Across both Group P and Group R, participants found smartphone-based registration
and login usable, but raised concerns about account delegation, authenticator revocation,
and account recovery. In particular, they wanted clear ways to regain access after losing
an authenticator and to revoke stolen devices or security keys. They also noted that
passwordless authentication makes account sharing more difficult.
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Table 1: Perceived strengths (left) and weaknesses (right) of FIDO2, as reported by participants.

Strength Plat. Roam. Weakness Plat. Roam.
Secure 69% 69 % Revocation/Recovery 11% 26%
No password memorization issues ~ 47% 52% Complicated for lay users 13% 5%
.~ Easytouse /Intuitive 38% 33% . Privacy concerns 4% 10%
g No passwords 16% 14% ;g Website compatibility 4% 2%
Easier than passwords 16% 12% Coerced authentication 0% 5%
No password creation 7% 5% Account sharing 4% 0%
No password updates 4% 2% Unfamiliarity 4% 0%
Fast 47% 12% Use on multiple clients 27% 5%
£  Always available 11% 2% &  Technical problems 20% 5%
S ) RSl .
E Privacy 11% 2% E Technology mistrust 13% 0%
" Easy to setup 4% 2% ®~  Empty battery 7% 0%
Biometric security 4% 0%
One solution for many accounts 4% 10 % Loss/Destruction 20% 81%
%D Good for lay users 2% 5% %D Something to carry 2%  36%
% Security less smartphone-reliant 0% 2% § Theft 4%  21%
M ”  Costs 0% 12%
Cumbersome 2% 7%

Note: Numbers are in-group percentages (%) for Group P and Group R.

Availability was another common concern. Unlike passwords, which remain usable as
long as they are remembered, passwordless methods require access to specific devices.
Participants worried about being locked out if a smartphone battery died, a fingerprint
reader failed, or a roaming authenticator such as a YubiKey was forgotten, lost, stolen,
or damaged. For roaming authenticators, some also objected to buying and carrying
additional hardware. For platform authentication, some questioned how easily they could
access accounts from other devices.

Adoption also depended strongly on account type. Participants weighed authentication
methods differently depending on account sensitivity, usage frequency, and mobility. For
sensitive accounts, participants showed two opposing patterns. Some viewed stronger
security as a reason to adopt passwordless authentication for important accounts, while
rejecting it for less sensitive accounts where availability mattered more. Others preferred
passwords for sensitive accounts because they trusted their own memory more than the
technology, despite describing passwordless authentication as easy, fast, and generally
secure. This tension suggests that perceived security alone does not determine adoption;
trust in the mechanism also matters.

Usage frequency and mobility also shaped preferences: roaming authentication could
feel too burdensome for frequently used accounts, while platform setup could seem
unjustified for rarely used accounts. Overall, passwordless authentication was most
attractive when its convenience and security benefits clearly outweighed setup effort,
physical effort, and the risk of temporary unavailability.

Passkeys. Because the FIDO2 ecosystem evolved after our 2021 study, we briefly relate
these findings to the later introduction of passkeys. In May 2022, Apple, Google, and
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Microsoft jointly announced expanded support for a common passwordless sign-in model
based on the FIDO2 standards [App22b]. Today, passkeys are supported across all major
operating systems and browsers; as of May 2025, 48% of the world’s top 100 websites
support passkeys [FID25]. Passkeys do not introduce a separate authentication standard,
but provide a user-facing deployment model and brand name for FIDO2/WebAuthn
credentials [FID24a]. These credentials can either remain device-bound on a specific
authenticator, such as a hardware security key, or they can be synchronized across a
user’s devices via cloud infrastructure like Apple’s iCloud Keychain [App26], Google
Password Manager [Goob], and Microsoft Accounts [Mica]. Passkeys therefore maintain
the distinction between platform and roaming authenticators while broadening their de-
ployment. Smartphones, tablets, and laptops commonly serve as platform authenticators
that synchronize passkeys across devices, while external authenticators such as YubiKeys
remain relevant as device-bound roaming authenticators.

Synced passkeys address several weaknesses of platform authentication identified in
our research, most importantly by decoupling authentication from a single smartphone.
Because these credentials are available across multiple clients, users can authenticate
seamlessly on secondary devices [App26]. Users can also employ their smartphone as
a bridging roaming authenticator to sign in across competing operating systems, such
as using an Android phone to access a Windows laptop. Furthermore, synchronization
and backup mechanisms simplify account recovery after device loss, reducing access
concerns that were particularly salient for roaming authenticators [Goob; Hol24].

Despite these advances, passkeys have not yet achieved universal portability. Their
management still depends on the user’s chosen passkey provider, whether integrated
into the operating system, browser, or a third-party credential manager [Hol25]. Thus,
although the ecosystem is broader and less tied to a single vendor than early Apple-centric
deployments suggested, full portability and usability still depend on cross-platform
provider support [Goo26; Hol24].

Early Reception. Our study [A] has shown early community recognition and scholarly
uptake (cf. Table 2). Several usability challenges identified in the study, particularly multi-
device access and recovery after device loss, were subsequently addressed by the FIDO
Alliance through synced passkeys, which are now widely deployed. Without claiming
direct influence on standardization or vendor deployment, this alignment suggests
that our study captured practically significant barriers to passwordless authentication
adoption at an important transitional moment.

Open Science. To support future research, we provide artifacts that allow others
to verify and reproduce our findings. In a Zenodo repository [DS1], we publish our
pseudonymized dataset with 22 variables for each of the 87 participants. These variables
include usability and acceptance scores, adoption likelihood for 11 account types, and
nine control variables, including privacy concerns and ATI. We also publish our R
Markdown source code to replicate all statistical figures, tables, and quantitative results.
Finally, we provide the source code of our mock website [SW1] to facilitate future work.
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Table 2: Early reception and impact of paper [A].

Reception Type Evidence

Community Recognition =~ CHI 2023 Best Paper Award (top 1%).

Scholarly Uptake Cited across several strands of subsequent research:

e Follow-up studies on FIDO2 usability: [Ame+25; Hol+25;
RGP26; Riv+26]

¢ Empirical analyses of FIDO2 deployments: [Daf+25; Kuc+23;
MAI25; WAR25]

* Analyses of synced passkeys: [BG25; Is125; Isl+25; Lee+25]

¢ Literature reviews on FIDO2 & passkeys: [APX24; Ble+25;
Ble25; Mat+25]

® Broader authentication practice: [Amf24; Kli+24; Ort26; Ort+25]

Practical Relevance Findings on multi-device access, recovery, and authenticator trade-
offs align with later FIDO guidance and deployments of synced
passkeys by major platforms (e. g., Apple, Google, and Microsoft).

2.1.2 Custom FIDO2 Authentication via Extensions

Driven by the widespread adoption of passkeys, FIDO2 has become the leading standard
for strong public-key authentication on the Internet. Its design imposes few restrictions
on authenticators, but emerging use cases may require the standard to adapt, such as by
exchanging additional data between authenticators and relying parties.

To support such adaptation, the FIDO2 standards define an extension interface. Extensible
web standards, such as X.509 and Transport Layer Security (TLS), have historically helped
advance the Internet by allowing custom protocol behavior without changing the core
specification. Because standards organizations such as the Internet Engineering Task
Force (IETF) and the World Wide Web Consortium (W3C) cannot anticipate every future
use case, extensions provide flexibility while reducing fragmentation risk.

Potential of FIDO2 Extensions. FIDO2 extensions can add new features or mitigate
shortcomings of the standard. For example, while synced passkeys have improved con-
sumer account recovery, hardware-bound credentials in roaming authenticators still lack
efficient recovery options [CPD19; Far+20; Lya+20; A]. Yubico attempted to address this
issue through an extension for automatic backup credential registration [LN23]. Similarly,
extensions such as hmac-secret enable new use cases, such as deriving encryption keys
for password managers directly from a FIDO2 authenticator.

Beyond standard-track features, extensions are valuable for prototyping and enterprise
tailoring. Developers and researchers can use them to demonstrate novel authentica-
tion designs within the existing FIDO2 ecosystem and on real-world browsers, while
companies can adapt the protocol for internal deployments.

Deployment Bottleneck of FIDO2 Extensions. Despite this potential, current infras-
tructure severely limits the practical extensibility of FIDO2. Prior research reported
difficulties extending FIDO?2, particularly due to unclear browser support and implemen-
tation paths [Kli+20; Yeo+23]. As gatekeepers through the WebAuthn API, web browsers
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Figure 5: Protocol flow for FIDO2 extensions. Extensions are always processed by the client (top)
and may additionally be processed by the authenticator (bottom).

currently do not support third-party FIDO2 extensions. Even passive extensions that
require no browser-side processing and merely need to be forwarded to the authenticator
are actively blocked. To the best of our knowledge, this has prevented prior research from
practically extending FIDO2 through the mechanisms defined by the standards. This
creates a gap between the architectural role of extensions and their practical deployability
for third-party experimentation and prototyping.

This gap motivates a systematic analysis of FIDO2 extensions. Such an analysis should
document the design space of existing extensions, clarify implementation paths across
browsers, libraries, and authenticators, and identify changes that would make custom ex-
tensions easier to prototype and deploy without weakening security or interoperability.

This thesis has contributed significantly to the systematic analysis of the FIDO2 extension
ecosystem through the following publication, which can be found in Appendix B:

[B] E Purz, S. ScHON, M. Hotrrick. “Future-Proof Web Authentication: Bring
Your Own FIDO2 Extensions.” In: Emerging Technologies for Authorization
and Authentication. ETAA ’21. Cham, Switzerland: Springer International
Publishing, 2021, pp. 17-32. 1sBN: 978-3-030-93746-1. poI: 10.1007/978-3-
030-93747-8_2.

Regrettably, public information on custom FIDO2 deployments is scarce, so we for the
first time document the process of designing and implementing FIDO2 extensions in
web browsers, software libraries, and hardware tokens. We also survey published FIDO2
extensions by manually inspecting the source code of major browsers and authenticators,
and propose browser modifications to facilitate custom extension deployment.
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Existing Extensions. Our survey provides a snapshot of the FIDO2 extension landscape
as of 2021 (cf. Table 3). Most known extensions were defined in the FIDO2 standards
themselves, i.e., in WebAuthn [Worl9; Wor21] and in the Client to Authenticator Pro-
tocol (CTAP) [FID21]. These extensions add functionality such as legacy Universal 2nd
Factor (U2F) compatibility, credential protection policies, application data storage, and
symmetric-key derivation via hmac-secret for use cases such as disk encryption or
password managers [FID21].

Beyond the standard extensions, we identified three notable non-standard extensions.
Yubico’s recovery extension proposes registering backup authenticators to improve
account recovery [Fry+20; LN23]. Google’s caBLE mechanism enables a smartphone
to act as a roaming authenticator via BLE, although it is implemented as a browser-
specific transport mechanism rather than as a normal FIDO2 extension with a public
specification [Moo020]. Finally, Google’s googleLegacyAppIdSupport extension provides
limited backward compatibility with older Google-specific U2F deployments [Kre21].
Overall, our survey shows that extensions were already used both to evolve the standard
and to address deployment-specific requirements.

Ecosystem Compatibility. To determine the practical deployability of FIDO2 extensions,
we analyzed support in three layers of the ecosystem: web browsers, client libraries,
and authenticators (cf. Table 3). Unfortunately, there is no generic interface that reveals
supported extensions, as the WebAuthn standard permits clients to silently ignore
unknown extensions. Therefore, we determined support by manually inspecting the
source code of major web browsers, clients, and authenticators.

Web browsers are the primary gatekeepers for FIDO2 traffic. We inspected the major
browser engines available in 2021: Chromium 93 (Chrome/Edge), Gecko 91 (Firefox), and
WebKit 611 (Safari). The results showed highly uneven support. Chromium implemented
by far the broadest extension support, including several WebAuthn and CTAP extensions
as well as Google’s non-standard caBLE mechanism. Firefox and Safari supported only a
small subset, mainly extensions required for compatibility with legacy U2F credentials.
Thus, extension support was already fragmented and incomplete at the browser layer.

For developers bypassing the browser constraint, client libraries offer more flexibility.
Yubico’s python-fido2 [Yubb] library provided the most robust support for custom inte-
grations, handling six different extensions. Similarly, Yubico’s C library, 1ibfido2 [Yuba],
supported four extensions and provided helpful tooling for prototyping.

We analyzed hardware tokens by inspecting open-source firmware and querying devices
via the authenticatorGetInfo CTAP2 command. Roaming authenticators, including
the YubiKey 5 series [Yub20], the C-based SoloKey [Sol18], and Google’s Rust-based
OpenSK [Gooa], predominantly supported only the credProtect and hmac-secret exten-
sions. On the platform side, Microsoft’s Windows Hello platform authenticator supported
three FIDO2 extensions via its Win32 API [Micb].

In summary, the 2021 ecosystem showed a clear mismatch between the architectural role
of extensions in FIDO2 and their practical deployability. A growing set of standardized
and vendor-specific extensions had been proposed, yet support across browsers, libraries,
and authenticators remained sparse and inconsistent.
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Table 3: Compatibility of known FIDO2 extensions as of July 2021. The table provides a snapshot
of their specification status and implementation support.
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Designing and Implementing Extensions. To illustrate the practical extensibility of
FIDO2, we designed and implemented a proof-of-concept extension across the full
stack, including the relying party, client, and authenticator. Our example, the greeter
extension, is intentionally simple: it takes a string input and returns a greeting string,
while exercising extension inputs and outputs in both registration and authentication.

We implemented greeter in a prototype web application, in Chromium, in Yubico’s
python-fido2 client library [Yubb], and in the open-source authenticators Solo 1 [Sol18]
and OpenSK [Gooa]. This end-to-end prototype shows that custom FIDO2 extensions are
feasible in practice, but harder to realize than the protocol design suggests. In particular,
Chromium does not expose extension handling through a modular interface, and the
required implementation steps are largely undocumented. We therefore derived them
manually from existing extensions. This required extending the WebIDL and Mojo
definitions for extension inputs and outputs, adapting conversions between JavaScript-
facing and internal representations, adding the extension to Chromium’s WebAuthn
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request processing, and including it in CTAP request construction. The response path
required analogous changes to propagate authenticator output back to JavaScript.

In contrast, python-fido2 provides a more modular basis for custom extensions. On
the authenticator side, extension support in Solo 1 and OpenSK is not modularized; for
OpenSK, the implementation approach was again undocumented and had to be inferred
from source code. Overall, our implementation experience shows that the main obstacles
lie not in the protocol itself, but rather in the surrounding software ecosystem.

Extension Pass-Through. WebAuthn extensions are optional: clients and authenticators
may ignore them, and relying parties must therefore tolerate any subset of requested ex-
tensions being unsupported. To improve compatibility with new or unknown extensions,
the WebAuthn specification allows clients to pass extension inputs directly to the authen-
ticator and return extension outputs to the relying party without additional client-side
processing, using defined conversion rules between JSON and CBOR [Wor21].

In practice, however, our inspection showed that no major browser supported extension
pass-through. This is a substantial barrier for deploying and evaluating custom FIDO2
extensions on the web, because unrecognized extensions are dropped even when the
authenticator could process them. According to our survey, only Google as a browser
vendor was able to implement their own custom extensions inside their web browser.
As of 2026, to the best of our knowledge, custom third-party extensions are still not
deployable through standard web browsers. As a result, the extensibility envisioned by
WebAuthn remains only weakly realized in current browser implementations.

A legitimate concern is that custom extensions could expose fine-grained authenticator
properties and thereby increase the risk of fingerprinting or discrimination between
authenticators. Chromium’s refusal to implement the standard uvi and uvm extensions
illustrates this concern [Lan20]. Even so, a more balanced approach would be to support
pass-through under user control, for example through an explicit browser setting or per-
mission prompt. This would make it easier to experiment with new FIDO2 functionality
while preserving user choice and privacy.

Outlook. Custom FIDO2 extensions currently remain most realistic in controlled envi-
ronments, such as internal deployments where browser configurations and authentication
policies can be managed centrally. For broader third-party experimentation, browsers
would need to support extension pass-through or expose custom FIDO2 functionality
through existing browser extension mechanisms. Client libraries and authenticators
would likewise benefit from more modular, better-documented extension support. Im-
proving this infrastructure would help researchers and developers explore new use cases
without weakening the security and interoperability guarantees of the FIDO2 standard.

Early Reception. Our work [B] has received early scholarly uptake in studies on
FIDO2 deployment, surveys, and extensions (cf. Table 4) and identified limited browser
support for custom FIDO2 extensions as a practical deployment barrier. This barrier
remains visible in later work, where extensions are used to support new use cases [Bav25;
Riv+25] and workarounds such as WebAuthn API hooking [Yeo+23] or out-of-band
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Table 4: Early reception and impact of paper [B].

Reception Type Evidence

Scholarly Uptake Cited across several strands of subsequent research:
* Empirical analyses of FIDO2 deployments: [Kuc23; Kuc+23; Las+24]
¢ FIDO2 surveys and position papers: [APX24; BU22; Mat+25]
¢ Extending and improving FIDO2: [AE22; Yeo+23]

Practical Relevance Our findings on missing extension pass-through remain relevant:
later research using FIDO2 for new authentication concepts [Dan+24;
Hac+22; Yeo+23] continues to report deployment difficulties due to
limited browser support.

communication [Dan+24; Hac+22] are needed. This suggests that missing extension
pass-through remains a relevant constraint for implementing novel FIDO2 applications.

Open Science. We publish documentation and supplementary material on how to
implement custom FIDO2 extensions on GitHub [SW2]. Using the greeter extension as
an example, we describe how to implement extensions across the FIDO2 stack: on the
relying party (website), on the client (Chromium web browser and Python client), and on
the authenticator (Solo 1 hardware token). For the relying party, we provide a complete
demo web app written in Vue.js. For the remaining components, we provide patches that
add our greeter extension to the respective projects.

2.2 Related Work

This section situates our work in research on passwords, FIDO2, and related authentica-
tion approaches. We distinguish earlier work motivating our analysis from subsequent
work that further clarifies the adoption challenges identified in this dissertation.

2.2.1 Towards Passwordless Web Authentication

Passwords have long been the default mechanism for web authentication, but their
limitations are well known [Bon+12]. Secure passwords are difficult to memorize [Yan+04],
password reuse enables large-scale compromise across services [IWS04], and password-
based authentication remains highly susceptible to phishing attacks [DTHO06]. Password
managers mitigate some of these problems by helping users generate and store unique
secrets, yet they do not remove phishing risks [OR20; Sil+14; SJ14] and may still expose
credentials to malicious client-side scripts or browser extensions after autofill [Gau+25].
More broadly, prior work has shown that many proposed password replacements struggle
to achieve widespread adoption because improvements in security often came at the
expense of usability and deployability [Bon+12].

To strengthen password-based authentication, websites commonly add a second factor
such as SMS or email verification codes (OTP), time-based one-time passwords (TOTPs),
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or hardware tokens [Gil25; ]JSS25; QHD18; ULC19]. However, widely deployed OTP-
based approaches remain vulnerable to SMS rerouting [Pee+22] and real-time phishing
attacks, where attackers relay user-submitted codes to the legitimate site [Ulq+21; ULC19].
Empirical studies further show that 2FA deployments are often inconsistent and difficult
to understand, during both enrollment and everyday use [Ger+23; LBB23]. Recovery
and backup practices remain a recurring problem as well: many services offer insecure
fallback mechanisms, and many users lack robust plans after losing access to their second
factor [Hol+24; Kli+23; Tie+25].

2.2.2 FIDO?2 Passwordless Authentication

The limitations outlined above motivate the move towards passwordless authentication
based on public-key cryptography rather than shared secrets. Compared with passwords
and common OTP-based 2FA, such approaches promise stronger phishing resistance
while reducing the burden of memorizing and managing secrets. FIDO2 is the most
prominent realization of this direction and aims to improve security, deployability, and
usability on the web [FID24a]. The following sections therefore focus on related work on
FIDO?2, especially smartphone usability and remaining adoption barriers.

Roaming Authentication. Prior usability research on roaming authenticators has mostly
studied external security keys, first for U2F [FID17] (FIDO2’s predecessor) and later for
FIDO2 [Wor21]. Across these studies, authentication with security keys was often fast
and usable after enrollment [Ree+19; Rey+18], but adoption remained constrained by
surrounding practicalities. Users sometimes perceived security keys less favorably than
familiar OTP-based 2FA methods [CPD19], adoption remained limited outside specialized
contexts [Col+18], and acceptance did not always follow usability alone [DDC18; Das+18].
At the same time, large-scale enterprise experience demonstrated the practical viability
of security keys in managed environments [Lan+17].

For FIDO2 roaming authenticators specifically, prior work reports both encouraging
usability results and persistent practical barriers. Lyastani et al. found YubiKey-based
authentication to be more usable and more accepted than passwords on desktop sys-
tems [Lya+20], while other studies highlight friction related to token form factor, connec-
tivity, price, setup, and backup [CPD19; DDC18; Far+20; Rey+18]. A related line of work
explored smartphones as roaming authenticators and found mixed results: users recog-
nized the security benefits of FIDO2, but sometimes still preferred passwords [OUA20] or
worried about device availability, especially battery depletion [Owe+21; Ras21]. Overall,
prior work indicates that roaming authenticators can be highly usable once in place,
but that their long-term acceptance is shaped less by the authentication act itself than
by surrounding practicalities such as transport, setup, and backup. To the best of our
knowledge, their usability on smartphone clients has not been studied before.

Platform Authentication. Platform authenticators integrate FIDO2 authentication di-
rectly into the user’s device and typically rely on local PIN or biometric verification.
Compared with roaming authenticators, they avoid carrying and connecting a separate
token and therefore appear well suited to smartphone-based authentication. Prior work

21



2.2 RELATED WORK

emphasizes their convenience and familiarity, especially when they build on established
device-unlocking mechanisms such as fingerprint or face recognition [Boo22].

Empirical studies of FIDO2 platform authentication on smartphones remain limited. Prior
interview-based work on smartphone platform authentication examined first-time use
and identified opportunities to improve website flows and onboarding [Oog+20]. Earlier
work showed that users can hold misconceptions about platform authentication and pro-
posed client-side notifications to mitigate them [Las+21]. Research beyond smartphones
points to similar themes: users often perceive biometrics as usable, but adoption depends
on hardware availability, user understanding, and deployment context [Boo22; Far+22;
Mec+24]. Existing studies therefore indicate strong usability potential, but they mostly
examine platform authentication in isolation rather than directly comparing platform
and roaming FIDO2 authentication on smartphones.

Deployment and Adoption Barriers. Beyond the authentication interaction, FIDO2
adoption is shaped by organizational, technical, and procedural factors. Studies in
enterprise and commercial contexts, published after our lab study, report that adoption
is often slowed by rollout complexity, missing integrations into common server stacks,
regulatory requirements, and recovery concerns [Hol+25; Kep+23; Las+24].

Several works besides this dissertation identify account recovery, backup authenticators,
and multi-device access as major open challenges for passwordless systems [Alq+20;
Aro+22; Ble+25; Kun+21]. Proposed solutions include enrolling multiple authenticators
at once [Aro+22; Fry+20], peer-assisted recovery [BSU25], and delegation mechanisms
for accounts shared by multiple users [FGM22; Tay23; YHV24]. Since our study, synced
passkeys have made these lifecycle issues more visible: they improve usability and
cross-device availability, but also introduce new dependencies on credential managers
as trusted third parties [Ble+25; BG25]. Related work therefore explores cross-platform
synchronization [Set+24] or alternatives to cloud-based key syncing [BSU25; SS25], while
security analyses highlight remaining risks such as compromised passkeys [Is]+25],
compromised clients [Kuc+23], malicious browser extensions or scripts [YS24], and
interpersonal threat models involving routine physical device access [Daf+25].

Finally, recent work suggests that adoption depends strongly on communication and
interaction design. Improving users’ technical understanding of FIDO2 does not nec-
essarily increase adoption intentions; risk communication and self-efficacy may matter
more [Ame+25]. Field evidence further shows that well-timed enrollment prompts can
significantly increase passkey adoption [RGP26]. Overall, the main barriers to widespread
FIDO2 adoption no longer lie primarily in the authentication interaction itself, but in
deployment complexity, user interaction design, and unresolved lifecycle workflows such
as recovery, sharing, and multi-device use [Ble+25; Hol+25; Las+24; Mat+25].

Summary. Related work has studied passwords, 2FA, and the usability of FIDO2
authenticators, but mostly focuses on roaming authenticators, platform authenticators
in isolation, or deployment challenges in specific settings. Little work directly compares
both FIDO2 authentication options on smartphones in a controlled user study. Our
work addresses this gap by comparing both options on smartphones and by identifying
adoption barriers beyond the authentication interaction itself. Subsequent research further
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reinforces the relevance of these broader lifecycle and deployment issues, especially
recovery, synchronization, delegation, and organizational adoption.

2.2.3 FIDO2 Extensibility

Extension mechanisms allow security protocols to evolve without fragmenting their
ecosystems, as illustrated by X.509 certificate extensions [Boe+08] and TLS handshake
extensions [Eas11]. FIDO2 follows this approach. Its two protocol layers, WebAuthn and
CTAP2, define an extension framework for use cases beyond the core authentication
flow [FID21; Wor21]. Extensions may involve only the client or both the client and
authenticator, and may apply to registration, authentication, or both. For interoperability,
extensions are identified by strings that can be registered in the JANA “WebAuthn
Extension Identifiers” registry [TAN], established by RFC 8809 [HM]20].

The FIDO2 standards already include several extensions, and CTAP 2.1 mandates some
under specific conditions, including hmac-secret and credProtect [FID21]. Although
clients can query these via the authenticatorGetInfo command, public data on their
practical deployment remains scarce compared to mature ecosystems like X.509 and TLS.
These gaps motivate our survey of existing FIDO2 extensions and their support across
browsers, client libraries, and authenticators.

Academic Use of FIDO2 Extensions. Besides our work, Klieme et al. documented
their experience implementing a custom FIDO2 extension for continuous authentica-
tion [Kli+20]. They criticized the lack of supporting material and reference implemen-
tations, the error-prone nature of the implementation process, and the difficulty of
determining browser support for both existing and custom extensions. Because of these
challenges, they implemented their extension only on the relying party and authenticator,
but not in the browser. Our work complements theirs by documenting implementation
across the full FIDO2 stack, including the browser, and by providing the first survey of
extension support across browsers, software libraries, and authenticators (cf. Table 3).

Since our 2021 analysis of FIDO2 extensions, several studies have used extensions to
address gaps in the standard and enable new use cases. Hackenjos et al. implemented a
malware-resistant web authentication scheme based on FIDO2 using the txAuthSimple
extension [Hac+22]. Yeoh et al. integrated anonymous credentials and eID solutions via
a custom extension [Yeo+23]. Dang et al. designed a custom extension for anonymous
authentication [Dan+24]. Recent work has also used the hmac-secret extension to derive
symmetric secrets for end-to-end encrypted cloud services [Bav25] and EAP-based Wi-Fi
authentication [Riv+25]. Together, these studies show that extensions can adapt FIDO2 to
new application domains, although browser support still limits practical deployment.
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Foundations for Decentralized Authentication

Modern smartphones rely heavily on centralized network connectivity. Unfortunately,
power outages, natural disasters, and similar crises can damage network infrastructure,
disconnecting buildings, neighborhoods, or even entire cities from the global Internet.
This disconnection severely disrupts how mobile devices and apps operate: services that
seem routine in everyday life suddenly fail when users need them most.

A major source of this fragility is the centralized design of many smartphone services.
While static content can be replicated to local edge servers, many apps and cellular
networks still depend on remote backend services for authentication, coordination,
or message routing. As a result, otherwise available local services become unusable
when backend connectivity is lost, and users lose access to important services such as
digital payments, social media, and cloud-hosted documents. The dependency becomes
especially striking in messaging apps: even nearby users cannot communicate if their
messages must be routed through remote servers. Centralized dependencies therefore
constitute a major deployability risk.

Case Study: Natural Disasters. As a tragic example of network fragility, consider
the 2021 flood disaster in central Europe [Bir+26]. Extreme flash flooding caused at
least 180 deaths in Germany alone, particularly in the Ahrweiler district, and severely
damaged local infrastructure [Moh+23]. Streets and bridges carrying critical fiber links
were destroyed, cutting off backbone connectivity for both mobile and fixed networks,
while flooded electrical substations disrupted power to distribution nodes and cell
towers. Although some towers had battery backups, floodwaters destroyed many fiber
connections to the core network, leaving mobile and fixed Internet access unavailable in
parts of the district for weeks [Kok+22]. This outage severely hampered crisis response:
residents struggled to access weather forecasts and emergency updates, inform relatives
about their safety, and coordinate rescue and recovery efforts through messaging groups
or social media platforms [Fek21; Thi+23]. The Ahrweiler disaster shows how strongly
emergency coordination depends on applications tied to centralized infrastructure.

Case Study: Extended Blackouts. A similar pattern emerged during the January 2026
blackout in southwest Berlin, which was caused by an arson attack on critical power
infrastructure. The outage affected over 45000 households and 2000 businesses, with
full restoration taking several days [BDW26]. It also cascaded into telecommunications
infrastructure: fixed Internet relied on powered customer equipment, while mobile
Internet sites failed as backup power was exhausted [Bri26; BNe22]. As in Ahrweiler,
the loss of connectivity cut users off from important smartphone services and critical
information. This example shows that centralized infrastructure dependencies remain an
important deployability risk even in urban environments.
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Decentralized Local-Only Operation. One way to improve resilience to disruptions
that isolate a region from the global Internet is to support local-only operation during
outages. In such a mode, nearby users could continue to communicate with one another
and access services hosted within the affected region, even when remote cloud services
and the global Internet are unreachable. However, current cellular architectures and
online service deployments lack support for such decentralized fallback modes. As a
result, services that could in principle be useful within a local network island remain
unavailable because their dependencies are outside the affected region.

To make communication systems island-ready, developers, authorities, and mobile net-
work operators (MNOs) need a clear understanding of which services users prioritize
under local-only connectivity. This prioritization is important for deployability: local
compute, storage, energy, and network resources are limited, and not every application
can realistically be supported with the same quality of service during an outage. User
priorities can therefore guide which services should be adapted first, which dependencies
must be decentralized, and where authentication support is most critical.

This chapter provides the user-centered foundation for the dissertation’s later work
on decentralized authentication. We first summarize our empirical study on applica-
tion priorities during network disruptions. We then use these findings to show why
decentralized authentication becomes a major deployability challenge for island-ready
systems, especially when users prioritize services such as messaging that depend on
secure user-to-user communication.

This chapter thereby addresses the second research question:

RQ2: Which smartphone services do users prioritize when network infrastructure
fails, and what do these priorities imply for resilient authentication design?

3.1 Owur Contributions

To the best of our knowledge, user preferences during network infrastructure failures
remain underexplored: the research community lacks empirical evidence on which
applications citizens prioritize when a region loses global Internet access but retains
local-only connectivity. We address this gap with the following publication, located in
Appendix C:

[C] L. Janzen, F. Purz, M.-A. KaursoLD, K. STRAUB, M. HoLLICKk. “The User Perspec-
tive on Island-Ready 6G Communication: A Survey of Future Smartphone
Usage in Crisis-Struck Areas with Local Cellular Connectivity.” In: Pro-
ceedings of the 2025 CHI Conference on Human Factors in Computing Systems
(Apr. 26-May 1, 2025). CHI "25. Yokohama, Japan: ACM, Apr. 2025. por:
10.1145/3706598 .3714324.

Specifically, we present findings from a survey of 857 adult smartphone users across major
German cities. The study examines how participants prioritize smartphone application
categories in everyday use and under a hypothetical crisis scenario with local-only
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(@) You are taking a walk in (b) Suddenly, you feel several (c) A siren sounds with a loud-

your city. strong tremors and notice speaker announcement: "At-
that everything around you is tention! The city has been hit
shaking. by an earthquake. Please seek

safety."

Figure 6: Comic board used to introduce participants to the study’s assumed urban crisis scenario.
The first panel was individualized by replacing your city with the participant’s city.

connectivity. Our results indicate a shift in app demand, with users frequently favoring
general-purpose apps over dedicated crisis apps. Notably, citizens rank messenger
applications highest across both normal and local-only operations, demonstrating a
sustained need for interpersonal communication and digital coordination even when
communication is limited to the affected region.

These findings provide a user-centric basis for prioritizing services in island-ready cellular
systems. They also highlight why messaging is a particularly important case for local-only
operation: if communication and collaboration remain central in crisis scenarios, then
resilient systems must support secure user-to-user authentication without relying on
globally reachable identity infrastructure.

Study Design. To gather representative user preferences, we conducted an IRB-approved
online survey (N = 857) targeting adult smartphone users in major German cities. Fol-
lowing a pilot study (N = 29), we recruited participants through an ISO-certified panel
provider, which compensated each participant. The final sample represents smartphone
users from all 16 German federal states and 79 of the 82 major cities with more than
100 000 residents at that time.

Our survey included nine demographic questions and four control variables, including
the affinity for technology interaction (ATI) scale [FAW19] and prior experience with
crises or Internet outages. To explain the assumed urban crisis scenario and local-only
connectivity, we used comicboarding [Mor+07], a visual method for breaking down
complex information. We chose this method because the concept of isolated local networks
might otherwise be difficult for non-experts to understand. We analyzed the quantitative
data in R 4.4.1 using an alpha level of 0.05 for statistical significance.

App Demand under Local-Only Connectivity. During the survey, participants ranked
23 application categories according to their daily usage frequency using positional voting.
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Table 5: App demand under normal and local-only operation, determined by the Borda count.

3.1 OUR CONTRIBUTIONS

Dotted arrows indicate rank changes > 2; bold blue arrows indicate strong trends.

(a) Normal Operation

App Category

(b) Local-Only Operation

App Category

1 Messengers 1 Messengers
2 Social Media v 2 News
3 Web Browsers ‘ 3 Crisis
4  Weather 4  Social Media
5 News 5 Weather
6 Shopping 6  Web Browsers
7 Navigation 7 Navigation
8 Entertainment 8 Entertainment
9 Music 9 Music
10 Finance 10 Utilities
11 Utilities 11  Reference
12 Reference A 12 Finance
13 Productivity v 13 Food & Drink
14 Games 14 Games
15 Food & Drink & 15  Productivity
16  Travel v 16 Books
17 Health & Fitness 17 Health & Fitness
18 Education 18 Medical
19  Books 19  Shopping
20 Sports ™20 Education
21  Crisis S 21  Travel
22 Medical - 22 Creativity
23 Creativity A 23  Sports

We then introduced a hypothetical crisis scenario with local-only connectivity: an earth-
quake that disconnects the city from the global Internet (cf. Figure 6). A supplementary
short video explained that communication would be limited to users within the city and
that digital content would only be available from locally hosted servers. Participants then
repeated the ranking for this scenario, assuming the crisis had lasted several days.

Table 5 shows the resulting shifts in app demand. Interestingly, messenger apps ranked
highest in both normal and local-only operation, indicating a persistent need for commu-
nication even when users can only reach others within the same city. Under local-only
connectivity, news and crisis applications became the next most important categories and
gained substantial importance compared to normal operation. In contrast, users assigned
lower priority to social media and web browsers, and no longer considered shopping
and travel applications central priorities.

App Demand for Crisis-Specific Use Cases. Local-only connectivity often arises during
crises such as flash floods, earthquakes, or other large-scale disruptions, where access
to remote infrastructure may be impaired. Based on related work [HKR22; Reu+23;
Reu+17; Sim+23; WH23], we selected seven crisis-specific use cases and asked participants
which apps they would use for each: receiving warnings, getting safety tips, contacting
emergency services, looking up information, communicating with others, navigating the
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Table 6: App demand for crisis-specific use cases. The heat map shows the seven use cases and
the ten most frequently selected app categories. Percentages are shown for the three most
selected categories per use case, with bold text indicating the preferred category. M.
denotes the mean mention frequency of category c across use cases; M,, denotes the
mean number of categories selected for use case u.
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Use case \ Category1 Nu ] = Z » =z Z 2 ~ = = M, None
Warnings (U1) 380 65% 27% 42% 212 5%
Safety tips (U2) 356 61% 39 % 27 % 228 5%
Emergency call (U3) 375 48% 37% 13 % 156 16%
Information (U4) 348 53% 32% 60 % 242 2%
Communication (U5) 364 22% 72% 35 % 1.88 6%
Navigation (U6) 388 20% 14% 66 % 1.64 3%
Distraction (U7) 360 37 % 27 % 27 % 242 9%

M. 367 41% 35% 29% 19% 15% 14% 9% 7% 4% 3%

! The following app categories did not make the top 10 regarding M. and were omitted in the heat map for better
readability (in descending order according to M.): Utilities, Games, Education, Books, Health & Fitness, Medical,
Travel, Finance, Food & Drink, Creativity, Productivity, Shopping, Sports.

city, and finding distraction. To reduce survey fatigue, each participant was randomly
assigned three of these use cases, resulting in 348 to 388 responses per use case.

Table 6 summarizes the results. Crisis applications were selected most often overall and
ranked highest for receiving warnings, obtaining safety tips, and contacting emergency
services. For other use cases, participants preferred general-purpose alternatives: news
applications for finding information, messenger applications for communication and
distraction, and navigation applications for traversing the city. These findings show that
crisis support cannot rely on dedicated crisis apps alone; users also depend strongly on
familiar general-purpose applications.

Messenger Apps. Under local-only connectivity, users overwhelmingly prefer mes-
senger, news, and crisis applications. News and crisis tools are comparatively simpler
to support in this setting because they are often read-only and can operate without
user-to-service authentication, provided the region retains local news sources (e. g., city
newsrooms or local broadcast stations) and local distribution infrastructure (e. g., local
servers and content delivery networks (CDNs)).

Conversely, supporting messenger applications in a decentralized manner presents sig-
nificant technical challenges. Mainstream messengers, including WhatsApp, Signal, and
Telegram, rely on centralized communication architectures. Nevertheless, decentralizing
these services is highly desirable because users rank messaging as the most important ap-
plication category during regional outages. In a crisis, communication is urgent: affected
individuals seek and share situational updates, coordinate informal response efforts, and
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Table 7: Early reception and impact of paper [C].

Reception Type Evidence

Community Recognition ~ CHI 2025 Honorable Mention Award (top 5%).
Scholarly Uptake Cited in early work on local resilient 6G networks [Cho25; JH26].

reassure family members [PL0O7; Pal+09]. The main challenges are local message delivery,
routing, and push mechanisms, but especially decentralized local authentication.

Decentralized Local Authentication. One specific challenge of local-only operation
is preserving security and privacy without centralized trust infrastructure and remote
identity providers. For messenger applications, this requires confidential, end-to-end
encrypted (E2EE) communication and decentralized authentication.

Decentralized networks require authentication across two primary trust relationships:
user-to-service and user-to-user. For user-to-service authentication, we explored usable
protocols in Chapter 2, which in principle also support local-only operation. However,
fully decentralized authentication requires distributing the service-side identity state.

For user-to-user authentication, most E2EE messaging apps already offer local trust-
establishment mechanisms, such as QR codes or manual key-fingerprint comparisons.
While these mechanisms theoretically allow users to establish ad hoc trust during a
crisis, they are highly unusable in practice and fail to scale to group scenarios where
multiple users must authenticate one another [FK23; D]. Unfortunately, the state-of-
the-art proposal for group key exchange, SafeSlinger, does not support purely local
use without external infrastructure [Far+13]. To resolve this limitation, we present a
decentralized messenger authentication protocol in Chapter 4, designed to enable local
trust establishment while addressing usability, scalability, and deployability concerns.

Decentralized Operation. Although the vision of local-only connectivity aligns well
with the decentralized web [Ram+19] and local-first software [Kle+19], current cellular
networks and mainstream smartphone apps are not yet island-ready. Putting local-
only operation into practice involves multiple stakeholders: MNOs must enable seamless
network transitions into local-only operation; service providers must adapt their backends
and application logic to function during network partitions; and authorities need to define
clear requirements for traffic prioritization and fairness. Finally, because users expect to
rely on general-purpose applications during crises, developers must design these services
to transition smoothly between global and local-only connectivity.

Early Reception. Our study [C], published in 2025, has received early community
recognition and initial scholarly uptake in emerging work on resilient and local 6G
networks (cf. Table 7). Subsequent work has already begun to address one technological
challenge raised in the study: enabling island-ready cellular connectivity by decentralizing
the 6G core network. Our work thus provides an early user-centered reference point for
ongoing technical developments towards resilient 6G communication infrastructures.
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Open Science. To support future research, we provide comprehensive artifacts for
verifying, reproducing, and replicating our findings: a dedicated Zenodo repository [DS2]
contains the complete dataset with quantitative and qualitative responses from all 857
participants. This repository also includes the Python and R Markdown evaluation
scripts to reproduce our results. Additionally, we have released the original LimeSurvey
structure to facilitate independent replication of our study.

3.2 Related Work

We use local-only connectivity to describe situations in which a geographic region (e. g.,
a city) remains covered by a public cellular access network but becomes temporarily
disconnected from the global Internet [JH26]. In such scenarios, local communication and
service access can remain feasible if the required application backends and authentication
services are available within the affected region. However, many smartphone apps
depend on infrastructure outside the local area, so local wireless coverage alone does not
guarantee that users can continue to access the services they need.

We therefore review related work that is relevant to the deployability and usability of local-
only operation. First, we discuss technical dependencies that can prevent smartphone
services from operating inside a network island. We then review crisis communication
systems and prior work on digital media use in crises. Together, these areas show
that local-only operation is technically plausible, but previous research provides limited
evidence on how citizens prioritize smartphone app categories under local-only connectivity,
and thus on which user needs become most urgent in crises and other infrastructure
disruptions. Our study contributes this user-centered understanding as a basis for
reasoning about island-ready cellular networks and their authentication requirements.

3.2.1 Local-Only Connectivity as a Deployability Challenge

While the Internet’s routing and naming mechanisms were designed to scale across
heterogeneous administrative domains, modern application ecosystems increasingly rely
on centralized service dependencies. For smartphone apps, these commonly include:

* global naming and endpoint resolution (e. g., DNS),
¢ remote application backends (e. g., cloud APIs and data stores),
* online identity and authorization (e. g., OAuth, SSO, and token refresh), and

* centralized messaging infrastructures (e. g., push notifications).

When these dependencies become unreachable, an app may fail even if the user’s
device, nearby peers, and local wireless networks remain available. These centralized
dependencies are therefore a deployability risk for local-only connectivity.

Prior work offers several building blocks for reducing such dependencies. Multi-access
edge computing (MEC) and CDNs move selected content and computation closer to
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users, which can allow replicated resources to remain available during upstream out-
ages [Zol+20]. Local-first and offline-first systems similarly reduce dependence on con-
tinuously reachable backends by allowing applications to operate on local state and
synchronize later [KS92; Kle+19]. Peer-to-peer and decentralized web systems distribute
storage, naming, or message routing across participating nodes and can, in principle,
support communication within an isolated region [Doa+22; Kei+24]. However, these
approaches often still depend on bootstrapping, rendezvous, or identity infrastructure,
and they face practical smartphone constraints such as background execution limits and
hard-to-maintain peer connectivity [Bal+23; Pet+19].

Cellular Infrastructure. Local-only operation also depends on the cellular network
itself. Current architectures route many user flows through centralized core network
functions before they reach the public Internet [3GP23], which can create path inflation
and resilience bottlenecks for geographically local communication [Zar+14]. Prior work on
distributed cellular cores and geo-redundant network functions reduces these bottlenecks
by moving selected core functionality closer to users [Cor+24; MRR18]. Such architectures
make it more plausible that an isolated region could retain basic mobile connectivity and
host selected local application backends, complementing edge-computing approaches.

Authentication. Even if local routing, computation, and storage are available, many
services still require users or devices to authenticate. Work on decentralized identity, self-
sovereign identity, and web-of-trust mechanisms aims to reduce dependence on central
identity providers, but key management, user-to-user authentication, and usability remain
difficult on mobile devices [Bru+21; TCL23; Ung+15]. This challenge is especially relevant
for messaging and coordination services, where users need to establish trust without
access to globally reachable identity infrastructure.

Overall, prior work shows that local autonomy is technically plausible, but mainly
addresses how services and networks could operate locally. It provides less guidance
on which smartphone services to prioritize when local compute, storage, energy, and
network resources are limited. Our study addresses this user-centered gap by examining
which app categories citizens consider most important under local-only connectivity.

3.2.2 Crisis Communication under Degraded Connectivity

Crisis communication research has long recognized that failures of centralized infor-
mation and communication infrastructure can impair warnings, coordination, and sit-
uational awareness [CHO6]. Prior work therefore considers resilient and decentralized
communication systems for crisis response, including self-organizing cellular networks,
mobile ad hoc networks (MANETs), D2D communication, mesh networks, and portable
“network-in-a-box” deployments [Hoc+23; Poz+18; Tri+17]. These systems can restore
local communication or provide temporary coverage, but they often require additional
equipment, planning, physical deployment, or favorable operating conditions. This can
limit their deployability for large urban populations that continue to rely on ordinary
smartphones and public cellular infrastructure during a crisis.
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Graceful Degradation. Other approaches aim to restore backhaul connectivity, for
example through satellite or microwave links [Dee+19]. Such restoration is important,
but it may be delayed, capacity-limited, or unevenly available across the affected region.
Island-ready cellular networks take a complementary approach: rather than assum-
ing immediate reconnection to the global Internet, they aim for graceful degradation by
maintaining selected local services during the disruption.

Usability. From a usability perspective, this creates a distinct interaction problem.
Users may move between full Internet connectivity, intermittent connectivity, and local-
only connectivity, while applications expose different feature sets, availability states,
or communication scopes. Prior work has considered how systems can remain usable
across degraded or intermittent connectivity [H]. However, it remains unclear which
applications citizens would actually want to use when connectivity is restricted to a local
network island. Our study addresses this gap.

3.2.3 Smartphone App Priorities in Crises

The field of crisis informatics has produced a rich body of work on how citizens use
social media during emergencies, including for warning reception, information sharing,
coordination, and situational awareness [KR16; OVC15; Reu+23; SP11].

Crisis communication also extends beyond social media. Mobile crisis apps can support
disaster-related information and communication [Tan+17b], while official warning and
crisis apps provide alerts, behavioral guidance, and sometimes channels to authorities
or emergency services [DM21]. Studies with German citizens further show increasing
adoption and perceived usefulness of crisis apps [HKR22], and prior work has examined
their usability [Tan+20], motivational factors [FBF22], and preparedness effects [HPR23].
These studies clarify which digital functions users value during crises, but they mainly
study app use under the assumption that the required infrastructure remains available.

This assumption is problematic for local-only connectivity. Many crisis-relevant services
depend on centralized platforms, app backends, identity providers, or push infrastruc-
tures. Events such as the 2021 Ahr Valley flooding illustrate that failures of energy and
telecommunications infrastructure can severely disrupt access to digital services [Thi+23].
This shifts the question from general usefulness to service continuity under degraded
infrastructure: which categories of applications should remain available when trust,
backend, and network infrastructure are restricted to a local island?

Existing work provides only limited user-centric evidence on this question. Our study
addresses this gap by comparing application priorities in everyday use and under a
hypothetical crisis scenario with local-only connectivity.
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Group Messenger Authentication

Our discussion in the previous chapter shows that a major source of fragility in digital
communication lies in centralized dependencies. They create single points of trust and
failure, especially in crisis scenarios or environments with degraded connectivity. This
concern also applies to secure mobile messengers: although modern messengers advertise
end-to-end encryption (E2EE), secure communication in practice often still depends on
centrally mediated trust during contact authentication, as we illustrate below.

E2EE allows users to communicate securely without intermediary network nodes or ser-
vice providers accessing the plaintext. Consequently, it provides an important mechanism
for protecting the confidentiality and integrity of text messages, audio calls, and video
calls in one-to-one and group settings. Since WhatsApp adopted the Signal protocol in
2016, E2EE has become a mainstream security feature. Today, most mobile messengers
offer some form of E2EE, including WhatsApp, Telegram, iMessage, and Signal.

However, most users are unaware that E2EE alone cannot protect against compromised
messaging providers or other active adversaries [Her+21]. In current mainstream mes-
sengers, users typically rely on their provider to distribute their contacts” public keys.
Because these systems follow a trust-on-first-use model, users commonly accept these
keys without independently authenticating them. This introduces a centralized trust
dependency: a malicious or compromised provider can substitute keys to impersonate
a contact in an active machine-in-the-middle (MitM) attack [AS23]. As illustrated in
Figure 7, Alice cannot reliably detect such a substitution unless she performs an explicit
authentication ceremony with Bob [Ung+15].

Active MitM attacks pose a practical threat to the security and privacy of users. Reports
indicate that law enforcement agencies and other actors actively seek to compromise E2EE
app providers to intercept supposedly secure communications [Goo18; LR18; Vas+20]. The
consequences of attackers reading and manipulating private chats can be severe [AS23;
Ung+15]. Exposed personal information can facilitate blackmail or reputational damage.
Journalists and activists risk compromising their confidential sources. In corporate
environments, leaked information or altered messages cause operational disruption and
financial loss. Furthermore, such impersonation attacks can serve as an entry point for
broader cyberattacks.

To mitigate the risk of active MitM attacks, messenger apps allow users to verify their
contacts’ cryptographic keys through an authentication ceremony [Ung+15]. In theory,
such ceremonies provide genuine end-to-end authentication. In practice, however, current
authentication ceremonies are highly unusable [FK23; Vaz+17]. They require considerable
interaction, time, and effort, and many users are not even aware that these ceremonies
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Figure 7: Two variants of active MitM attack against E2EE messaging. By substituting Bob’s public
key with an attacker-controlled key using either variant, a malicious or compromised
provider can impersonate Bob unless Alice independently authenticates the key.

exist or how to initiate them [FK23; Her+21]. Consequently, users rarely perform them,
leaving their communications vulnerable [AS23].

This usability problem becomes even more severe in group settings. Current authen-
tication ceremonies are designed for pairs of users and fail to scale to larger groups.
Participants must perform bilateral ceremonies between every pair of group members,
causing the number of manual verifications to grow quadratically with group size. For
families, teams, activist groups, and other organizations that rely on group chats, this
makes secure group authentication impractical.

The resulting challenge is to authenticate exchanged key material and contact information
in a way that is usable, scalable, and independent of central trust infrastructures like
public-key infrastructures or jointly trusted third parties. Addressing this challenge is
important not only for trust, but also for resilience: decentralized authentication remains
viable in scenarios with limited or disrupted connectivity, as discussed in Chapter 3.

Farb et al. [Far+13] made an important step towards usable group authentication with
SafeSlinger, a protocol for securely exchanging contact information without trusted
third parties. However, SafeSlinger still requires a central server for connectivity and a
quadratic number of manual comparisons to achieve its security guarantees. Thus, it
does not fully address the deployability and scalability requirements of decentralized
group authentication.

In this chapter, we address the third research question:

RQ3: How can authentication ceremonies for messengers be made usable and scalable
for groups while remaining deployable without centralized infrastructure?

Specifically, we present our contributions towards making messenger authentication
more usable, decentralized, and practical for both pairs and larger groups. First, we
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introduce PairSonic, a group authentication protocol for nearby mobile devices that uses
acoustic communication as an out-of-band (OOB) channel (cf. §4.1.1). Second, motivated
by limitations observed during our lab study, we systematically evaluate ad hoc acoustic
communication between smartphones to identify robust technical solutions for direct
device-to-device authentication (cf. §4.1.2). Finally, we position our approach within the
broader design space by comparing it to relevant prior work (cf. §4.2).

4.1 Our Contributions
4.1.1 PairSonic: Group Authentication via Acoustic Data Transmission

To address the authentication challenges outlined above, we designed PairSonic, an
open-source smartphone application and decentralized group authentication protocol for
nearby users. PairSonic enables group members to verify contact information directly,
without relying on central infrastructure during authentication.

This dissertation presents PairSonic through the following two publications, provided in
Appendices D and E:

[D] F. Purz, S. HAESLER, M. Horrick. “Sounds Good? Fast and Secure Contact
Exchange in Groups.” In: Proceedings of the ACM on Human-Computer Inter-
action 8. CSCW "24, Nov. 2024. por: 10.1145/3686964.

[E] F. Putz, S. HAESLER, T. VOLKL, M. GEHRING, N. ROLLSHAUSEN, M. HoLrrick. “Pair-
Sonic: Helping Groups Securely Exchange Contact Information.” In: Com-
panion Publication of the 2024 Conference on Computer-Supported Cooperative
Work & Social Computing (Nov. 9-13, 2024). CSCW "24. San José, Costa Rica:
ACM, Nov. 2024, pp. 69-71. por: 10.1145/3678884.3681818.

To evaluate PairSonic, we conducted a user study with 45 participants comparing its
usability against SafeSlinger, the current state of the art. Participants significantly pre-
ferred PairSonic over SafeSlinger. The following sections summarize the protocol design,
implementation, and empirical findings.

Requirements. The primary objective of PairSonic is to enable groups of two or more
nearby users to spontaneously verify their contact information, as depicted in Figure 8.
Designing an effective group authentication protocol for this scenario requires clear
definitions of usability, deployability, and security requirements (cf. Figure 1).

From a usability perspective, the protocol must require as little user interaction as possible
so that it remains accessible to non-expert users. It must also scale well to larger groups
and remain robust against user errors, particularly those caused by rushing users who
might accept security prompts without proper verification [Kum+09].

From a deployability perspective, the system must operate in an ad hoc and decentralized
manner, without depending on existing network or trust infrastructure. Specifically,
it must function independently of an active Internet connection and run on standard
smartphones without requiring new hardware or invasive system modifications.
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Figure 8: Group contact verification using our acoustic group pairing protocol. Participants use
their smartphones to authenticate each another in a shared authentication ceremony.

From a security perspective, the protocol must match SafeSlinger’s security proper-
ties [Far+13] by ensuring mutual authentication of the exchanged contact information.
Upon successful protocol execution, each participant obtains the authentic contact details
of all other group members, including their cryptographic public keys.

Design. PairSonic builds on the cryptographic foundation of SafeSlinger [Far+13]
while improving both usability and deployability. As illustrated in Figure 9, the protocol
operates in three phases:

First, the users designate one member as a temporary coordinator; all others act as
participants. The coordinator’s device creates an ad hoc Wi-Fi network and broadcasts the
connection credentials over an acoustic OOB channel, allowing the remaining devices to
connect automatically.

Second, once all devices are connected, they perform a cryptographic exchange derived
from SafeSlinger [Far+13] over the ad hoc Wi-Fi network. Participants send nested
commitments containing their public keys to the coordinator, who aggregates them into a
single hash value and broadcasts it acoustically. After verifying the hash successfully, the
smartphones display a blue lock symbol. Users visually confirm that the symbol matches
on all screens to complete the authentication ceremony.

Third, each participant reviews the received contacts and chooses which ones to import.

To minimize manual interaction, PairSonic uses the smartphones’ built-in speakers and
microphones as an acoustic OOB channel. This design prioritizes deployability: sound-
based communication requires no custom radio hardware and works on unmodified
commercial off-the-shelf (COTS) smartphones. Compared with Wi-Fi or Bluetooth, the
acoustic channel has a much shorter practical range, penetrates walls less easily, and lets
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Figure 9: PairSonic user interface for a group of three users exchanging contact information. The
annotations illustrate the main steps of the acoustic group authentication protocol.

users demonstratively identify participating devices by bringing them together [Bal+02].
These properties make it better suited to group authentication than pairwise methods
such as NFC or QR codes. Finally, because the signal is software-defined at the application
layer, acoustics can be deployed with advanced physical-layer security techniques [G].

Implementation. We implemented PairSonic as an Android app using the Flutter
framework. The system relies on a novel communication stack that combines two channels.
First, it creates a local ad hoc network via Wi-Fi Direct. Second, it establishes an acoustic
OOB channel that transmits data via sound waves using the ggwave library [Ger26].

To verify hardware compatibility for this novel communication stack, we tested the
prototype on a range of smartphones from Google, LG, Motorola, OnePlus, Oppo, Redmi,
and Samsung. The application worked reliably on all tested devices that supported Wi-Fi
Direct and ran Android 6.0 (API level 23, released in 2015) or newer.

Evaluation. To evaluate PairSonic’s usability, we conducted an IRB-approved within-
subjects lab study with 45 participants, who tested both PairSonic and SafeSlinger.
We assigned participants into groups of two to six, provided each participant with a
smartphone, and tasked them with exchanging contact information using both systems.

Each group completed three trials with each system: First, in a warm-up phase, the
group had to complete the authentication ceremony independently and without external
guidance. Second, we simulated an active attack by a hypothetical adversary who could
remotely manipulate smartphone radio communications, causing the protocol to fail on
one device. Third, we disabled the attack simulation and measured the time required to
complete the authentication ceremony after participants gained initial practice.
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Figure 10: Participants” SUS scores and completion times for SafeSlinger and PairSonic. Violin
plots show density estimates of the distributions; boxplots show quartiles, medians,
and outliers.

The sample comprised 45 participants aged 18 to 44. 22 identified as male, 18 as female, 2
as diverse, and 3 preferred not to state their gender. Most participants (37) were students,
consistent with the sample’s overall high educational level, although 16 participants had
no formal professional or university degree. Each participant received 15 EUR in cash as
compensation, which was informed by the official minimum wage in Germany.

Our evaluation followed a mixed-methods approach combining lab-based usability
testing, a post-test questionnaire, and open-ended oral interviews. The results showed
that participants significantly preferred PairSonic (binomial test, p = .016, medium effect
size g = .19) and gave it higher scores on the SUS (Wilcoxon signed-rank test, V = 597.5,
p = .004, large effect size r = —.43, cf. Figure 10a). The security ratings of the two
methods did not differ significantly. Most groups (67%) were faster with PairSonic, but
not significantly (cf. Figure 10b). Interviews suggested that reducing user interaction
improved usability but sometimes lowered perceived security, as many participants
appeared to associate security with complexity based on prior experience. This highlights
a challenging trade-off between actual usability and perceived security.

Opverall, our study suggests that acoustic communication is a promising and user-friendly
approach for decentralized ad hoc data exchange between nearby devices, reinforcing the
intuitive act of bringing devices together to establish an association. However, the proto-
type’s acoustic channel was occasionally unreliable due to background noise and device
handling, especially when users placed their devices on a table during transmission,
causing impulsive noise that interfered with reception. We examine the acoustic physical
layer, the causes of these failures, and potential solutions in more detail in §4.1.2.

Towards a More Robust OOB Channel. PairSonic deliberately prioritizes deployability
by using an acoustic OOB channel available on unmodified smartphones. As the user
study showed, however, this choice also introduced practical reliability limitations. A
more robust alternative would be a custom RF-based OOB channel with physical-layer
security, but such designs are typically not deployable on standard COTS devices.
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Table 8: Early reception and impact of papers [D; E].

Reception Type Evidence

Community Recognition =~ CSCW 2024 Best Paper Award (top 1%).

Artifact Visibility Published as open-source software [SW3]; referenced by the gg-
wave project as an example application for acoustic device pair-
ing [Ger26].

Follow-up Research Subsequent work evaluated more reliable acoustic transmission

schemes [F] and extended the PairSonic codebase with a faster
and more reliable RF-based OOB channel [N].

In follow-up work [N], we investigated whether this trade-off can be overcome on
commodity smartphone hardware. Through extensive reverse engineering of a Broadcom
Wi-Fi chip widely used in recent Samsung Galaxy and Google Pixel models, we modified
its firmware to support arbitrary signal reception and transmission. This enabled us to
implement an RF-based OOB channel with physical-layer security, which we integrated
into PairSonic as a faster and more reliable alternative to the original acoustic channel.

Early Reception. Our study [D] and the corresponding demo [E] have received early
recognition, artifact visibility, and follow-up research (cf. Table 8). PairSonic introduced an
open-source prototype for fast and secure contact exchange in co-located groups. Building
directly on our open-source contributions, subsequent research [F; N] has extended

PairSonic and explored more robust channels for usable nearby-device authentication.

Consequently, PairSonic serves as a reference implementation for exploring usable and
secure device pairing between co-located smart devices.

Open Science. An overview of the PairSonic project is available online at https://
fputz.net/project/pairsonic, with the open-source software hosted on GitHub [SW3].
We demonstrated the app at CSCW 2024 [E], where attendees could test it firsthand. To
support replicability, we released our evaluation scripts and the pseudonymized study
dataset [DS3], which includes usability, security, and preference scores; completion times;
tool usage metrics; and demographic and control variables for all 45 participants.

4.1.2 Evaluating Acoustic Data Transmission Systems

Acoustic data transmission promises to be a practical alternative to Bluetooth and
NFC by leveraging the speakers and microphones already present in smartphones
and Internet of Things (IoT) devices. In the past two decades, acoustic communication
has attracted growing research interest as a short-range, ad hoc wireless channel for
mobile applications [MSS03; Mad+05; WZH21], particularly for authentication [Nan+13;
Zha+19; D; G], where proximity and user-perceptible context can provide useful security
properties. As a software-defined physical layer, acoustic communication is attractive from
a deployment perspective because it can run entirely in software on COTS devices without
requiring new hardware, making it broadly applicable to existing device ecosystems.
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Figure 11: Acoustic data transmission model used in our experiments. Device D1x plays WAV
files generated by the TX implementation at volume Vtx, while device Drx records the
transmission. The resulting WAV file is decoded using the RX implementation.

Despite these advantages, acoustic channels can be sensitive to real-world operating
conditions. In our lab study of PairSonic (cf. §4.1.1), user handling and background noise
frequently disrupted transmissions and caused decoding failures. These failures reduce
the practicality of acoustic communication in everyday environments, especially when
devices are used casually rather than under controlled conditions.

A large body of prior work proposes novel acoustic data transmission systems [Cai+22;
Get+18; Gon+17; Lee+15; LAO1; Zha+14]. Unfortunately, many have been evaluated only
in simulation or under highly constrained real-world conditions. Testing on physical de-
vices, however, is essential to capture hardware imperfections, realistic signal propagation,
and the unpredictable effects of human handling and noise.

To address this gap, this dissertation contributes a rigorous practical evaluation of acoustic
data transmission schemes in the following publication, included in Appendix F:

[F] F. Putrz, P. FORTMANN, J. Frank, C. Hauewitz, M. KurNik, M. HoLLick. “Eval-
uating Acoustic Data Transmission Schemes for Ad-Hoc Communication
Between Nearby Smart Devices.” In: ACM Transactions on Internet of Things
7.1, Feb. 2026. por: 10.1145/3779439.

As part of this work, we systematically reviewed 31 publications on acoustic communi-
cation for COTS devices and built a physical testbed with eight representative systems.
Based on this testbed, we developed a repeatable methodology for evaluating their relia-
bility and generalizability under realistic operating conditions. Our evaluation comprises
more than 11000 smartphone transmissions recorded both in everyday indoor environ-
ments and in a controlled anechoic chamber. Compared with prior work, we broaden the
evaluation scope by testing these systems across multiple IoT use cases and explicitly
quantifying the effects of distance, device model, user handling, and background noise
on transmission errors. Our findings show that many existing schemes unfortunately fail
to maintain reliability across practical use cases.

System Model. We evaluated acoustic data transmission schemes, i.e., software implemen-
tations that broadcast data to nearby devices using sound waves. We treat each scheme
as a black box with two functions: a transmitter that converts data bits into a WAV file
for playback, and a receiver that extracts data from a recorded WAV file (cf. Figure 11).
Each scheme is evaluated as a complete communication system from a link-layer (Layer 2)
perspective, including framing, synchronization, and error correction.
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Table 9: Evaluated acoustic data transmission schemes, sorted by throughput. Implementation
sources are encoded as follows: P — referenced in the paper; A — obtained by contacting the
authors; R — re-implemented by us; N — non-academic solution included for comparison.
The last three columns indicate each scheme’s a priori suitability for our three use case
categories based on specified throughput and maximum distance.

Via Name Modulation Frequencies Inaudible Throughput! Near Medium Far
R Leeetal. [Lee+15] Chirp BOK 19.5-22 kHz v 15bps X X v
A Digital Voices [LA01] MFSK 1-3 kHz X 80bps X 4 -2
R Nearby [Get+18] DSSS + MFSK  18.5-20 kHz v 84bps X v v
N ggwave, [Ger26] MFSK 1.8-6.3 kHz X 268 bps X 4 -2
N ggwave; [Ger26] MFSK 15-19.5 kHz v 268 bps X v -2
A HRCSS [Cai+22] OCss 18-22 kHz v 500 bps v v v
A Gongalves et al. [Gon+17] OFDM + QPSK  0.1-4 kHz X 600 bps X X
R PriWhisper [Zha+14] MFSK 9-17 kHz X 729bps vV X X

T We list the net data rate, as this is the usable data rate after error correction from the user’s perspective.
2 Maximum distance not specified, therefore no a priori assessment.

Scenarios. We focus on data exchange between nearby smartphones in settings where
software can be modified (e.g., by installing smartphone apps), but hardware and
firmware cannot. We group common use cases for acoustic communication into three
categories based on communication distance, which is a discerning factor for usability:

1. Near distance (d < 10 cm): transmitting a public key or small file (= 4096 bit) over
very short range, similar to NFC.

2. Medium distance (10cm < d < 1m): transmitting a public key fingerprint or hash
value (~ 128 bit) over moderate range.

3. Far distance (d > 1m): transmitting a short ID (=16bit) over larger distances.

Acoustic Schemes. We surveyed the literature on acoustic communication schemes
(cf. §4.2.5) and contacted all authors to request implementations. Unfortunately, we
received only three working implementations from them. We therefore re-implemented
three additional schemes from highly cited publications, selected to represent our three
target use cases. For comparison, we also included two non-academic implementations
from the popular open-source project ggwave.! Table 9 lists all eight evaluated schemes.

Evaluation. We conducted four experiments that varied distance, device model, back-
ground noise, and transmission environment (cf. Figure 12). We measured reliability
using the total error rate (TER), defined as the final bit error rate after error correction,
with synchronization failures counted as 100% TER.

In a typical office environment, most schemes were reliable only at short range (cf. Fig-
ure 13). At longer distances, only the inaudible ggwave variant and the scheme by Lee et
al. [Lee+15] remained reliable. Unfortunately, the implementation of HRCSS [Cai+22]

The ggwave project [Ger26] is the most-starred data-over-sound project on GitHub: https://github.com/
topics/data-over-sound (as of May 20, 2026).
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Figure 12: Experimental setups used to evaluate acoustic transmissions: office setup (left), office
hallway (middle), and anechoic chamber (right).
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Figure 13: Reliability of acoustic transmissions at different distances, measured in a quiet indoor
environment. Lower TER indicates higher reliability; error bars show standard errors.
Distances are shown on a logarithmic axis.

provided by the authors was faulty and caused synchronization failures even when tested
with studio hardware. We therefore excluded this scheme from further experiments.

Overall, our results show that many schemes are of limited practical use in realistic
indoor settings. Among the medium-range schemes, both ggwave variants performed
well, especially the inaudible version, while Nearby [Get+18] also performed strongly
but did not generalize across all device combinations. Figure 14 summarizes how well
each scheme performs for its intended use case in typical indoor environments.

Practical Challenges for Acoustic Communication. Our experiments identify four
main challenges for acoustic communication on commodity devices that rarely appear
in simulations or tightly controlled lab settings: multipath propagation, large variation
in audio hardware across devices, limited usable bandwidth, and interference from
everyday noise sources such as speech and device handling.
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Figure 14: Summary of transmission results in a quiet indoor environment by use case category.
Lower TER indicates higher reliability; schemes are sorted by throughput within each
category. Box plots show medians (black bar), means (blue cross), and outliers.

These results suggest a practical design pattern: use the acoustic channel only to transmit
a short and robust message, such as an identifier or hash, while transferring larger data
over a higher-throughput channel such as Wi-Fi or cellular.

Open Science. Our evaluation demonstrates that many existing acoustic data
transmission systems fail to remain reliable in practical scenarios. This gap highlights
the need for rigorous and reproducible methodologies that assess how new protocols
perform under real-world conditions. Currently, researchers face difficulties in replicating
prior work because implementations are often not publicly available and testing methods
are not transparent or inconsistent. Consequently, most studies evaluate new schemes in
isolation, which limits meaningful comparative analysis.

To address this limitation, we contribute a black-box analysis framework. By evaluating
acoustic data transmission systems solely through their observable inputs and outputs
rather than their internal code, this framework can be applied to any unidirectional
system and remains useful for future protocols. To support continued research, we
document our experimental setup in Appendix F. In addition, we have released a public
replication package [DS4]. This repository contains our full dataset of 11900 recorded
audio transmissions across eight systems, together with our software re-implementations
of Nearby [Get+18], PriWhisper [Zha+14], and the scheme proposed by Lee et al. [Lee+15].

4.2 Related Work

This section situates our work on usable authentication via acoustic communication
within prior research. We first examine authentication ceremonies in secure messengers,
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user interactions for device association, and secure device pairing protocols, emphasizing
their limitations in group settings. We then compare our approach to SafeSlinger [Far+13]
and discuss acoustic data transmission on mobile devices.

4.2.1 Authentication Ceremonies in Secure Messengers

Modern E2EE messengers such as Signal and WhatsApp use opportunistic E2EE (trust on
tirst use), which requires little user involvement but does not protect against active attacks
unless users explicitly verify each other’s cryptographic keys through an authentication
ceremony [AS23; Her+21; Ung+15]. In practice, these ceremonies typically ask users to
scan a QR code or compare human-readable representations of key fingerprints, such as
hexadecimal strings, word phrases, or visual encodings [Dec+16; Tan+17a].

Prior work shows that authentication ceremonies are difficult to use [Abu+17; Ass+15],
error-prone [SS15; SSG17], and therefore rarely completed in practice [FK23; Sch+16;
Vaz+18]. As a result, users who skip authentication often have weaker security than they
expect, and many are unaware of this gap [HL16]. Furthermore, current authentication
ceremonies scale poorly to groups because they require repeated pairwise verification,
which does not generalize well to multiple participants [Far+13].

4.2.2 User Interactions for Device Association

Prior work has studied how users naturally associate nearby devices through physical
actions and gestures [CG12; CMG14; Gro+20; Kra+10]. Although not security-focused,
this work informs the design of usable authentication interactions. In particular, studies
on group device association show that users prefer one shared interaction over repeated
pairwise steps, typically by bringing devices close together or pointing them towards
one another [CG11; CG13; Jok+15; JL14; JRV16]. PairSonic follows this design principle
by using a single proximity-based group interaction for contact exchange.

4.2.3 Secure Device Pairing

Secure device pairing aims to establish an authentic channel between nearby devices
[Fom+18; May08]. Most prior work focuses on two-device pairing [CG12; Kum+09;
UKAO07], whereas our setting involves two or more users. This case is more challenging
because pairwise techniques do not securely generalize to groups [Far+13; KSP08].

Prior work on multi-device pairing can be grouped into four broad categories based on
how they establish trust: human-in-the-loop approaches, zero-interaction schemes based
on shared context, physical-layer security, and OOB channels.

Humans-in-the-loop. Human-in-the-loop schemes require users to perform explicit
actions, such as entering a shared secret [AG00], comparing text [LPP08] or visual pat-
terns [Che+08; Lin+09], or moving devices together [MG09]. While these actions can
help authenticate devices, they typically impose considerable user effort, scale poorly to
groups, and often fail to protect against malicious insiders [KSP0S8].
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Shared Homogeneous Context. Zero-interaction approaches derive shared keys from
common environmental context [Fom+19; Xu+21]. Although attractive in principle, they
are not well suited to ad hoc, user-controlled group association because they are designed
for slower background pairing among devices of a single user [Far+23; Li+20].

Physical Layer Security. Other approaches exploit properties of the wireless channel or
shielding techniques such as Faraday cages to support secure key establishment [GLL17;
HLG13; Kuo+07; Law+11]. However, these methods often require specialized hardware,
firmware, or additional equipment, which limits deployability on COTS smartphones.

Out-of-Band Channels. A further line of work uses OOB channels, i. e., low-bandwidth
auxiliary channels whose physical properties help protect message integrity [SA00]. Prior
work has explored infrared [Bal+02], light [SU09], NFC [CKG11], and audio channels
[Goo+06; STUO8; G]. PairSonic builds on this line of work by using an acoustic OOB
channel for decentralized group authentication.

4.2.4 SafeSlinger

SafeSlinger is the closest prior work on group pairing and secure contact exchange
[Far+13]. Building on earlier group pairing approaches [Che+08; Lin+09], it improved
the usability and security of human-in-the-loop authentication for groups.

However, SafeSlinger still requires substantial manual coordination: users must agree
on the group size, enter a shared value, compare verification phrases, and confirm
the exchanged contact information. These steps become increasingly cumbersome in
larger groups and remain prone to user error [KFR09; Tan+17a]. In addition, SafeSlinger
depends on Internet connectivity and a central server.

PairSonic builds on SafeSlinger’s cryptographic foundations but simplifies the user
interaction through an acoustic OOB channel and direct local communication. Instead of
repeated group-wide coordination and phrase comparison, PairSonic reduces verification
to a lightweight visual check, which scales better with group size (cf. Figure 15). At the
same time, it removes the dependence on external infrastructure, making the protocol
more deployable in decentralized and low-connectivity settings.

4.2.5 Acoustic Data Transmission

In the following, we briefly introduce acoustic data transmission as a form of wire-
less communication, relate academic proposals to commercial systems, and summarize
application scenarios explored in prior work.

Background. Although the audio hardware of smartphones and IoT devices is primarily
designed for media playback and voice communication, it can also be repurposed for
aerial acoustic data transmission. Acoustic modems encode data in sound by modulating
frequency, amplitude, or related signal properties, enabling communication among
heterogeneous COTS devices without dedicated RF hardware [GB0O; LA03]. Depending
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Figure 15: Qualitative timelines of the contact exchange process for a typical user group. The
waiting symbol X indicates idle time. Color-coded actions represent increasing com-
plexity and duration, illustrating PairSonic’s better scalability for larger groups.

on the application, transmissions may use audible or near-ultrasonic frequencies, with
software-defined parameters allowing adaptation to different requirements.

Commercial Practice. A clear gap exists between academic and commercial acoustic
communication systems. Commercial products for smart devices typically operate at
only 10bps to 100 bps [CUE; Get+18; Jon22], prioritizing robustness in noisy real-world
environments and across heterogeneous commodity hardware. In contrast, academic
systems often report substantially higher throughputs, ranging from roughly 500 bps to
10000 bps [Cai+22; Gon+17; Zha+14] and sometimes beyond [YK22].

This discrepancy raises an important question: whether the higher rates reported in the
literature can be sustained under realistic deployment conditions, or whether practical
constraints such as hardware imperfections, user handling, and environmental noise
ultimately force reliable systems to operate at much lower data rates. Addressing this
question was a key motivation for the evaluation presented in §4.1.2.

Academic Approaches. To identify prior work on aerial acoustic software-defined com-
munication systems for COTS devices such as smartphones, we conducted a systematic
literature review. Our method was guided by PRISMA [Pag+21b], a structured framework
for surveying and filtering large bodies of research. Starting from 631 papers, we excluded
422 as out of scope based on their abstracts. We then classified the remaining 209 papers
according to their applicability to ubiquitous computing use cases and whether they
presented a testable implementation for COTS devices. This process yielded 31 relevant
papers published between 2000 and 2022 that describe testable acoustic communication
schemes, summarized in Table 10.
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Table 10: Surveyed acoustic data transmission schemes, sorted by throughput. The table continues
from left to right; unavailable data is marked with “?”.
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Moriyama et al. [MTT17] ASK v Gongalves et al. [Gon+17] OFDM + PSK X 600
Kim et al. [KML19] FSK 4 PriWhisper [Zha+14; Zha+19] FSK X 1000
Ka et al. [Ka+16] Chirp v 15  Digital Voices [LA01] ASK, FSK, SS X 1280
Lee et al. [Lee+15] Chirp v/ 16 A-NFC [LHC15] QPSK v 2200
Lee et al. [Lee+20] Chirp v/ 16 Dhwani [Nan+13] OFDM + PSK X 2400
Hornych et al. [Hor+20] ASK, FSK v 33  Hush [NTL19] OFDM + QAM v 4900
TagScreen [LYL17] Chirp v/ 36 Heetal [HB18] AM, FSK X 6000
Haus et al. [Hau+19] OFDM + ASK v 64  Yamamoto et al. [YK22] QAM ? 32000
Miegel et al. [MBB18] OOK, FSK v/ 84 Arentzetal [AB11] ASK v ?
Rustle [Jin+22] custom® X 90 Bits-over-Sound [Kan18] DBPSK X ?
Nearby [Get+18] DSSS+ FSK v 95 Jeon et al. [JKL16] PSK v ?
Bang et al. [BCK16] FSK v/ 170  No Entry [Kwa+19] Chirp ? ?
Sadeq et al. [SH22] FSK v/ 440  Sasano et al. [Sas+14b] OFDM + PSK X ?
HRCSS [Cai+22] Chirp v/ 500 SilentInformer [SCC20] FSK v ?

Dolphin [Wan+16; Zho+19] OFDM + ASK X 500

1 Rustle’s custom approach is called “furtive modulation”.

Usability. Beyond technical feasibility, researchers have also examined the user ex-
perience of acoustic communication [LA01; LA03; Meh+19]. This strand of research is
particularly important because, unlike conventional wireless technologies, acoustic trans-
missions may be audible to users and bystanders, making them not only a communication
mechanism but also an interaction cue.

Use Cases. Acoustic data transmission has been explored in prior work as a short-range
communication channel for a variety of ubiquitous and mobile computing scenarios.
Early research considered its use for context-aware computing [MSS03; Mad+05], while
later work investigated communication between nearby devices when direct, localized
exchange is desirable [AB11]. Because acoustic signals typically propagate only over
limited distances and are constrained by the surrounding environment, they have also
been studied for secure device interactions. Examples include device pairing [Goo+09;
Goo+06; Zha+14; G] and access control for implantable medical devices [Hal+08].

The practical relevance of these use cases is reflected in commercial systems, which
employ acoustic communication for mobile payments [Cop25; Stel4], context-aware
applications [LIS], location-based services [CUE], and device pairing [Kum13; Tri20].
However, despite these deployments, prior research has not systematically evaluated
acoustic communication systems on real devices under realistic conditions.
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Conclusions

In this final chapter, we summarize the findings of this thesis (cf. §5.1) and outline
important perspectives for future work (cf. §5.2).

5.1 Findings

This thesis investigated how mobile authentication protocols can be made more practical
by improving their usability and deployability. Below, we briefly summarize our findings
on web authentication, decentralized authentication, and messenger authentication.

Web Authentication. We were the first to show that both forms of FIDO2 authenti-
cation are highly usable on smartphones, with users expressing a slight preference for
on-device biometrics (platform authentication) over external security tokens (roaming
authentication). Considering that both forms of web authentication are now supported
by most smartphones and web browsers, our findings indicate that FIDO2 provides
users and service providers with practical and strong authentication mechanisms that
are arguably more usable and deployable than previous attempts to replace passwords.
We also identified remaining adoption barriers, particularly account recovery, revocation,
and multi-device use. These issues have since started to be addressed by the FIDO Al-
liance through synced passkeys, indicating that our study captured practically significant
barriers to passwordless authentication adoption at an important transitional moment.

At the same time, we found that the practical extensibility of the FIDO2 stack is limited,
as browsers do not pass through third-party FIDO2 extensions. Consequently, custom
extensions cannot realistically be deployed outside controlled or internal environments.

Decentralized Authentication. Our results show that, in crisis scenarios with severely
limited Internet connectivity, users prefer to rely on familiar general-purpose apps for
essential tasks rather than switching to dedicated crisis apps. Current mobile ecosystems,
however, are not designed for this setting. Mainstream applications and cellular infras-
tructures commonly depend on centralized backend services and therefore often cease to
function when these services become unreachable.

This thesis identifies centralized authentication as a critical point of failure in such scenar-
ios. If essential applications are to remain usable during network outages, authentication
must no longer depend exclusively on globally reachable infrastructure. This creates a
clear need for decentralized or offline-capable authentication mechanisms that preserve
security under local-only or intermittent connectivity. This need is particularly acute for
messengers, which our study identified as the most important application category in
both crises and everyday use.
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Messenger Authentication. To address the problem of decentralized authentication
in the messenger domain, we developed the open-source Android app PairSonic as an
authentication ceremony for groups of users. PairSonic enables users to authenticate
each other simultaneously, substantially reducing user effort compared to current au-
thentication ceremonies in mainstream messengers such as Signal. Instead of relying on
manual fingerprint comparisons, PairSonic uses an acoustic out-of-band channel, which
our study participants found significantly more usable than the state of the art.

We further showed that PairSonic is compatible with all tested Android smartphones and
requires only a speaker and microphone, making it highly deployable in practice. Our
experiments identified four central challenges for acoustic communication on commodity
devices that are rarely captured in simulations or tightly controlled lab settings and
therefore require extensive real-world evaluation: multipath propagation, large variation
in audio hardware across devices, limited usable bandwidth, and interference from
everyday noise sources such as speech and device handling. These findings suggest
a practical design pattern for mobile authentication: use the acoustic channel only to
transmit a short, robust message, such as an identifier or hash, while transferring larger
data over a higher-throughput channel such as Wi-Fi or cellular.

5.2 Future Work

In the following, we outline several directions for future work across the three investigated
applications: web authentication (cf. §5.2.1), decentralized authentication (cf. §5.2.2), and
messenger authentication (cf. §5.2.3).

5.2.1 Web Authentication

While passkeys improve the security of web accounts, several open challenges remain in
making them recoverable, understandable, and extensible in practice.

Account Recovery. Our lab study showed that users fear losing their authenticator and
thus access to their accounts. While passkeys mitigate phishing at sign-in, the weakest link
often shifts to account recovery procedures: SMS fallbacks remain phishable, and human-
assisted recovery is vulnerable to social engineering, potentially reintroducing risks
that passkeys are meant to avoid. Unfortunately, the FIDO Alliance’s recommendation
to register a backup authenticator for recovery adds registration effort and can feel
cumbersome [Mat+25].

Synced passkeys from providers such as Apple and Google are convenient for users, but
this central dependency introduces a single point of failure. NIST explicitly identifies
cloud-based recovery as a potential weakness, since a synced passkey is only as strong as
the recovery process of its cloud account (US NIST SP 800-63B-4, Appendix B).

Prior work proposes cryptographic backup protocols for FIDO2 credentials [Aro+22;
BSU25; Fry+20], but the socio-technical challenges of smartphone recovery remain unre-
solved: how users recover without a backup authenticator, how recovery interacts with
synced passkey providers and their recovery mechanisms, and how services can design
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understandable, secure lifecycle and escalation workflows that balance registration and
recovery effort without falling back to phishable methods.

User Education. Website operators and the FIDO Alliance should improve communi-
cation around recovery, revocation, delegation, and multi-device use. Future research
should examine mental models, onboarding messages, and risk communication (e. g.,
building upon the work of Amer et al. [Ame+25]), address common misconceptions and
mistrust, and measure long-term user understanding.

Third-Party FIDO2 Extensions. Current FIDO2 client implementations restrict extensi-
bility due to missing features and complex software architectures. Web browsers should
consider (1) offering a configuration option for FIDO2 extension pass-through and (2)
allowing web browser extensions to support custom FIDO2 extensions. Both steps would
empower researchers and developers to build their own extensions, as described in [B].

5.2.2 Decentralized Authentication

Many messaging and service apps still rely on centralized trust infrastructure or remote
identity providers, which makes fully local operation challenging.

Distributing Identity State. Decentralized authentication is required for both user-to-
user and user-to-service trust. While mechanisms like our proposed PairSonic address
user-to-user authentication by allowing the local, offline exchange of identity material,
user-to-service authentication remains challenging to support in distributed deployments.
Specifically, maintaining consistent server-side identity state, key updates, and revocation
across intermittently disconnected islands requires further research.

User-Friendly Transitions for Island Operation. Our findings show that users prefer
continuing to use general-purpose apps during crises rather than switching to dedicated
crisis apps. Service providers and network operators therefore share a responsibility to
support seamless transitions into and out of island operation as connectivity changes.
Technically, this likely requires adopting local-first communication patterns, multi-access
edge computing, and disruption-tolerant networking. Further usability research is needed
to determine how to best communicate these network transitions, explain temporary
functionality limitations, and establish local trust.

5.2.3 Messenger Authentication

Future work on messenger authentication spans two complementary areas. On the
user side, verification mechanisms must become more understandable, discoverable,
and compatible with everyday communication practices. On the technical side, the
acoustic out-of-band channel requires more reliable, device-independent designs and
more replicable evaluation practices.
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5.2 FUTURE WORK

Usable MitM Prevention. Mainstream messenger authentication ceremonies suffer
from poor usability and limited adoption [Her+21]. Future work should therefore explore
risk-aware authentication support: when perceived risk is low, users may rationally
choose not to verify keys, so interfaces should help them understand the relevant threats,
consequences, and appropriate responses rather than merely maximizing verification
rates [Wu+19]. A promising direction is to automatically identify conversations or mo-
ments that warrant authentication (e.g., using local machine learning) and provide
context-sensitive nudges [RGP26], though the ethical tradeoffs of such nudges must
be carefully weighed. Users also need support for planning and completing the cere-
mony [FK23], especially in high-risk situations [Her+21].

Improving the user experience further requires studying ceremony discoverability and
interoperable key management across end-to-end encryption (E2EE) messengers, so that
users can authenticate contacts more easily across different apps and devices. These
improvements should be evaluated through long-term field studies that capture real-
world behavior, including repeated interactions, changing threat perceptions, and group
dynamics, ideally in cooperation with messaging service providers [FK23].

As an alternative to explicit ceremonies, recent work explores automatic authentication
approaches based on social authentication [LB24; Vaz+19] or key transparency [Fis+25;
Mal+23]. For these emerging systems, future research should focus on user education,
establishing accurate mental models, and designing effective, actionable warnings that
help users respond appropriately when attacks are detected.

Reliable Acoustic Communication. PairSonic’s acoustic OOB channel was sensitive to
environmental noise, reducing usability in everyday settings. Our follow-up evaluation
revealed that existing acoustic transmission schemes generalize poorly across smartphone
models due to hardware variances (e. g., differing frequency responses, amplifier non-
linearities, and on-chip post-processing). In our tests, no scheme reliably exceeded 270 bps
at a distance of 1 m under realistic conditions. Consequently, a critical open question
is whether it is possible to design high-data-rate acoustic communication schemes that
remain robust to realistic noise and operate reliably across diverse off-the-shelf devices.

Improving Replicability. Finally, the field of acoustic communication research should
urgently improve its adherence to open science practices to ensure scientific replicability.
Currently, the widespread use of disparate, undocumented experimental setups makes
comparative analyses between studies nearly impossible. To foster rigorous science, the
community should prioritize transparency by sharing code, publishing datasets, and
establishing standardized evaluation benchmarks. While standardizing tests outside
of controlled settings (like anechoic chambers) is difficult, our unified experimental
framework (detailed in Appendix F) offers a foundational step towards testing acoustic
communication schemes in a more transparent, standardized, and reproducible manner.
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ABSTRACT
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(a) Group P: Apple Touch ID

(b) Group R: Yubico Yubikey

Figure 1: The different user interactions with the smartphone
during the experiment. Group P used Apple Touch ID as a
platform authenticator and Group R used a Yubico YubiKey
as a roaming authenticator.

1 INTRODUCTION

Authentication is one of the central building blocks for securing
the Internet. Since the 1970s, web services have conventionally
relied on text-based passwords as the de-facto standard for user
authentication. Secure passwords, however, are hard to memorize
[72], password reuse enables severe attacks [38], and password-
based authentication is prone to phishing [22]. Despite stronger
security guarantees, all previous approaches in the “quest to replace
passwords” failed to get widespread adoption, mainly because of
their inferior deployability and usability [11].

To address the first entry barrier — deployability — more than
250 technology companies and browser vendors [29] have founded
the Fast IDentity Online Alliance (FIDO), jointly designing the
FIDO?2 standards for passwordless authentication [30]. As a result,
all major web browsers are now FIDO2-ready [46], as they support
the corresponding W3C Web Authentication (WebAuthn) standard
[69]. FIDO2 mandates public-key cryptography to provide user
authentication based on authenticators containing the user’s private
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WebAuthn

Roaming
Authenticator

Platform
Client Authenticator

Relying Party

Figure 2: The parties and protocols involved in FIDO2 au-
thentication scenarios. On the client side, “App” and “0OS” are
abbreviations for the application accessing the relying party
and the client’s operating system, respectively.

key [28]. Unlike passwords, FIDO2 authentication is resistant to
phishing, keylogging, replay attacks, and server breaches [41].

As more and more websites support FIDO2 authentication, it
becomes essential to study the second entry barrier — usability — to
find out how users react to this paradigm shift from knowledge-
based factors to possession-based and biometrics-based factors.
There are two variants of FIDO2 authentication with fundamentally
different user interactions:

For roaming authentication, the private keys are stored on an
external roaming authenticator, e.g., a YubiKey [76], which con-
nects to the client device via Universal Serial Bus (USB), near-field
communication (NFC), or Bluetooth Low Energy (BLE). A recent
usability study within the desktop environment by Lyastani et al.
[44] suggests that users accept and prefer roaming authentication
as an alternative to passwords. Many participants, however, were
concerned about carrying a security key with them physically and
potentially losing it. Despite the prevalence of FIDO2 support in
recent iPhones and Android devices [2, 27], smartphones have
not been studied as FIDO2 clients for roaming authentication
yet, but only as roaming authenticators themselves [51, 57].

The second variant of FIDOZ2, platform authentication, mitigates
these availability concerns, as the smartphone’s integrated trusted
platform module (TPM) stores the private keys, protected by an ad-
ditional local authentication using the smartphone’s unlock mecha-
nism, e.g., Apple Touch ID [7]. However, platform authentication
raises new usability concerns about the fundamentally different
mental model. Users need to grasp a more complex authentica-
tion method combining a private key stored on the smartphone’s
TPM that is further protected by biometrics-based local authenti-
cation. Platform authentication on smartphones has received little
attention so far. Oogami et al. [50] studied how to improve com-
patible websites’ user experience, and Lassak et al. [43] developed
smartphone notifications addressing platform authentication mis-
conceptions. However, the research community lacks an un-
derstanding of whether users understand, accept, and trust
passwordless platform authentication as an alternative to
roaming authentication and passwords.

In this work, we try to bridge this knowledge gap by reporting,
to the best of our knowledge, the first large-scale lab study com-
paring FIDO2 platform authentication and roaming authentication
on smartphones. We recruited 87 participants, randomly assigned

Wiirsching and Putz, et al.

them to one of two groups, and had them perform a series of prac-
tical web authentication tasks on an Apple iPhone. The first group
used platform authentication with Apple Touch ID for the web
(Figure 1a), while the second group used roaming authentication
with an NFC-based YubiKey (Figure 1b). The participants reflected
on their experience in a survey, which featured a combination of
quantitative questions using standardized metrics and qualitative
open-ended text questions. This paper presents our work as follows:

e As our main contribution, we conduct the first large-scale
lab study that compares FIDO2 platform and roaming
authentication on smartphones (Section 4).

e We show that platform and roaming authentication have

excellent usability on smartphones, but lay users generally

prefer platform authentication (Section 5).

From our questionnaire’s qualitative categories, we identify

the strengths and weaknesses of FIDO2 on smartphones (Sec-

tion 6). Based on our participants’ feedback, we investigate
how to address the weaknesses of passwordless authenti-
cation and discuss account-specific adoption decisions and

usage patterns (Section 7).

We provide a replication package with our evaluation scripts

and the pseudonymized dataset [71] collected in our study,

consisting of 22 variables for each of our 87 participants.

We also release our mockup website’s source code [70] to

facilitate future work.

Our questionnaire encouraged participants to reflect on their ev-
eryday authentication use cases and whether they would be willing
to use FIDO2 for their own accounts. While most of our partici-
pants were generally willing to adopt passwordless authentication,
account-specific adoption barriers remain for both roaming and
platform authentication, which we discuss in detail.

2 BACKGROUND AND RELATED WORK

This section explains how the FIDO2 standards enable passwordless
authentication on smartphones. Section 2.1 describes relevant parts
of the standards. Then, we explain roaming authentication (Sec-
tion 2.2) and platform authentication (Section 2.3), including sum-
maries of related studies of FIDO2. We also consider authentication-
related studies outside the FIDO2 cosmos (Section 2.4).

2.1 FIDO2

The FIDO2 standards provide strong and passwordless authentica-
tion for the Internet. All major web browsers support them [46], and
an increasing number of online services offer FIDO2 authentication
both in one-factor authentication (1FA) and multi-factor authen-
tication (MFA) scenarios [29]. FIDO2 consists of two standards,
WebAuthn [69] and Client to Authenticator Protocol (CTAP) [28],
which specify the communication between relying party, the client,
and the authenticator (Figure 2). Together they form a challenge-
response protocol, confirming the user’s identity to the relying
party by verifying the user’s possession of the authenticator that
manages their public key credentials.

In our study, WebAuthn handles the communication between a
smartphone (client device) and a website (relying party). However,
FIDO?2 is flexible and also supports local authentication scenarios,
e.g., a user unlocking a Windows computer via Windows Hello
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[47]. On the client-side, WebAuthn expects an authenticator with
access to the secret key corresponding to the public key stored at
the relying party. FIDO2 supports two types of authenticators:

2.2 Roaming Authentication

A roaming authenticator is a CTAP-conforming external device
that manages all public key credentials. During authentication, the
relying party’s challenge is forwarded to the roaming authentica-
tor, solved locally with the secret key, and returned to the relying
party. There is a large ecosystem of suitable roaming authenticators
which are compatible with smartphones via NFC [75], BLE [36],
or Apple Lightning/USB Type C [25]. The smartphone itself must
be equipped with a CTAP-conforming interface and a WebAuthn-
compatible web browser. Since 2019, FIDO2 roaming authentication
has been supported on Android smartphones running Android 7 or
later [27] and on Apple iPhones running iOS 13.3 or later via Apple
Lightning [73] and NFC [2].

Lyastani et al. [44] conducted the first large-scale user study
of FIDO2 roaming authentication on computers. In their between-
groups study, participants either authenticated with passwords or
used a YubiKey, concluding that roaming authentication is more
usable and accepted than passwords. Farke et al. [23] studied FIDO2
roaming authentication as an unlocking mechanism for computers,
using YubiKeys with enabled personal identification number (PIN)
protection. They reported that participants stopped using roaming
authentication because it was slower than their password manager.

Previous studies investigated whether smartphones, themselves,
could be used as external FIDO2 roaming authenticators to ad-
dress deployment and availability issues of traditional security
keys. Owens et al. [51, 52] reported a between-groups observation
study, comparing passwords to smartphones as roaming authenti-
cators. They concluded that users understand the security benefits
of FIDO2 but still find password-based authentication more usable.
Rasmussen [57] conducted a between-groups user study showing
that smartphones as roaming authenticators have similar usability
and acceptance as YubiKeys. Both studies [51, 57] reported avail-
ability concerns regarding empty smartphone batteries.

We continue with a brief overview of user studies on the Uni-
versal 2nd Factor (U2F) [26], which is CTAP’s predecessor and has
similar user interaction. Lang et al. [41] reported on a two-year
enterprise deployment of security keys within Google, laying the
foundation for the U2F standard that is CTAP’s predecessor. Das et
al. [18, 20] studied U2F in non-enterprise environments and found
that a two-factor authentication (2FA) method’s acceptance did not
correlate with its usability. Reynolds et al. [60] and Reese et al. [58]
conducted longitudinal studies of U2F, reporting that the initial
setup is cumbersome compared to the fast and easy authentication
afterward. Ciolino et al. and Das et al. investigated lay users’ per-
ception of U2F, finding that, while sentiment towards U2F is lower
than for SMS-based 2FA [13], some lay users do not feel the need
to protect their accounts with MFA at all [19]. Colnago et al. [14]
conducted a large-scale longitudinal study to explore 2FA adoption
at a university, finding that < 1% use U2F as a 2FA method. More
recent works on U2F by Das et al. and Reynolds et al. found that
users are more likely to adopt MFA for essential accounts [21] and
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that the users’ initial negative perception of MFA methods fades
over time [59].

2.3 Platform Authentication

Client devices qualified to manage cryptographic key pairs can be
used as platform authenticators. During authentication, the relying
party’s challenge is solved directly on the client’s platform authenti-
cator. Most platform authenticators require the user to authenticate
locally with a PIN or biometrics, augmenting FIDO2 to an MFA
method. Any Android phone running Android 7 or later provides
a FIDO2 platform authenticator, as Android’s FIDO2 certification
includes the built-in biometrics sensors [27]. Since iOS 14, Apple
has equipped iPhones with a platform authenticator, namely Touch
ID for the web [3], which we also refer to as Touch ID for simplicity.
For Touch ID platform authentication, the iPhone’s Secure Enclave
manages FIDO2 credentials and requires the user to authenticate
locally with Touch ID.

Oogami et al. [50] studied the usability of FIDO2 platform au-
thentication on smartphones, conducting interviews to improve the
website user experience for first-time FIDO2 users. However, they
did not collect FIDO2 weaknesses or adoption barriers of platform
authentication. Lassak et al. [43] studied misconceptions about
FIDO?2 platform authentication on Android phones and developed
smartphone notifications to address them.

2.4 Miscellaneous

Independently of FIDO2, van den Boogaard [66] conducted an on-
line study of users’ understanding of biometrics-based authentica-
tion on mobile phones, finding that most participants use biometric
options when available. Conners et al. [15] conducted an online
study of Let’s authenticate [16], which is similar to FIDO2 but uses
authenticators (roaming or platform) to issue certificates for user
authentication. Alqubaisi et al. [1] studied elements hindering the
adoption of FIDO2 passwordless authentication, basing their analy-
sis on the FIDO developer mailing list.

3 RESEARCH QUESTIONS

We continue the work of recent FIDO2 user studies but focus on
passwordless authentication on smartphone clients. Thus, the re-
search questions addressed in this work are:

o RQ1 What is the usability and acceptance of FIDO2 password-
less authentication using platform and roaming authentication
on smartphones?

o RQ2 What benefits and concerns do users consider when using
FIDO2 passwordless authentication on smartphones?

e RQ3 Which account types do users want to secure using FIDO2
passwordless authentication on smartphones?

In contrast to related work, to the best of our knowledge, we are
the first to study FIDO2 roaming authentication on smartphone
clients and the first to conduct a lab study on any device type that
compares FIDO2 platform authentication and roaming authenti-
cation. Our main goal is to identify the strengths and weaknesses
of passwordless authentication on smartphones. To this end, we
determine account-specific adoption barriers by encouraging our
participants to reflect on whether they want to use passwordless
authentication for their own accounts.
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Home | Login | Register

Email address

Present the hardware key that you used during
registration to login.
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Last name
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Register

Not registered yet? Here you can create an
We support passwordless authentication. This account.
means that you do not have to create a password.

Instead, we will ask you to register your hardware
key in the next step.

(a) Registration page. (b) Login page.

Figure 3: Screenshots of our mockup website’s registration
and login page. In our experiment, each participant experi-
enced the complete authentication flow of FIDO2 password-
less authentication consisting of account registration and
subsequent login.

4 METHODS

To answer our research questions on the usability and acceptance
of platform and roaming authentication on smartphones, we con-
ducted a lab study with practical web authentication tasks (Sec-
tion 4.1) and a follow-up survey containing quantitative and quali-
tative questions (Section 4.2). We address our study sample (Sec-
tion 4.3) and ethical considerations (Section 4.4), including the pilot
study (Section 4.5), and analysis toolbox (Section 4.6).

4.1 Material

Our lab study’s goal was to create a passwordless authentication
scenario resembling our participants’ everyday lives. In our study,
the participants gained hands-on authentication experience on a
smartphone, namely the Apple iPhone SE (2nd generation), re-
ferred to as iPhone for simplicity, running iOS 14.5.1 and Safari 14.1.
During our study, this setup represented the most popular mobile
operating system in North America [64]. We developed the mockup
website KUUGEL as a relying party (Figure 3), which supports FIDO2
registration/login, e.g., using either (1) platform authentication with
Touch ID [7] or (2) roaming authentication with a Yubico YubiKey
5C NFC [76], referred to as YubiKey for simplicity. The YubiKey sup-
ports FIDO2 via an NFC interface. Furthermore, it features optional
PIN protection, adding a knowledge-based authentication factor.
Farke et al. [23] reported negative user feedback on this feature.
Thus, we opted against activating the YubiKey’s PIN protection to
avoid additional authentication overheads.
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4.2 Study Design

We used a between-groups design to identify the differences be-
tween platform and roaming authentication on smartphones. Our
between-groups design eliminates the influence of order and con-
centration level with an extended study duration. We decided for a
lab study over alternative study designs to ensure consistent con-
ditions for all participants, minimizing confounding factors. We
randomly distributed the participants into two groups: The study
group used platform authentication with Touch ID (Group P), while
the control group used roaming authentication with a YubiKey
(Group R). We conducted our lab study in neutral meeting rooms,
where the participants met the study conductor in one-on-one ses-
sions!. Each room contained a chair in front of a desk with an
iPhone and, for Group R, also a YubiKey. For all participants, we
ensured the same neutral environment and hardware to help par-
ticipants only evaluate the effect of the presented authentication
method. The study conductor was always present during each trial
to verify that the participant performed the tasks and watched the
educational videos.

Our study consisted of eight stages, which are shown in Fig-
ure 4. We first asked participants to read and sign our consent form,
which explained the study’s goal, procedure, and privacy policy.
We then instructed participants in Group P to register one of their
fingerprints in the iPhone’s Touch ID settings, which was required
for the following experiment. We explicitly decided to do this step
early before the introductory videos and practical tasks so that the
rest of the study procedure was comparable for both groups.

4.2.1 Task Instruction. All participants watched group-specific ed-
ucational videos (approx. 5 minutes total) before the experiment,
introducing FIDO2 passwordless authentication and ensuring that
all participants had identical conditions?. The video continued with
a brief explanation of our mockup website’s registration and lo-
gin process. We decided to use pre-recorded videos for instruction
to increase the internal validity of our study by ensuring that all
participants received the same information. Both groups watched
identically structured videos that only differed in the platform and
roaming authentication details, allowing for fair comparison in our
between-groups design. Our goal was to avoid misunderstandings
resulting in confounding effects, that are invisible in the worst case.

4.2.2 Experiment. After the task instruction, we handed our par-
ticipants the smartphone (and for Group R, also the YubiKey). The
participants used the iPhone to browse our mockup website and
register an account using their assigned authenticator type. Our
mockup website complies with Apple’s recommendations for web-
sites with Touch ID for the Web [7]. Besides the pages necessary
for registration and login, the mockup website provides only min-
imal additional functionality to help participants assess only the
usability of FIDOZ2.

After registration, participants in Group P logged into our
mockup website with an email address and their fingerprint, as
shown in Figure 1a. Participants in Group R used their email ad-
dress and the YubiKey for authentication at our mockup website.

!Protocols were in place for the in-person lab study ensuring the safety of participants
and the study conductor, as we conducted our study during the COVID-19 pandemic.
20ur introduction video was partly based on the introductory videos from the study
of Lyastani et al. [44].
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Figure 4: Our lab study’s eight stages. Dashed borders indicate stages that only participants of Group P participated in to register
and delete their fingerprints from the iPhone’s Touch ID settings.

The user brings the YubiKey near the iPhone to register a new
credential on the YubiKey, as shown in Figure 1b. After registration,
the participants logged into their accounts using the same method.

4.2.3 Questionnaire. After collecting the hardware, we asked the
participants to fill in our questionnaire to reflect on their expe-
riences during the experiment. Appendix B contains the corre-
sponding questionnaire. We included variables from related work
on authentication factors [44, 50, 57, 60] for comparability with
previous user studies:

e DEPENDENT VARIABLES: The dependent variables captured
our participants’ experience and assessment of roaming or
platform authentication. To answer RQ1, we used the System
Usability Scale (SUS) [12] to determine the authentication
methods’ usability, as well as the acceptance scale from van
der Laan et al. [67] to measure how much our participants
accepted their assigned authentication method. To answer
RQ3, we used 11 five-level Likert items to measure how likely
our participants would use the demonstrated authentication
method on 11 different types of online accounts. As sup-
port for FIDO?2 is currently limited in practice, we asked our
participants to assume that each service supported the pre-
sented authentication method. Participants could also select
"not available" if they did not use this type of account.
GENERAL IMPRESSION: Our questionnaire included four open-
ended text questions to answer RQ2. Participants reflected
on their general impression of the studied authentication
method, but we also specifically asked our participants to
state any strengths and weaknesses that came to their minds.
Our fourth text question, which directly follows the quanti-
tative question on adoption for 11 different account types,
was designed to learn why participants do (not) want to use
the authentication methods for specific account types. Our
goal was to recognize account characteristics increasing or
decreasing participants’ likelihood of using passwordless
authentication and identify adoption barriers for common
account types.

e CONTROL VARIABLES: As control variables, we measured our
participants’ technology affinity using the Affinity for Tech-
nology Interaction Scale (ATI) [32] as well as their level of
privacy concerns using four Likert items from Langer et al.
[42]. Furthermore, we asked participants which 2FA methods
they had already used and whether they had prior experience
with Apple iOS, which was the operating system running
on our study’s smartphone.

DEMOGRAPHIC VARIABLES: We collected the gender, age, edu-
cation, and field of study/work of our participants as demo-
graphic variables.

After filling in the questionnaire, we ensured participants of
Group P deleted their fingerprints from the iPhone’s Touch ID set-
tings. Before concluding the study, we thanked the participants for
their time. It usually took participants 15-25 minutes to participate
in our study.

4.3 Participants

We conducted our lab study with 89 participants between July and
September 2021. For recruitment, we used mailing lists, social media
groups, word-of-mouth, and snowball sampling, both within and
outside our university (participants had to be over 18 years old to be
eligible). Interested participants self-registered with a registration
form to choose a time slot for voluntary participation in our study.
Participants did not receive compensation for their participation in
our study, except for one student from our university’s psychology
department who received a participation point as part of their study
program. Within this study program, the student had sufficient
studies to choose from.

Two participants did not fully complete the questionnaire, so we
removed them from our final sample (N = 87). Of these, 55 (63%)
identified as male and 32 (37%) as female, with no participants opt-
ing for the “other” or “no answer” options. The education level of
our participants was high, with the most common highest educa-
tional degree in our sample being a Bachelor’s degree (40%; 35).
Our diverse recruitment sources resulted in at least 39 (45%) of
non-students. Most participants (59%; 51) were between 20 and 29
years old, but a substantial share of participants (34%; 30) were older
than 30, of which 10 participants (11%) were over 50. According to
Pearson’s chi-squared test, the demographic structure (gender, age,
and education) did not differ significantly between Group P and
Group R (Table 7).

4.4 Ethical Concerns

Our university’s institutional review board (IRB) reviewed and
approved this study. We informed all participants about the study’s
purpose and data collection while adhering to the General Data
Protection Regulation (GDPR). We collected written consent prior
to the lab study.

During the study, participants in Group P temporarily registered
their fingerprints on the iPhone. We briefed the participants about
this and ensured the deletion of their fingerprints after each trial.
For participants in Group R, we reset the YubiKey to factory set-
tings after each trial to ensure equal conditions for all participants.
The names and email addresses for authentication at our mockup
website were only temporarily stored on the iPhone and deleted
after each trial. We did not collect any other sensitive information.
We pseudonymously stored each participant’s answers without
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Figure 5: Comparison of our participants’ SUS scores and
acceptance scores for platform authentication (Group P) and
roaming authentication (Group R). The boxplots show quar-
tiles, median, and outliers.

identifying information by assigning sequential numbers. Partici-
pation in our study was voluntary and without compensation in
accordance with common practice of our university’s computer
science department.

4.5 Pilot Study

We conducted a pilot study (N=6) to identify technical problems
with the study setup and ambiguities in the instructional videos and
the questionnaire. The pilot study showed that the setup worked re-
liably and that the participants understood the instructional videos
and all categories of the questionnaire.

4.6 Data Analysis

We used the statistical software R 4.2.0 for all quantitative data
analysis [56]. We calculated the central tendencies and correlations
to answer our research questions. We compared Group P and Group
R using the Wilcoxon-Mann-Whitney test [45] for ordinal variables
and Pearson’s chi-squared test [53] for nominal variables. For mul-
tiple tests, we controlled the false discovery rate (FDR) using the
Benjamini-Hochberg method [10]. We used Kendall’s rank corre-
lation coeflicient [39] to determine the relationship between our
control and dependent variables. For all statistical tests, we used
an alpha level of .05.

Furthermore, we conducted a qualitative analysis of the four
open-ended text questions, performing the following qualitative
coding steps: (1) Two researchers independently constructed an
initial codebook for each question using inductive coding [34, 48].
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(2) The researchers merged these codebooks through discussions
and formed clusters to identify a suitable level of detail. (3) Two
further independent researchers deductively coded all data accord-
ing to the final codebook. (4) They discussed to resolve coding
differences. After discussions, the researchers agreed on most cod-
ing decisions and reached satisfactory inter-coder reliability (mean
Krippendorff’s Alpha = .984, minimum .789 [40]). Finally, the re-
searchers who created the initial codebook discussed and agreed
on any remaining coding inconsistencies. Appendix C contains our
final coding system.

5 QUANTITATIVE RESULTS

In this section, we report on the evaluation of our questionnaire,
which represents the results of our study. The questionnaire (Sec-
tion 4.2) contains quantitative scales, control variables, and open-
ended qualitative questions. We used well-known metrics [12, 67]
to study the participants’ perceptions of FIDO2 regarding its us-
ability (Section 5.1) and acceptance (Section 5.2). Furthermore, we
determined the participants’ likelihood to adopt FIDO2 for spe-
cific online account types (Section 5.3) and analyzed the control
variables (Section 5.4).

5.1 Usability

After getting hands-on experience with passwordless authentica-
tion on smartphones, the participants completed our questionnaire,
including the SUS [12]. We use the Shapiro-Wilk test [63] to deter-
mine whether this variable is normally distributed. The SUS scores
for Group R (W = 0.95, p = .058) are approximately normal, but
the scores for Group P (W = 0.81, p < .001) are significantly non-
normal. Figure 5a depicts the statistics of the SUS scores per group.
The distribution in Group P has visible negative skew, indicating
that most participants selected values on the higher end of the scale.
Additionally, there is a single outlier in both groups. Parametric
methods such as the t-test assume normally distributed sampling
distributions and can give inaccurate results in the presence of
outliers [68]. We, therefore, use non-parametric statistical methods
for data analysis (Section 4.6).

SUS scores in Group P (Mdn = 95) did not differ significantly from
Group R (Mdn = 90) according to the Wilcoxon-Mann-Whitney test,
W = 8355, p = .351, r = —.10. Both platform and roaming
authentication on smartphones have a similarly high level
of usability.

5.2 Acceptance

We collected data on the acceptance of passwordless authentication
using the scale of van der Laan et al. [67]. Figure 5b shows the
acceptance scores for both groups, which are approximately normal
for Group R (W = 0.96, p = .196), but significantly non-normal
for Group P (W = 0.83, p < .001). As with the SUS scores, the
acceptance scores in Group P have strong negative skew and an
outlier, which reaffirms our choice of the non-parametric Wilcoxon-
Mann-Whitney test. The acceptance scores in Group P (Mdn = 1.7)
differed significantly from Group R (Mdn = 1.3), W = 691, p = .031,
r = —.23, indicating that platform authentication has higher
acceptance on smartphones than roaming authentication.
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Figure 6: Comparison of our participants’ adoption likelihood for different account types ordered by their average likelihood.
The percentages (left, middle, right) represent the share of negative, neutral, and positive responses, respectively.

5.3 Adoption

The category dedicated to adoption listed 11 account types and
asked participants how likely they were to use the studied pass-
wordless authentication method, provided that the online service
supported it. Figure 6 shows the responses for all accounts.

Most participants were optimistic about using passwordless au-
thentication on their smartphones. The three account types with
the highest share of positive responses were Google/Apple accounts
(77%; 65), online banking accounts (74%; 63), and social network ac-
counts (77%; 65), although the last had less “very likely” responses
compared to the former two. Our participants were least likely
to use passwordless authentication for streaming services (54%;
43 positive responses) and gaming platforms (55%; 37 positive re-
sponses). For every account type, however, the share of positive
responses was higher than the share of negative responses, indi-
cating that overall, our participants want to use passwordless
authentication on smartphones when possible.

We compared the adoption scores of both groups using Pearson’s
chi-squared test. The adoption did not differ significantly between
both groups for any account type after controlling the FDR using
the Benjamini-Hochberg method and a target FDR of 10% [10]. We
excluded participants without a certain account from the analysis
of that account type. This occurred only for a few participants per
account, with the following exceptions: Twenty participants did
not have a gaming account (11 P + 9 R), 17 participants did not have
an account at a travel portal (9 P + 8 R), and 7 participants did not
have an account at a streaming service (1 P + 6 R).

5.4 Control Variables

Our control variables are part of the descriptive overview in Table 1.
Additionally, Appendix A contains our participants’ demographic
information. Group P and Group R did not differ significantly for
ATI, privacy concerns, and iOS familiarity. We calculate bivari-
ate Kendall’s rank correlation coefficients in Table 2 to determine
the relationship between the control and dependent variables. As
shown, the acceptance scores significantly correlated with the SUS
scores (7 = .36, p < .001) and the predictor variable representing
the differences between the two groups (r = .20, p = .030). There
also was a significant negative correlation between the ATI scores
and iPhone familiarity (r = —.23, p = .009).

2FA FamiLIARITY. We asked our participants whether they were
familiar with any 2FA methods. Most of our participants had prior
experience with SMS-based 2FA (87%; 76), push-based smartphone
apps (83%; 72), and transaction authentication number (TAN) lists
(76%; 66). About half had used one-time password (OTP) generator
apps before (51%; 44), and only a few had experience with security
keys such as the YubiKey (8%; 7). Group P and Group R did not
differ significantly for any of the five 2FA methods.

6 QUALITATIVE RESULTS

The questionnaire contained open-ended text questions to investi-
gate the participants’ general experience with passwordless authen-
tication as well as its strengths and weaknesses. We also included
an open-ended question to understand better why participants do
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Table 1: Comparison of our participants’ descriptive data,
including the control and dependent variables.

Variable Group P Group R Statistic  ES
(N=45 (N=42)
i0S Familiarity x%(1) =0.05 .03
Yes 67% (30)  64% (27) p =815
No 33% (15)  36% (15)
ATI 4.2 4.5 W =1072 -12
(2.2) (1.5) p = .282
Privacy Concerns 5.0 5.0 W =966 -.02
(1.8) (1.8) p=.861
SUS 95 90 W =8355 -10
(12.5) (7.5) p=.351
Acceptance 1.7 1.3 W =691 -23
(0.4) (0.6) p=.031

Note: For iOS familiarity, we report in-group percentages (and frequen-
cies), Pearson’s chi-square test, and Cramér’s V [17] as the ES. For the
other scores based on Likert scales, we report the median (and the in-
terquartile range), the Wilcoxon-Mann-Whitney test, and the effect size
estimate based on Rosenthal’s method [61].

Table 2: Kendall’s correlation between control and dependent
variables.

2 3 4 5 Accept.
1 Group (P) -.10 -.02 .03 09 .20°
2 ATI 05 -23° 15 12
3 Privacy Concerns -.09 -12 -14
4 iOS Familiarity .00 -.02
5 SUS 36"
Note: N =87  p < .05 p<.01 p < .001

(not) want to adopt passwordless authentication for specific ac-
count types. In summary, our participants’ general impression was
“good” (87% P, 81% R) or “good, but” (13% P, 19% R), with only two
participants in Group R not describing a positive general experience.
Based on our participants’ comments, Section 6.1 summarizes the
strengths of FIDO2 (Table 3), and Section 6.2 reports its weaknesses
(Table 4). We also quote from our participants’ free-text responses
to better present the details of their reasoning.

6.1 FIDO2 Strengths

Overall, our participants reacted positively to platform and roaming
authentication on smartphones. The SUS scores for both groups
were concentrated at the top of the scale (> 90), indicating excellent
usability [9]. The acceptance scores in both groups were high but
significantly higher in Group P, albeit with a small effect size.

In our lab study, participants gained hands-on experience with
passwordless authentication on our mockup website. However, we
also asked them if they wanted to use the authentication methods
on their own accounts, encouraging the participants to reflect on
their everyday authentication use cases and whether they would
like to use passwordless authentication beyond this user study.
There was a clear positive trend for each of the 11 account types,
with the majority wanting to adopt passwordless authentication.
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The median share of positive responses (“likely” and “very likely
to adopt) across all account types was 69.8%. When we asked users
about their general experience with the studied authentication
methods, most participants (86%) had a positive impression.

Why did users like the studied authentication methods? The
coded responses to the open-ended text questions revealed four
main strengths of passwordless authentication related to security,
passwords, usability, and authentication times (Table 3).

SECURE. Most participants in both groups commented on the meth-
ods’ security benefits, e.g., one participant wrote:

“From my point of view, it feels more secure than, for example, a
password manager.” (P32, Group R)

This is encouraging, as for any new authentication method to
succeed, it must not only be secure, but users must also perceive it
as secure and trust it [44].

PAsswORD REPLACEMENT. Users generally dislike passwords and
the associated overhead of creating, memorizing, and updating
them [65]. Many participants stated eliminating this effort as an
advantage of passwordless methods.

UsABLE. Participants in both groups praised the usability of the
studied authentication methods and described them as “intuitive”,
“simple”, and ‘efficient”:

“Easy to use, even for non-technical people.” (P44, Group P)

FasT. Participants, mainly in Group P but also in Group R, men-
tioned that the authentication method is fast.

6.2 FIDO2 Weaknesses

The median share of negative responses (“unlikely” or “very un-
likely” adoption) across all account types was 17.6%. Why do some
participants not want to adopt FIDO2 authentication on their smart-
phones, despite security benefits and excellent usability scores? To
illustrate this, note that those participants still had a respectable
median SUS score of 93.8, demonstrating that usability alone is
insufficient for users to adopt FIDO2 in their everyday lives. In-
stead, there are further adoption barriers, which we now present in
more detail. We start with problems common to both platform and
roaming authentication and then turn to each of them individually.
Table 4 summarizes all weaknesses mentioned by our participants
within a smartphone environment.

6.2.1 Platform and Roaming Weaknesses. Overall, in both Group P
and Group R, the usability of registration and login on the smart-
phone was fine, but some participants raised concerns about ac-
count recovery and delegation, authenticator revocation, and avail-
ability. We identified the following weaknesses in both groups,
indicating that these weaknesses are common to both platform and
roaming authentication.

AccouNT RECOVERY. When users lose access to their accounts, they
need a convenient and reliable recovery mechanism. Participants
from both groups raised questions about how to proceed in case
they suddenly cannot access their accounts:
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Table 3: Strengths of passwordless authentication reported
by our participants.
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Table 4: Weaknesses of passwordless authentication reported
by our participants.

Strength Group P Group R Weakness Group P Group R
Secure 69% 69% Revocation/Recovery 11% 26%

No password memorization issues 47% 52% Complicated for lay users 13% 5%

= Easy to use/Intuitive 38% 33% = Privacy concerns 4% 10%
g No passwords 16% 14% g Website compatibility 4% 2%
Easier than passwords 16% 12% Coerced authentication 0% 5%

No password creation 7% 5% Account sharing 4% 0%

No password updates 4% 2% Unfamiliarity 4% 0%

Fast 47% 12% Use on multiple clients 27% 5%

g Always available 11% 2% £  Technical problems 20% 5%
‘% Privacy 11% 2% ‘% Technology mistrust 13% 0%
~.  Easy to setup 4% 2% ~  Empty battery 7% 0%
Biometric security 4% 0%

One solution for many accounts 4% 10% Loss/Destruction 20% 81%

%D Good for lay users 2% 5% %D Something to carry 2% 36%
% Security less reliant on smartphone 0% 2% % Theft 4% 21%
;:2 p% Costs 0% 12%
Cumbersome 2% 7%

Note: Numbers in Group P and Group R are in-group percentages (%).
As both groups mostly identify similar strengths of passwordless au-
thentication, Section 6.1 reports them jointly and points out differences.

“If I lose the YubiKey, I will have to look for a replacement, block
my accounts, and then register initially with my new YubiKey...”
(P20, Group R)

AUTHENTICATOR REVOCATION. The problem of revocation closely
relates to recovery. When the smartphone or the security key is
stolen, users not only need to recover access, but they also want to
revoke the stolen authenticator to prevent abuse. This problem ap-
plies to both platform and roaming authentication, but participants
from Group P rarely mentioned revocation as an issue.

AccouNT DELEGATION. Users are familiar with sharing access to
some of their accounts, e.g., streaming services. Furthermore, some
users would like to give their partner access to a shared bank ac-
count. Account delegation is easy with passwords, but with pass-
wordless authentication (especially platform authentication), there
is nothing to share:

“In case another person needs to log in to your account for what-
ever reason that’s difficult, or if it’s an account that multiple
people use [...]” (P34, Group R)

AVAILABILITY. Password-based authentication is available as long
as the user remembers their password. In contrast, passwordless
authentication can be temporarily unavailable, e.g., when a user
forgets to carry their YubiKey (Group R) or the smartphone’s battery
is empty (Group P). Participants of both groups worried about the
potential inconvenience of authentication being unavailable.

6.2.2 Platform Weaknesses. Even though our study reports good
usability of platform authentication, some participants wondered

Note: Numbers in Group P and Group R are in-group percentages (%).

how to access their accounts from other devices. Others were con-
cerned about hardware issues or did not trust the technology.

MuvrtipLE CLIENTS. While passwords are applicable on most client
devices, our participants did not know how to access their accounts
on devices other than their smartphones, e.g., their personal com-
puter (PC) or laptop. For example, one participant wrote:

“Authentication is bound to the device. For me, it is impor-
tant that these accounts are accessible from everywhere [...]”
(P57, Group P)

Similarly, some participants wondered how to access their ac-
counts on public computers:

“Not usable on all devices, eg., the PC in the library”
(P73, Group P)

MALFUNCTIONS. Participants were concerned about technical prob-
lems with the biometric sensor, preventing them from accessing
their accounts. Especially participants who had used biometric au-
thentication before to access their smartphones seemed to be aware
of potential problems:

“Sometimes the fingerprint does not work so well when the hands
are wet, for example (from my own experience with unlocking the
iPhone).” (P71, Group P)

TECHNOLOGY MISTRUST. A few participants were skeptical of plat-
form authentication due to its novelty. They were unsure if they
could trust it, as Touch ID felt like a black box to them. For instance,
one participant wrote:
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“Less visibility into what’s actually happening. It feels like you’re
giving up a lot of control.” (P56, Group P)

6.2.3 Roaming Weaknesses. Most of our participants gave good
SUS scores to roaming authentication during our lab study, indi-
cating that the general authentication flow is usable. However, our
participants raised concerns about the requirement to purchase
and carry additional hardware, which could get lost, destroyed, or
stolen in the worst case.

ADDITIONAL HARDWARE. Roaming authentication requires addi-
tional hardware, which users must remember to carry. The asso-
ciated physical effort is a hidden usability penalty [31]. While we
provided all hardware to our participants in our study, users would
need to bring their own authenticator in practice, which requires
thought and effort.

Loss/DESTRUCTION/THEFT. The roaming authenticator is often
a small external device, so it can get lost, destroyed, or stolen.
The immediate consequence is a lack of availability because users
lose access to their accounts . Most participants in Group R (81%)
mentioned this as an issue, for example:

“You must always have the [YubiKey] with you — can be lost,
forgotten — no login possible. Actually, you always want to have
it with you, but then you can lose it, in which case you can no
longer log in.” (P80, Group R)

DEPLOYMENT CosTs. Another problem with requiring additional
hardware is that it costs money. The NFC-capable FIDO2 roam-
ing authenticators used for our study cost 55 USD at the time of
our study [76], but cheaper models are available for 25 USD [75].
Nevertheless, some users are unwilling to pay this much for au-
thentication , especially considering that the best practice is buying
a second token as a backup.

“The [YubiKey] costs money, to begin with, and passwords are free.
I think this will prevent many users from using it.” (P1, Group R)

For P34, however, the costs were no dealbreaker:

“Has a certain price (but would be worth it to me personally).”
(P34, Group R)

7 DISCUSSION

We now discuss the main findings of our study. In Section 7.1, we
discuss usage patterns in our participants’ responses that lead to
account-specific adoption decisions. Section 7.2 revisits the weak-
nesses of FIDO2 and guides on how to alleviate major issues. Finally,
we address the limitations of our work (Section 7.3) and discuss
future work (Section 7.4).

7.1 Adoption Depends on Account Type

Most weaknesses presented in the previous section were only men-
tioned by a fraction of our participants, emphasizing their positive
general impression and indicating that some of these weaknesses
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only apply to specific usage patterns or accounts. After the partici-
pants stated their likelihood of using passwordless authentication
for real-world online accounts, we asked them to explain what
affected their decision. Table 5 and Table 6 summarize the char-
acteristics of accounts for which participants (did not) want to
use passwordless authentication. We observe that specific account
characteristics affect how participants weigh the strengths and
weaknesses of passwordless authentication. Our goal is to identify
account characteristics that make an account more suitable for
either platform or roaming authentication.

7.1.1  Account Sensitivity. We observe opposite trends regarding
how users reason about adopting passwordless authentication for
sensitive accounts.

SECURITY Vs. AVAILABILITY. Some users reject roaming authen-
tication for non-sensitive accounts, where availability concerns
outweigh security benefits. These participants cited account sensi-
tivity as a reason for adopting passwordless authentication but its
absence as a reason against adoption:

“In principle, I would choose to use the authentication method for
most accounts, except for accounts [...] to which I do not assign
any importance.” (P32, Group R)

CONVENIENCE Vs. MISTRUST. We identify a countertrend of users
rejecting passwordless authentication for sensitive accounts, as
they cannot put aside their technology mistrust in favor of the
usability benefits. These participants cited “easy to use” and “fast” as
strengths of passwordless authentication and generally considered
it to be “secure”. However, they would instead rely on password-
based authentication for sensitive accounts, trusting their memory
more than the mechanisms of passwordless authentication:

‘T consider the [Yubikey] to be secure. However, for important
accounts, I would rather rely on my memory and that the login
does not get into the wrong hands.” (P68, Group R)

7.1.2  Usage Frequency. During our study, there was a clear rela-
tionship between the adoption likelihood and the usage frequency
of an account.

SECURITY vs. PHYSICAL EFFORT. Some users reject roaming authen-
tication for frequently-used accounts because the physical effort
outweighs the security benefits. We find that these participants
described the YubiKey as “easy to use” and “secure”, but also as
“something to carry”:

“For: Accounts that I do not use daily. [...] Not: For Insta and Co.
Since I use them several times a day (even on the side or so), and
the effort to always use the USB stick is not in proportion to the
benefit, i.e., the danger if someone steals my password or hacks
my account.” (P80, Group R)

SPEED vs. INITIAL EFFORT. We observe the opposite trend for plat-
form authentication: Some users reject platform authentication
for rarely-used accounts because the effort to set up passwordless
authentication outweighs the reduced authentication times. This
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Table 5: Account characteristics favoring adoption.
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Table 6: Account characteristics preventing adoption.

Yes, for ... Group P Group R No, for ... Group P  Group R
sensitive accounts 16% 38% non-sensitive accounts 11% 21%
rarely used accounts 0% 7% sensitive accounts 11% 10%
accounts that are not shared 4% 2% shared accounts 7% 10%
frequently used accounts 4% 2% frequently used accounts 0% 10%
business-related accounts 2% 2% accounts used outside of home 4% 5%
accounts where fast access is crucial 4% 0% business-related accounts 7% 2%
non-sensitive accounts 2% 0% rarely used accounts 7% 2%
accounts mainly used on smartphone 2% 0% accounts supposed to be anonymous 0% 2%
accounts not used on other devices 2% 0% accounts used on multiple devices 2% 0%

Note: Numbers in Group P and Group R are in-group percentages (%).

trend is likely related to our previous observation that more par-
ticipants perceived platform authentication as fast compared to
roaming authentication:

“For: accounts where you have to log in more often (often on
the same device). Against: social networks: login [only once]”
(P72, Group P)

7.1.3  Mobility. We observe that some users reject passwordless
authentication for accounts used outside of their homes because,
in these scenarios, the chances of authentication unavailability in-
crease. These participants worried about an “empty battery” (Group
P) or described the need to remember to carry the roaming authen-
ticator (Group R):

“For streaming services, I may log in from somewhere else than
home, and then, if I don’t have the [YubiKey] with me, I won’t be
able to log in.” (P30, Group R)

7.2 Roadmap to Addressing the Weaknesses of
FIDO2

We now discuss the weaknesses identified in our study and propose
how to address them while considering the findings of previous
user studies in different passwordless authentication scenarios (Sec-
tion 2). Some weaknesses, including account recovery, authenticator
revocation, and account delegation, affect both platform and roam-
ing authentication, but other issues directly stem from the concrete
authentication mode.

7.2.1  Account Recovery. Recovery is an open problem in FIDO2
[23, 44, 51, 57], which the standards currently do not sufficiently
address. The best practice is to register multiple authenticators
per account and keep one as a backup, consolidating the issues
of acquisition costs and additional hardware. However, this does
not scale. Furthermore, our analysis shows that users need clear
instructions on dealing with recovery as they did not realize that
mitigations known from password-based authentication can also
work for FIDO2. For instance, online services can allow users to re-
quest instructions for authentication reset via email and enroll new
FIDO2 credentials, similar to a password reset form. The usability
and acceptance of this form of recovery require further research.

Note: Numbers in Group P and Group R are in-group percentages (%).

Some works propose to improve recovery in FIDO2 with extensions
[33, 55, 74], certificates [15], or electronic IDs [62].

7.2.2  Authenticator Revocation. Authenticator revocation has been
identified as a weakness in prior studies of FIDO2 roaming authenti-
cation [23, 44, 51, 57] but not in related studies of platform authenti-
cation. A possible explanation is that there already exist mitigations
to deal with the loss of smartphones. For instance, platform authen-
tication often requires local authentication, making it harder for
attackers to access accounts with stolen smartphones. Additionally,
users can remotely erase the data on a lost iPhone [6], further ad-
dressing revocation. Most roaming security keys do not support
local authentication, although some models are equipped with bio-
metric protection [24, 77]. However, as the FIDO2 standards do not
sufficiently solve authenticator revocation, web services (i.e., FIDO2
relying parties) need to provide account management options to
revoke access from specific authenticators.

7.2.3  Account Delegation. While giving your authenticator to
someone else is possible, it only allows account delegation to one
person at a time and does not work remotely [43, 44, 57]. As FIDO2
supports the registration of multiple authenticators for a single ac-
count [69], we argue that account delegation can become a strength
of FIDO2 rather than a weakness once online services start using
this feature.

7.2.4  Platform Authentication. Our study confirms that the main
weakness of platform authentication is the use on multiple clients
[43]. While FIDO?2 allows users to add multiple authenticators per
account, the individual registration of all devices for each account
imposes an additional burden on users. Furthermore, it does not
work in special authentication environments, e.g., public computers
in a library where roaming authentication would be better suited.

Platform authentication requires trusting the involved hardware
components to handle the key material. Even if the involved pro-
tocols and components are proven secure, they are often imple-
mented as blackboxes, and some TPMs had vulnerabilities in the
past [37, 49]. Many users mistrust such novel, unfamiliar technolo-
gies [23, 43, 44, 51, 57, 66], which is a dealbreaker for the acceptance
of an authentication method. One potential solution is better educa-
tion on how platform authentication, FIDO2, and public-key-based
authentication methods work.
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7.2.5 Roaming Authentication. The primary weaknesses of roam-
ing authentication are by design: Roaming authenticators require
additional hardware that users have to purchase [11, 23, 44], they
have to be carried around [23, 44, 51, 57], and they can be lost, de-
structed and stolen [23, 43, 44, 51, 57]. These weaknesses can also
apply to smartphones as physical devices, but more participants in
Group R described these issues, indicating that the perceived risk
is higher for roaming authentication. Furthermore, smartphones
can mitigate these issues, which is infeasible with the limited capa-
bilities of roaming authenticators: Some smartphone vendors allow
users to locate their smartphones, such as via Apple Find My [4] or
Android Find My Device [35], which mitigates the consequences
of loss and theft. Additionally, platform authentication does not
cause additional deployment costs, as it runs directly on the user’s
smartphone, which most users already own [54].

7.3 Limitations

This section addresses limitations of our work as a result of our
recruitment and study design.

7.3.1 Task Instruction. Our instructional videos ensured that all
participants had a basic understanding of passwordless authentica-
tion, resulting in a study sample that is likely better informed about
FIDO2 than today’s general public. This limits the ecological valid-
ity of our results for the first-time user experience of users unaware
of passwordless authentication. A previous user study by Lassak et
al. showed, however, that basic user training can address such mis-
conceptions of first-time users [43]. In contrast, usability problems
in the day-to-day user interaction of FIDO2 cannot be solved with
education alone and are thus a more interesting scenario for our
study. We argue that briefing our participants supports studying
the usability of FIDO2 for informed lay users, which is increasingly
representative given the ongoing proliferation of FIDO2 [46]. The
instructional videos affected Group P and Group R in the same way,
as both of our study groups watched identical videos except for the
details of platform and roaming authentication. Thus, our partici-
pants all had identical conditions, allowing for fair comparison in
our between-groups design.

7.3.2  Recruitment. Our sample was comparatively young, with
a larger-than-average share of students and most participants in
the 20-39 age range. Furthermore, not compensating participants
for their participation in our study may have introduced a skew
towards participants who are wealthy enough to participate in
lab studies for free. Overall, our sample shows a slight deviation
from the average population in terms of demographics but, as we
argue, without significant effect on the measured items. Rather
than selectively sampling participants to achieve a representative
distribution, we instead controlled for factors potentially affecting
usability and acceptance (Section 5.4). Additionally, our instruc-
tional videos helped balance prior knowledge, further mitigating
the effects of our unfiltered sample. Neither our control variables
nor age correlated significantly with usability or acceptance. While
our sample only includes 10 participants (11%) older than 50, there
have been related usability studies focusing on older adults’ (older
than 60) interaction with roaming authentication [19].
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7.3.3  Mobile Operating System. We conducted our study on Apple
i0S, which at the time of our study represented the most popular
mobile operating system in North America [64]. As the FIDO2
user interaction is the same on iOS and Android, except for the
wording and illustration in the web browser prompts in Safari
and Chrome, we argue that our results also generalize to Android
smartphones. Furthermore, none of the strengths, weaknesses, or
adoption decisions stated by our participants directly relate to iOS
but are equally relevant to FIDO2 on Android.

7.4 Outlook and Future Work

Before concluding our work, we dare alook into the future of FIDO2
and provide recommendations for future research, as well as for
the FIDO Alliance and FIDO2 users.

7.4.1  User Education. Introducing our participants to the basics of
passwordless authentication and the setup of FIDO2 might have led
to improved usability compared to related studies, which should
encourage the FIDO Alliance and website operators to strive for
better FIDO2 education for the general public. Nevertheless, we
found that our participants described several weaknesses that are
actually solvable with mechanisms of the FIDO2 standards, e.g.,
account delegation or authenticator reset. The FIDO Alliance should
prioritize explicitly informing users about these mechanisms of
FIDO2 to mitigate such misconceptions [43], e.g., they could publish
videos similar to our instructional videos (Section 4.2).

7.4.2  Compatibility. Our study shows that users consider a vari-
ety of client devices (e.g., laptops, smartphones, smart TVs, game
consoles, wearables) when reflecting on their authentication use
cases. As a consequence of our work, future authentication methods
should be compatible with versatile authentication environments
to qualify for the users’ needs.

7.4.3  Platform vs. Roaming. Proper consideration of other FIDO2
weaknesses requires adding technical solutions to the FIDO2 stan-
dards or developing improved authenticators. For future research
and industry, we encourage improving platform authentication
because its main weaknesses (Section 6.2.2) are more easily address-
able than those of roaming authenticators (Section 6.2.3).

Similarly, we suggest that relying parties (i.e., website operators)
expand support for FIDO2 authentication. All modern smartphones
support FIDO2 platform authentication nowadays, so FIDO2 is a vi-
able second factor in addition to passwords or even a suitable single
factor replacing passwords. Users can benefit from FIDO2’s easy-
to-use and secure authentication flow without too much overhead
for website operators, as FIDO2’s browser API is straightforward
to implement. By relying on platform or roaming authentication,
website operators also avoid storing users’ passwords, eliminating
a potential liability in case of data breaches.

A combination of smartphone platform authentication with the
ideas of using smartphones as roaming authenticators for external
devices [52, 57] would be promising to address most weaknesses
identified in this study. For instance, Apple has announced passkeys
for iOS 16 [5], replacing Touch ID for the Web as the iPhone’s
FIDO?2 platform authenticator [8].

Passkeys are FIDO2 key credentials that are synchronized be-
tween the user’s Apple devices. The usability results of our study
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regarding FIDO2 platform authentication with Touch ID also ap-
ply to passkeys. Furthermore, passkeys address several platform
authentication-related weaknesses identified for Touch ID, e.g., al-
lowing the use of passkeys on multiple clients and enabling users
to authenticate on other Apple devices (by connecting their own
Apple device as a roaming authenticator). Additionally, the syn-
chronization of passkeys in the iCloud Keychain simplifies FIDO2
account recovery. While passkeys are a promising solution within
the Apple environment, the FIDO Alliance should strive for an
open system that is usable on all platforms independent of a single
vendor’s infrastructure.

8 CONCLUSION

We conducted a between-groups lab study (N=87) of FIDO2 pass-
wordless authentication, comparing roaming and platform authenti-
cation on smartphones. Our main goal was to identify the strengths
and weaknesses of passwordless authentication on smartphones
as perceived by lay users, focusing on account-specific adoption
barriers. Our key findings for each research question are as follows:

RQ1. "What is the usability and acceptance of FIDOZ2 passwordless
authentication using platform and roaming authentication on smart-
phones?” Both platform and roaming authentication show the po-
tential of satisfactory day-to-day usability on smartphones, but less
common events such as device malfunctions, account recovery, and
account delegation impair the experience. Overall, users slightly
prefer platform authentication.

RQ2. "What benefits and concerns do users consider when using FIDO2
passwordless authentication on smartphones?" Users appreciate plat-
form and roaming authentication as simple and secure password
replacements without the overhead of memorizing and managing
passwords for each account. The primary weakness identified by
users is the loss/theft/destruction of the authenticator and the asso-
ciated burden of revoking and recovering access to each account.
For roaming authentication, users criticize having to carry an ad-
ditional device. In contrast, for platform authentication, users are
concerned with accessing their accounts on other client devices
and technical problems with the biometric sensor.

RQ3. "Which account types do users want to secure using FIDO2
passwordless authentication on smartphones?” While most users are
likely to adopt passwordless authentication for their accounts, users
prioritize usability, security, and availability differently depending
on the account type. As a result, the weaknesses of passwordless
authentication turn into dealbreakers for specific account types and
usage patterns. Participants generally preferred platform over roam-
ing authentication for non-sensitive accounts or frequently used
accounts due to the excellent availability and the fast authentication
time of the smartphone’s integrated platform authenticator. Con-
versely, participants preferred roaming authentication for sensitive
or rarely used accounts. Some users reject passwordless authenti-
cation for shared accounts as they do not see an option to delegate
access to other users. Overall, most users prefer passwordless au-
thentication for sensitive accounts. However, despite the usability
benefits, some do not fully trust the technology and would therefore
only use it for non-sensitive accounts.

CHI 23, April 23-28, 2023, Hamburg, Germany

In summary, although there is no one-size-fits-all authenticator for
all account types, we recommend improving platform authentica-
tion, which has more easily addressable weaknesses than roaming
authentication.
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A DEMOGRAPHICS

In this section, we extend our participants’ descriptive data (Table 1)
with further demographic information (Table 7).

Table 7: Our participants’ demographic data. We report in-
group percentages (and frequencies), Pearson’s chi-square
test, and Cramér’s V as the effect size (ES).

Variable Group P Group R Statistic ES
(N=45) (N =42)

Female 44.4 (20) 28.6(12)

Male 55.6 (25)  71.4(30) x%(1) =2.35
Gender (3 er 0(0) 0@ p=.125 1©

No answer 0(0) 0(0)

18-19 6.7 (3) 7.1(3)

20-29 48.9(22)  69.0 (29)

R 205y _

Age 30-39 289(13)  143(6) x*(5) =494

40-49 22 (1) 00) p=.423

50-59 11.1 (5) 7.1 (3)

60-69 2.2 (1) 2.4 (1)

Still in school 4.4(2) 0(0)

Middle school 8.9 (4) 9.5 (4)

High school 37.8(17) 262(11) . .
Education  Bachelor 356(16) 452(19) X (6_) _6932'89 .09

Master 89(4)  11.9(5) p=-

Doctorate 2.2(1) 24(1)

Other 2.2 (1) 4.8 (2)

B QUESTIONNAIRE

We provide a translation of our questionnaire, with descriptive
question names for convenience. The actual questionnaire only had
non-descriptive section names ("Category 1" and so on) so as to
not influence the participants. We gave the questionnaire to the
participants in the native language of the country where we ran
the study.

UsABILITY. Please mark the answer that reflects your immediate
response to each statement. Please do not think too long about each
statement and be sure to provide an answer to all statements.
(Five responses ranging from “Strongly disagree” to “Strongly agree”)
(1) I think that I would like to use this system frequently. (2) I
found the system unnecessarily complex. (3) I thought the system

CHI 23, April 23-28, 2023, Hamburg, Germany

was easy to use. (4) I think that I would need the support of a
technical person to be able to use this system. (5) I found the various
functions in this system were well integrated. (6) I thought there
was too much inconsistency in this system. (7) I would imagine
that most people would learn to use this system very quickly. (8) I
found the system very cumbersome to use. (9) I felt very confident
using the system. (10) I needed to learn a lot of things before i could
get going with this system.

ACCEPTANCE. Now please evaluate the system. To do this, read each
pair of words carefully and make one cross per line.
(Five responses in between the words)

(1) Useless vs. Useful (2) Pleasant vs. Unpleasant (3) Bad vs. Good
(4) Nice vs. Annoying (5) Effective vs. Superfluous (6) Irritating vs.
Likeable (7) Assisting vs. Worthless (8) Undesirable vs. Desirable
(9) Raising Alertness vs. Sleep-Inducing

Privacy CoNCERNs. Please indicate how strongly you agree with
the following statements

(Seven responses ranging from “Strongly disagree” to “Strongly
agree”)

(1) I am concerned that companies are collecting too much per-
sonal information about me. (2) I am concerned about my privacy.
(3) To me it is important to keep my privacy intact. (4) Novel tech-
nologies are threatening privacy increasingly.

TECHNOLOGY AFFINITY. In the following questionnaire, we will
ask you about your interaction with technical systems. The term
“technical systems” refers to apps and other software applications,
as well as entire digital devices (e.g., mobile phone, computer, TV,
car navigation).
(Six responses from “Completely disagree” to “Completely agree”)
(1) T like to occupy myself in greater detail with technical sys-
tems. (2) I like testing the functions of new technical systems. (3) I
predominantly deal with technical systems because I have to. (4)
When I have a new technical system in front of me I try it out
intensively. (5) I enjoy spending time becoming acquainted with
a new technical system. (6) It is enough for me that a technical
system works; I don’t care how or why. (7) I try to understand how
a technical system exactly works. (8) It is enough for me to know
the basic functions of a technical system. (9) I try to make full use
of the capabilities of a technical system.

10S FAMILIARITY. (1) Do you use an iPhone for private or business
purposes? (Yes / No)

OPEN-ENDED QUESTIONS. (1) How would you describe your gen-
eral experience with the presented authentication method? (Free
text response) (2) Which advantages do you see in the usage of the
presented authentication method? (Free text response) (3) Which dis-
advantages do you see in the usage of the presented authentication
method? (Free text response)

AporTioN. In the following, think of a website or account that
you use yourself. Assume that the service to which this account
belongs supports the presented authentication method. How likely
is it that you would use the presented authentication method for
this account?

(For items 1-11, there are five responses ranging from “very unlikely”
to “very likely”, with an additional response for “Not available”)
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Table 8: Codebooks created during the qualitative analysis
(Section 4.6) of the open-ended text questions.

(a) Strengths
Usability (Easy to use/Intuitive) (Good for lay users) (Fast)
(Easy to setup)
Availability (One solution for many accounts) (Always available)

(No passwords) (No password creation)
(No password updates) (Easier than passwords)
(No password memorization issues)

Cognitive effort

Security
(Security less reliant on website)

(Secure) (Security less reliant on smartphone) (Privacy)

(b) Weaknesses

User experience (Slow) (Complicated for lay users) (Cumbersome)

Deployability (Costs) (Website compatibility)

Availability (Technical problems) (Something to carry)

(Empty battery) (Loss/ Destruction)

Mental models (Unfamiliarity) (Revocation/Recovery)
(Account sharing) (Technology mistrust)

(Use on multiple clients)

Security (Theft) (Coerced authentication) (Biometric security)
(Privacy concerns)
(c) General Expression
Conclusion {Good) (Good, but) (Bad, but) (Bad)
Usability (Easy to use / Understandable) (Cumbersome) (Fast)
(Complicated Safari UI)
Security (Secure) (Too easy, can feel insecure)

(Privacy concerns)

(No password memorization issues)
(Easier than a password manager)
((Needs) no passwords)

Cognitive effort

Availability (Forgetting/Loss/Theft/Destruction)

Mental models (Technology mistrust) (Important) (Innovative)

(More transparency/ information required)

(d) Adoption reasons

Importance (Sensitive accounts) (Non-sensitive accounts)

Business Stuff (Business-related accounts)

Anonymity (Accounts supposed to be anonymous)

(Accounts not used on other devices)
(Accounts mainly used on smartphone)
(Accounts used on other devices)

Multiple Devices

Account Sharing  (Shared accounts) (Accounts that are not shared)

Frequency (Rarely used accounts) (Frequently used accounts)

(Accounts where fast access is not important)
(Accounts where fast access is crucial)

Speed

Mobility (Accounts used outside of home)

Wiirsching and Putz, et al.

(1) Social network account (2) Streaming service account (3) Mes-
senger service account (4) Travel portal account (5) Gaming portal
account (6) Internet service provider account (7) Google/Apple
account (8) Private email account (9) Business email account (10)
Online shop account (11) Online banking account (12) Please briefly
explain for which accounts you would decide to use or not use the
presented authentication method. (Free text response)

2FA FaMILIARITY. Which two-factor authentication methods have
you previously used?

(1) Text messages (Checkbox) (2) TAN lists (Checkbox) (3) Code
generators (Checkbox) (4) Smartphone apps (Checkbox) (5) Hard-
ware keys (Checkbox) (6) Other: (Free text response)

DEMOGRAPHICS. (1) Please state your gender. (Male / Female / No
answer / Other) (2) How old are you? (10-19/20-29 / 30-39 / 40-49 /
50-59/60-69/ 70-79 / > 80) (3) Please state your highest educational
degree: (Still in school / Middle school / High school / Bachelor’s
degree / Master’s degree or Diploma / Doctorate / Other) (4) Please
state your area of work or area of studies. (Free text response) (5) Is
there anything else you would like to tell us? (Free text response)

C CODEBOOKS

This section lists the codebooks (Table 8) that we created during
the qualitative analysis of the four open-ended text-questions.
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Abstract. The FIDO2 standards for strong authentication on the Inter-
net define an extension interface, which allows them to flexibly adapt to
future use cases. The domain of establishing new FIDO2 extensions, how-
ever, is currently limited to web browser developers and members of the
FIDO alliance. We show how researchers and developers can design and
implement their own extensions for using FIDO2 as a well-established
and secure foundation to demonstrate innovative authentication concepts
or to support custom deployments. Our open-source implementation tar-
gets the full FIDO2 stack, such as the Chromium web browser and hard-
ware tokens, to enable tailor-made authentication based on the power
of the existing FIDO2 ecosystem. To give an overview of existing exten-
sions, we survey all published FIDO2 extensions by manually inspecting
the source code of major web browsers and authenticators. Their current
design, however, hinders the implementation of custom extensions, and
they only support a limited number of extensions out of the box. We
discuss weaknesses of current implementations and identify the lack of
extension pass-through as a major limitation in current FIDO2 clients.

Keywords: Security - Authentication - Key Management - Hardware
Token - Passwordless - WebAuthn

1 Introduction

Stronger forms of authentication than passwords can protect online accounts
from phishing attacks and mitigate the impact of data breaches. The FIDO2
standards [8] are now implemented in all major web browsers and allow users to
securely log in to websites without passwords, using either a hardware security
key (e.g., a YubiKey [28]) or a built-in authenticator in modern smartphones
or laptops. Website operators can easily implement support for FIDO2 using
the WebAuthn JavaScript API [25], which also supports custom extensions to
implement special use cases.

Extensible web standards such as X.509 [2] or TLS [3] have played a key role
during the advancement of the Internet so far. A standards organization such as
the IETF cannot predict all possible future use cases of the standard beforehand,
but custom extensions provide flexibility to the otherwise fixed specification and
prevent fragmentation via the creation of new competing standards to satisfy

50 F. Putz, S. Schén, M. Hollick (2021) Future-Proof Web Authentication: Bring Your Own
] FIDO2 Extensions. In: 4th International Workshop on Emerging Technologies for Au-
thorization and Authentication. ETAA 2021. LNCS 13136. Springer, Cham, pp. 17-32,
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new use cases. The behavior of a protocol can then be modified without the
effort to get the modifications accepted into the main standard.

Why extend FIDO2? At its core, FIDO2 is a well-established and secure
platform for accessing public-key credentials, with little restrictions imposed on
the authenticator. In the future, however, innovative authentication approaches
might require modifications to the standard, e.g., by transmitting or receiving
additional information to the authenticator. FIDO2 extensions can be used to
support new uses cases, implement additional features, and mitigate shortcom-
ings of the standard.

The potential of FIDO2 extensions becomes clear by looking at the exten-
sions that have been proposed so far: A major weakness of FIDO?2 is the lack
of efficient recovery options, which has been criticized in previous user stud-
ies [15,5,1]. Yubico proposed a new FIDO2 extension to address this problem,
by implementing an efficient way to automatically register backup credentials,
which can be used in case the authentication token gets lost [30].

Developers and researchers can also use FIDO2 extensions to prototype and
demonstrate new authentication designs within the existing FIDO2 ecosystem
on real-world web browsers. Companies can use FIDO2 extensions to adapt the
protocol for tailor-made authentication in internal deployments.

Web browsers, however, currently do not support any third-party FIDO2 ex-
tensions. Furthermore, there is no clear development path to implement custom
extensions in current web browsers. Even FIDO2 extensions which do not require
any special processing by the web browser need explicit browser support instead
of automatically being forwarded to the authenticator. Although extensions are
an important part of any standard, the extensibility of the FIDO2 standards un-
fortunately has not received much attention as of today. This calls for a detailed
analysis of FIDO2 extensions:

— As our core contribution, we show how to design and implement tailor-
made authentication based on the power of the existing FIDO2 ecosystem
(Section 5). Our source code and additional documentation is available at
https://seemoo.de/s/fido2ext.

— We survey all publicly known FIDO2 extensions by manually inspecting
the source code of major web browsers and authenticators. (Section 3 and
Section 4).

— We describe limitations of current FIDO2 extension implementations and
identify the lack of extension pass-through as a major weakness that inhibits
the development of innovative FIDO2 extensions (Section 6).

2 Background

2.1 FIDO2

Strong and passwordless authentication has been standardized by the FIDO
industry alliance and the World Wide Web Consortium (W3C) in form of the
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FIDO2 standards [8]. The top part of Figure 1 shows the FIDO2 system model,
consisting of relying party (RP), client, and authenticator. In essence, FIDO2 is a
challenge-response protocol, which RPs such as websites can use to access public
key credentials, managed for the user by an authenticator. The authenticator can
be embedded into the client device or attached as an external hardware token
via USB, NFC, or Bluetooth. It mainly supports the following two operations:

1. authenticatorMakeCredential: The authenticator generates a new key
pair, binds it to the requesting RP, and returns the public key and op-
tionally an attestation signature. Websites use this operation to implement
account registration.

2. authenticatorGetAssertion: The authenticator returns an assertion signa-
ture over a challenge from the RP. Websites use this operation to implement
account login.

The client (e.g., a web browser) forwards the RP’s requests to the authentica-
tor, which stores all key material. FIDO2 consists of two specifications, WebAu-
thn (Web Authentication) [25] and CTAP (Client to Authenticator Protocol) [6],
which succeed the older Universal 2nd Factor (U2F) standard [7]. All major web
browsers implement FIDO2 [17] and there exists a large ecosystem of commercial
hardware tokens, e.g., Yubico’s YubiKey [28].

2.2 FIDO2 Extensions

The FIDO2 authentication protocols WebAuthn and CTAP2 can be extended to
support special use cases. Figure 1 shows the general protocol flow of a FIDO2
extension, as specified by §9 of the WebAuthn specification [25]. The RP initi-
ates an extension request with the client, which then processes the request and
responds to the RP. WebAuthn distinguishes between different types of exten-
sions. An extension is always a client extension, as it involves communication
with the client. The extension specification defines the form of the JSON client
extension input/output and what kind of client extension processing the client
needs to perform to transform the inputs to the outputs.

If the extension also involves processing on the authenticator, it is addition-
ally an authenticator extension and defines the form of the concise binary object
representation (CBOR) authenticator extension input/output and what kind of
authenticator extension processing the authenticator needs to perform to trans-
form the inputs to the outputs. In this case, the client also needs to know how to
convert the JSON client extension input to the CBOR authenticator extension
input, and how to convert the CBOR authenticator extension output back to the
JSON client extension output.

FIDO2 extensions also are registration extensions and/or authentication ex-
tensions, depending on which part of the protocol they affect. We describe further
implementation details in Section 5.

Each FIDO2 extension has an extension identifier string, which can be regis-
tered in the IANA “WebAuthn Extension Identifiers” registry [12]. This registry
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Fig. 1. Protocol flow of FIDO2 extensions. Extensions can communicate between RP,
client, and authenticator (top). An extension is always a client extension (middle) but
can also additionally be an authenticator extension (bottom).

has been defined and established by RFC 8809 [11] and contains an up-to-date
list of all currently registered WebAuthn extension. We describe all currently
available FIDO2 extensions in Section 3.

Authenticators supporting CTAP 2.1 must implement the hmac-secret ex-
tension and the credProtect extension if they support some form of user verifi-
cation (§9 in CTAP2 [6]). Clients can use the CTAP authenticatorGetInfo
method to detect which extensions an authenticator supports. We give an
overview of which FIDO2 extensions are supported by popular browsers and
authenticators in Section 4.

2.3 Extension Pass-Through

In general, clients and authenticators do not need to support any WebAuthn ex-
tensions and can simply ignore them as they are all optional. RPs must therefore
be prepared to deal with any subset of requested extensions being ignored, as
this must never fail the WebAuthn transaction. To increase compatibility with
unknown extensions, clients can choose to directly pass through extension inputs
to the authenticator and outputs to the RP, without any additional client pro-
cessing. The WebAuthn standard defines conversion rules between JSON and
CBOR to facilitate this [26]. Authenticators must be prepared to ignore such
inputs in case such a direct pass-through results in invalid inputs.
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To increase compatibility, extensions that do not require special client pro-
cessing should define the authenticator input and outputs in such a way that
direct pass-through results in semantically correct values. Clients that imple-
ment pass-through facilitate innovation as they allow extensions to work when
only the authenticator explicitly supports them.

3 Survey: Existing FIDO2 Extensions

Our survey on FIDO2 extensions consists of two parts: (1) This section is the
first part, where we identify all extensions that have been published so far. (2)
Section 4 is the second part, where we determine which clients and authenticators
support these extensions. Table 1 shows the results of our survey.

Most extensions are specified in the FIDO2 standards themselves (“standard
extensions”), such as the hmac-secret extension for using a symmetric key with
a FIDO2 credential [6]. Additionally, there are three non-standard extensions
which are not specified in the official FIDO2 standards. First, there is Yubico’s
recovery extension [30], which has a separate specification but no web browser
implementation yet. Second, there is Google’s caBLE extension [19], which is part
of the Google Chrome browser but has no public specification. Third, there is
the googleLegacyAppIldSupport extension [13], which is implemented in some
browsers but has no formal specification yet. We briefly introduce the standard
extensions and then go over the non-standard extensions in more detail, as they
are currently less well-known.

3.1 Standard Extensions

We refer to the extensions defined in the FIDO2 standards as standard exten-
sions. At the time of writing, the IANA registry [12] contains eight registered
extension identifiers, which are all specified in WebAuthn Level 1 [24]. WebAu-
thn Level 2 defines three additional extensions and also plans to register them
(§12.4 in [25]). Furthermore, CTAP 2.1 defines five extensions and plans to regis-
ter them as well (§14.1 in [6]). One of them is the hmac-secret extension, which
allows requesting a symmetric secret from an authenticator to encrypt and de-
crypt user data. This extension can support new use cases where a static secret is
necessary, such as disk encryption or unlocking password managers like KeePass.
The other standard extensions enable features such as compatibility with legacy
Universal 2nd Factor (U2F) credentials, specifying a credential protection pol-
icy, or storing arbitrary data associated with a credential. The FIDO2 standards
contain further information on each extension as well as a formal specification.

3.2 Recovery Extension (Yubico)

Recovery and backups still are open problems within the FIDO2 standards, as
the current best practice of manually registering multiple tokens on each RP has
low usability. Yubico aims to solve this problem using the recovery extension,
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which currently has a draft specification available online [30]. This extension
allows automatically registering a backup authenticator for recovery purposes
without needing to have the backup authenticator physically available at the
time of registration, so that it can be permanently stored at a secure location.
Their proposal is based on a key agreement scheme where the primary authenti-
cator generates nondeterministic public keys, but only the backup authenticator
can derive the corresponding private keys. This enables a usable recovery process
while maintaining the FIDO2 privacy protections of unlinkable public keys. Fry-
mann et al. generalized the procedure to Asynchronous Remote Key Generation
(ARKG) and proved the cryptographic security of such protocols [9].

3.3 CaBLE Extension (Google)

Google proposed caBLE (Cloud-Assisted Bluetooth Low Energy), which allows
using a smartphone as a FIDO2 roaming authenticator via BLE [19,20]. The
caBLE protocol consists of two phases: A pairing phase using a QR code, which
encodes a nonce to derive key material. Afterwards, the smartphone broadcasts
advertisements via BLE, which the web browser recognizes to initiate a hand-
shake phase to establish a CTAP2 channel. There is no public specification
available for caBLE and it is currently implemented only in the Chrome web
browser and in Android smartphones via the proprietary Google Play Services.
The Chromium implementation hints at a WebAuthn registration extension with
client input cableRegistration and an authentication extension with client in-
put cableAuthentication. The communication with the smartphone is not im-
plemented using the standard FIDO2 extension API, but using a custom CTAP2
transport instead.

3.4 GoogleLegacyAppldSupport Extension (Google)

Google proposed the googleLegacyAppIdSupport extension [13] to provide com-
patibility with some Android factory images, which only support the U2F
JavaScript API and cannot be patched with WebAuthn support. Google Chrome
plans to deprecate the U2F API, but credentials created using WebAuthn are
normally not backwards compatible with the U2F JavaScript API. This exten-
sion allows creating WebAuthn credentials which work with both WebAuthn and
U2F, by using a hard-coded U2F AppID specific to Google Accounts, limited to
*x.google.com domains.

4 Survey: Compatibility of FIDO2 Extensions

While the first part of our survey identified all currently known FIDO2 exten-
sions, this section contains the second part of our survey, where we determine the
client and authenticator support for all FIDO2 extensions. Since it is standard
compliant for a client to ignore any extensions, the currently available feature
trackers for web browser WebAuthn implementations do not indicate support
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Table 1. FIDO2 extension compatibility as of July 2021.
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for individual extensions. Table 1 gives an overview of FIDO2 extension support
for popular web browsers, client libraries, and authenticators. In the following,
we explain our methodology and results in more detail.

4.1 Web Browsers

There is no automatic way to query all extensions supported by a web browser, so
we need to manually inspect each browser’s source code to see which FIDO2 ex-
tensions they implement. We checked the Chromium source code! (which forms
the base of Google’s Chrome browser and Microsoft’s Edge browser), the Gecko
source code? (which corresponds to Mozilla’s Firefox browser), and the WebKit
source code® (which forms the base of Apple’s Safari browser). Table 1 shows

1 Chromium version canary 93.0.4570.0 — Google Chrome 93, Microsoft Edge 93.
2 Gecko version version nightly 91.0al — Mozilla Firefox 91.
3 WebKit version 611.2.7.1 — Apple Safari 14.1.1.
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all WebAuthn and CTAP2 extensions currently supported by these browsers.
Chrome supports 11 FIDO2 extensions, including the non-standard caBLE ex-
tension, while Firefox and Safari only support two extensions each. All browsers
support the appid extensions for compatibility with legacy U2F credentials.

Extension pass-through is an important feature that allows FIDO2 clients
to transparently forward extension inputs and outputs between RP and authen-
ticator, even for unknown extensions. The WebAuthn specification notes that
extension pass-through can “facilitate innovation, allowing authenticators to ex-
periment with new extensions and RPs to use them before there is explicit sup-
port for them in clients.” [26]. While inspecting the web browser source codes,
however, we noticed that no web browser currently supports extension pass-
through. This makes it very difficult to establish custom extensions, as users
will not be able to use them.

4.2 Client Libraries

Yubico’s python-fido2 library [27] can be used to implement custom FIDO2
clients that interface with CTAP authenticators. It currently supports six FIDO2
extensions as of version 0.9.1. This library is especially interesting for researchers
and developers as it provides an easy interface for implementing custom CTAP2
extensions. Yubico also provides the C library 1ibfido2 [29] for interacting with
FIDO2 authenticators, with bindings available to many other languages. This
library supports four different FIDO2 extensions as of version 1.7.0.

4.3 Authenticators

To query the extensions supported by different FIDO2 authenticators, we use the
authenticatorGetInfo CTAP2 request to retrieve a list of supported extensions
in the extensions response field. As not all extensions are specified to announce
themselves this way, we also manually inspect the authenticator’s source code if
available. We looked at Yubico’s YubiKey 5 NFC, YubiKey 5C NFC, the open
source Solo* C implementation (which powers the SoloKey, the NitroKey, and
the OnlyKey), and Google’s open source OpenSK? authenticator implementation
written in Rust. All tokens only support the credProtect and the hmac-secret
extensions.

In addition to these roaming authenticators, it is also possible to use plat-
form authenticators. Microsoft provides Win32 headers for communicating with
the Windows Hello platform authenticator and with roaming authenticators in
general [18]. The actual implementation of these APIs is proprietary, but devel-
opers can use these headers to support FIDO2 authentication on Windows. As
of WEBAUTHN_API_VERSION_3, Windows implements three FIDO2 extensions. It
also partially implements hmac-secret, but obtaining the secret is not supported
yet.

4 Solo version 4.1.2.
5 OpenSK version 1.0.0.
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4.4 Summary

The survey in the last two sections shows that FIDO2 extensions have the po-
tential to solve major weaknesses of the FIDO2 standards, such as the lack of
efficient recovery options. Support of these extensions by web browsers, clients,
and authenticators is currently weak, however, as shown in Table 1. Some ex-
tensions defined in the FIDO2 standards have no support at all. Extension pass-
through would improve the compatibility of FIDO2 clients with current and
future FIDO2 extensions, which would facilitate researchers and developers to

create their own extensions, to add new features or to solve shortcomings of
FIDO2.

5 Design and Implementation of Custom Extensions

In order to showcase the possibilities of FIDO2 extensions and the required steps
to implement one, we define a proof-of-concept extension that we implement on
all parts of the FIDO2 stack: RPs (web applications), clients (browser and non-
browser), and authenticators. Implementing a custom FIDO2 extension is not
straightforward and often undocumented, so we try to facilitate the process for
other researchers and developers. We start by defining our extension and then
describe the process of implementing this extension for each affected component.
Our source code as well as supplemental material is available online®.

There are two primary requirements for our proof-of-concept extension.
First, it should use all capabilities that FIDO2 extensions offer, namely inputs,
outputs, and usage in both registration (makeCredential) and authentication
(getAssertion). Second, it should be simple in order to allow readers to focus
on the implementation of an extension in general instead of the functionality of
our example. Thus we choose to define and implement the greeter extension,
which implements a concept that is well known in communications.

Definition 1 (Greeter Extension). The greeter extension is an authentica-
tor extension, which allows the authenticator to respond to the RP with a greet-
ing message. We define an input string, which is the name of the sender (e.g.,
“John”). We also define an output string, which is the greeting message (e.g.,
“Hello John”). This extension requires no special client extension processing,
as the client can simply pass through all inputs/outputs to/from the authentica-
tor. The authenticator extension processing consists of constructing the greeting

message from the input string and returning it. Our greeter extension uses the
identifier greeter in both CTAP and WebAuthn.

5.1 Relying Party

The RP initiates the FIDO2 authentication protocol and can include exten-
sions in its requests. To demonstrate this, we implement our FIDO2 exten-
sion in a proof-of-concept web application, which uses the native browser

6 Online repository with our source code and additional documentation on how to
implement your own FIDO2 extensions: https://seemoo.de/s/fido2ext
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JavaScript WebAuthn APIs supported by all modern browsers [16]. The pro-
cess of using extensions for registration (makeCredential) and authentication
(getAssertion) is very similar. To register a credential using the browser API,
we use navigator.credentials.create(). This function takes a parameter
object with the publicKey member in case of WebAuthn.

The publicKey object accepts an extensions attribute that contains
the extension identifier including inputs: extensions: {"greeter": "John"}.
In this case we do not use a backend to generate the challenge and var-
ious other values. In practice, those values should not be computed on
the client side. After the extension was successfully processed by browser
and authenticator, the outputs of the extension can be accessed using
credential.getClientExtensionResults (), which returns an object with the
extension identifiers as keys and the respective extension outputs as values.

5.2 Web Browser

Web browsers are the most common FIDO2 client and are next in the FIDO2
stack. They receive the authentication request from the RP and communicate
with the authenticator. As web browsers do not currently support FIDO2 exten-
sion pass-through, we need to modify the browser to support our custom exten-
sion. We have implemented the greeter extension in the Chromium browser,
as it is the foundation of the most popular web browser on the market, Google
Chrome. Unfortunately, Chromium does not implement FIDO2 extension sup-
port in a modular way, which means that we need to modify different components
of the browser stack in order to implement support for our greeter extension.
Chromium does not provide any documentation for this, so we had to find out the
correct approach by inspecting the implementation of other FIDO2 extensions
in the source code.

Figure 2 shows how Chromium processes and sends FIDO2 extensions to
authenticators. Let us assume a web application with the JavaScript code de-
scribed in the previous section. Chromium’s rendering engine Blink contains
the V8 JavaScript engine, which runs this code and dispatches the command
navigator.credentials.create() to the corresponding Blink module imple-
menting this Web Platform API. This command is part of the general Credential
Management API?, which gets called first. This gets treated as a WebAuthn re-
quest in CredentialsContainer: :create(), because we specified publicKey
in the code above.

The JavaScript request contains a parameter object following
the PublicKeyCredentialCreationOptions WebIDL specification.
This object also contains the client extension inputs according to
AuthenticatorExtensionsClientInputs, which we need to modify to
include our own extension input. In Chromium, these parameters from

JavaScript get converted into Mojo structures in authenticator.mojoms,

" Chromium Credential Management API (Blink):
third_party/blink/renderer/modules/credentialmanager/
8 Chromium WebAuthn Mojo (Blink): third_party/blink/public/mojom/webauthn/
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Fig. 2. Chromium’s FIDOZ2 client implementation, showing the data and processing
flow for sending extensions to an authenticator.

which are used for IPC between different parts of Chromium. In our case,
the relevant Mojo structure is PublicKeyCredentialCreationOptions. We
need to change both the Mojo structure and the converter from IDL to Mojo.
Afterwards, the call arrives at AuthenticatorCommon::MakeCredential ()
inside Chromium’s content layer?. We need to modify this function to
include our extension as a RequestExtension. This function then calls the
MakeCredentialRequestHandler inside Chromium’s device layer'®. We
modify the CTAPMakeCredentialRequest, which converts our request into a
CTAP message. Afterwards, this gets sent to the authenticator, which responds
back to us.

The response path is similar and traverses back to the content layer and
finally to the Blink layer, where the client extension output gets converted into
the WebIDL AuthenticationExtensionsClientOutputs and passed back to
the V8 JavaScript engine.

9 Chromium Web Authentication (content): content/browser/webauth/
10" Chromium CTAP (device): device/fido/
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5.3 Client Library

Besides browsers, it is also possible to implement a FIDO2 client in desk-
top applications. The python-fido2 library [27] by Yubico provides the client
functionality to communicate with an authenticator using CTAP2 in Python.
Although not officially documented, the library can be extended with cus-
tom FIDO2 extensions due to its modular design. We have implemented
our custom extension by inheriting from the Ctap2Extension class, which
is located in fido2/ctap2/extensions.py. There are two abstract methods,
process_create_input and process_create_output, which need to be im-
plemented in order to use extension inputs and outputs. The subclass does
not have to be registered anywhere, as Fido2Client considers all subclasses
of Ctap2Extension when parsing a request or response.

5.4 Authenticator

The final component involved in FIDO?2 is the authenticator. When implement-
ing a FIDO2 extension, there are a number of open source hardware security
token implementations available that we can build on:

— SoloKeys Solo 1 [21]
— SoloKeys Solo 2 [23]
— Google OpenSK [10]

While Solo 2 is still in early development and thus might not be suitable
yet, Solo 1 and OpenSK are in a state that can be used to implement cus-
tom extensions. We have implemented the greeter extension in Solo 1, but
describe the process for both Solo 1 and OpenSK. Neither project has a modu-
lar software architecture for implementing FIDO2 extensions, as all extensions
are hard-coded at different code locations across the CTAP stack. Solo 1, how-
ever, provides documentation on how to implement custom extensions [22]. For
OpenSK, we figured out the correct approach by inspecting the implementation
of other FIDO2 extensions in the source code. In general, when implementing
an extension for an authenticator, three modifications are required independent
of the CTAP implementation:

— Announcing the support for the extension in the CTAP 2 getInfo function.

e In Solo: ctap_get_info().

e In OpenSK: process_get_info().

— Parsing and processing the extension inputs.

e In Solo: struct CTAP_extensions, ctap_parse_extensions().

e In OpenSK: struct MakeCredentialExtensions,
MakeCredentialExtensions: :try_from(),
create_make_credential_parameters_with_cred_protect_policy().

— Building the extension outputs.
e In Solo: ctap_make_extensions().
e In OpenSK: process_make_credential().
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6 Discussion

6.1 Extension Pass-Through

In the previous sections, we showed that FIDO2 extensions can address short-
comings of the current FIDO2 standards and allow them to easily adapt to new
use cases. In practice, the applicability of FIDO2 extensions is limited due to
browser design decisions. In order to facilitate the development and usage of in-
novative FIDO2 extensions, we argue that web browsers should pass-through un-
known extensions to authenticators, as the WebAuthn specification suggests [26].

Some custom FIDO2 extensions might pose the risk of exposing too much
fine-grained data to RPs, which would allow them to discriminate between au-
thenticators. This is the reason why Chromium does not support the official uvi
and uvm extensions [14]. This potential problem can be approached by letting the
user opt-in to pass-through custom FIDO2 extensions, e.g., via a configuration
option in chrome://settings/securityKeys or via the permission API that is
already used for camera or microphone access.

6.2 Supporting FIDO2 Extensions via Browser Extensions

Apart from supporting pass-through, web browsers can also facilitate the de-
velopment of innovative FIDO2 extensions by making it easier to implement
them. As we have shown before, Chromium’s support for FIDO2 extensions is
currently hard-coded in many different parts of the browser stack. This could be
improved using a modular architecture. Another interesting approach would be
to allow implementing custom FIDO2 extensions as regular web browser exten-
sions. Chromium already has an extensive web extensions API, which could be
extended with an API for FIDO2 extensions. This would also facilitate the use
case of internal company deployments, as it is already possible in an enterprise
setting to provision web browsers with a set of extensions.

6.3 Outlook

Without support for custom FIDO2 extensions in web browsers, it is unlikely
that FIDO2 extensions will be utilized to a similar extent than X.509 or TLS
extensions (see Section 7). The domain of developing new FIDO2 extensions cur-
rently is rather limited to developers of web browsers or members of the FIDO
Alliance, like Google is already doing with their caBLE extension. Third-party
developers have difficulties of implementing and testing their custom FIDO2
extensions in web browsers. In practice, the primary use case of custom exten-
sions is probably not the public Internet but rather internal deployments with
a limited target audience. In this case, the argument of possible authenticator
discrimination is not applicable anymore as these internal deployments already
have custom authentication policies in place.

The previously mentioned restriction on the usage of custom extension might
also explain the limited support for implementing custom extensions in FIDO2
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authenticators and clients. Documentation is often limited, if available at all. The
software architectures are not designed to be modular with regards to FIDO2
extensions. One instance of a well designed modular extension architecture is
the python-fido2 client library, although it still requires modification of the
internal source code and lacks public documentation.

7 Related Work

FIDO?2 is not the first protocol that allows the definition of extensions in order
to extend the capabilities of the specified protocol. There are a number of other
protocols or data formats that support extensions and successfully integrate
them in real world usage, two of which we describe in more detail:

— X.509 Certificates: In the context of public key infrastructures, the use
of X.509 [2] certificates is very common. X.509 allows the inclusion of ad-
ditional fields in certificates, revocation lists, etc. through extensions. In
practice, these extensions are heavily used to address issues that cannot be
solved using the specification alone. An example is the subject alternative
name extension, which allows the declaration of additional identities of the
certificate subject, as the basic certificate only allows a common name.

— TLS: The transport layer security protocol provides a secure communication
layer for otherwise insecure protocols such as HTTP. Since TLS 1.2 [3],
additional data can be communicated in the handshake of the protocol using
extensions [4]. These can, for example, be used to let clients specify the
domain of the requested resources in addition to the IP address using the
server name indication extension. In the modern web, servers often do not
only serve a single domain but a number of domains. If different certificates
are used for the different domains, the server cannot know which certificate
to include in the response without the server name indication extension.

In summary, extensible protocols are easier to adapt to new use cases, which
prevents fragmentation. This is especially important for authentication protocols
such as FIDO2, which so far have not managed to get widespread adoption to
replace passwords.

8 Conclusion

In this paper, we showed that the extensibility of the FIDO2 standards is an im-
portant feature to remain flexible and future-proof. We demonstrated how to de-
sign and implement new FIDO2 extensions in web browsers, client libraries, and
authenticators. This allows researchers and developers to use the existing FIDO2
infrastructure as a secure foundation for custom authentication deployments or
for demonstrating new authentication approaches with real-world browsers and
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hardware. We surveyed all existing FIDO2 extensions and determined their re-
spective support by web browsers and authenticators. A small number of exten-
sions have widespread support, but most extensions have only minimal support
or no support at all.

Current FIDO2 client implementations limit FIDO2’s extensibility due to
missing features and complex software architectures. We also showed that web
browsers should (1) implement a configuration option that enables FIDO2 exten-
sion pass-through, and (2) consider extending the regular web browser extensions
API to allow implementing custom FIDO2 extensions as, e.g., Chrome exten-
sions. Both steps would empower researchers and developers to create their own
extensions.
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(b) Suddenly, you feel several strong (c) A siren sounds with a loudspeaker

tremors and notice that everything announcement: "Attention! The city

around you is shaking.

has been hit by an earthquake. Please
seek safety."

Figure 1: Crisis Scenario. This comic board introduced our participants to the assumed crisis scenario of our study, an earthquake.

We individualized the first comic (Figure 1a) by replacing your city with the participant’s city.

ABSTRACT

Using smartphone apps during crises is well-established, proving
critical for efficient crisis response. However, such apps become
futile without an Internet connection, which is a common issue
during crises. The ongoing 6G standardization explores the capabil-
ity to provide local cellular connectivity for areas cut off from the
Internet in crises. This paper introduces to the HCI community the
concept of cellular island connectivity in isolated areas, promising
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a seamless transition from normal operation to island operation
with local-only cellular connectivity. It presents findings from a
survey (N = 857) among adult smartphone users from major Ger-
man cities regarding their smartphone usage preferences in this
model. Results show a shift in app demand, with users favoring
general-purpose apps over dedicated crisis apps in specific scenar-
ios. We prioritize smartphone services based on their criticality,
distinguishing between apps essential for crisis response and those
supporting routines. Our findings provide operators, developers,
and authorities insights into making user-centric design decisions
for implementing island-ready 6G communication.
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1 INTRODUCTION

For the past 20 years, the use of social media during emergencies
and natural disasters has dramatically increased [92], thus receiving
substantial attention within the research fields of Human-Computer
Interaction (HCI) and Computer-Supported Collaborative Work
(CSCW). As more and more people own a smartphone and carry it
with them at all times [28, 105], smartphones have become a central
tool for users to cope with crisis scenarios. While social media and
dedicated crisis apps have been well-researched in the community,
e.g., by [33, 109], the role of other general-purpose smartphone
apps in crisis response has not received much attention [101]. To
motivate further efforts in this field, our first research question is:

RQ1: Which apps do citizens prefer to use for crisis-specific
use cases?

One area of concern for smartphone apps during crisis response
is that Internet outages often accompany crises, but many smart-
phone apps require an Internet connection for full functionality.
For example, the resilience strategy of the German federal network
agency considers natural disasters, large-scale cyber attacks, and
destruction during armed conflicts as threat scenarios for telecom-
munications networks [12]. In such scenarios where crisis-struck
areas are also affected by Internet outages, users cannot use smart-
phone apps that require Internet connectivity. Furthermore, cellular
services, such as emergency calls, telephony, and cell broadcasts, are
unavailable as they require connection to the cellular core network
that is most likely hosted outside the affected area.

With the upcoming standardization of the sixth-generation tech-
nology standard for cellular networks (6G), there are proposals
to distribute the core network, primarily to achieve low latencies
[19, 21, 72, 82]. However, decentralizing 6G also increases the prob-
ability that crisis-struck areas have a core network in proximity,
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which operators could use to maintain local cellular Internet con-
nectivity within the affected area. Section 3 defines such areas as
islands, as they form a self-contained network isolated from the
outside Internet, and introduces the conceptual model of island con-
nectivity. We envision users on islands using their smartphone apps
locally, giving them access to crisis-relevant apps and letting them
communicate with friends on the island. Other apps and services,
however, would not be available on islands, e.g., smartphone apps
that require remote server connections and telephony with people
outside the island. Considering the findings of our narrative review
[85], understanding the user-smartphone interaction on islands
with local cellular connectivity is an unstudied research problem.
We contribute to this field with our second research question:

RQ2: Which apps do citizens prefer to use in isolated areas
with local connectivity?

We designed and conducted a survey (N = 857) to understand
smartphone usage with island connectivity and answer research
questions RQ1 and RQ2. Section 4 discusses our study design
and sample representative of general adult smartphone users in
major German cities. Our findings indicate that there is demand
for general-purpose apps in crisis response, e.g., users prefer mes-
sengers and news apps for communication and information. We
studied which apps users prefer with island connectivity, finding a
demand increase for some apps, e.g., messengers, news, and crisis
apps, and a demand decrease for others, e.g., sports, shopping, and
travel apps. Section 5 describes our findings in detail.

Putting the vision of island connectivity into practice poses many
challenges and involves many stakeholders: Storage and compute
capabilities must be available in a distributed manner, app devel-
opers must adapt their backend communication infrastructure to
equip smartphone apps for island operation, and mobile network
operators (MNOs) must prepare 6G to transition into island oper-
ation when a crisis-struck area is disconnected from the Internet.
These efforts must be either justified by user demand or regulated
by authorities. For instance, the resilience strategy of the German
federal network agency requests that "citizens should be able to use
a certain range of basic services even in the event of widespread
[outages]" [12]. While they name emergency calls and cell broad-
casts, they do not regulate how to prioritize apps when faced with
limited capacity. Our third research question addresses this gap:

RQ3: How should operators prioritize smartphone services
in isolated areas with local connectivity?

We construct a smartphone service typology for island connectivity,
i.e., systematically classifying smartphone apps and cellular ser-
vices according to their criticality for crisis response on islands. Our
typology, discussed in detail in Section 6, distinguishes smartphone
services that are crucial for crisis response, e.g., making emergency
calls, receiving cell broadcasts, and using messengers, and those
that enable crisis routines, e.g., finance apps, social media, and
telephony. We compile our survey results and the typology into de-
sign implications that support stakeholders in making user-centric
design decisions while realizing island-ready 6G communication.
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2 RELATED WORK AND RESEARCH GAP

This section reviews related user studies and highlights research
gaps in prior work that we address in our work.

2.1 App Usage During Crises

The first decade of crisis informatics research had a strong emphasis
on social media, providing qualitative empirical case studies [83],
identifying usage and role patterns [91, 104], designing algorithms
for processing big crisis data [18, 54], and evaluating open source
and social media analytics systems for enhanced situational aware-
ness [3, 59, 60]. Many quantitative representative surveys examined
citizens’ usage patterns, perceived usefulness, and expectations to-
wards social media in crises [93] and compared perceptions across
European countries, North America, and China [94, 113].
However, considering the narrow focus of crisis informatics, re-
searchers have suggested looking beyond social media [103]. While
general-purpose apps and social media sometimes include function-
ality for community-oriented crisis response [109], multiple official
so-called crisis and warning apps have been established across
various countries of the Global North [47]. These often provide
location-based warnings and tips on how to behave before, during,
and after an emergency, and sometimes facilitate communication
with emergency services [26]. Existing qualitative representative
surveys with German citizens show increasing adoption of crisis
apps, highlighting their perceived usefulness and the importance of
different functionalities [45]. Researchers have examined the moti-
vation and usability factors for using crisis apps [36, 108], including
nudging approaches to enhance preparedness [46]. However, con-
sidering the findings of our narrative review [85], there is a lack
of research examining the citizens’ preferences for different apps
for crisis-specific use cases. We contribute to this area by studying
which apps citizens prefer to use for crisis-specific use cases and
testing the demand for non-crisis apps during crises (RQ1).

2.2 Communication Networks During Crises

Existing studies on social media and crisis apps often lack attention
to the underlying infrastructure requirements, such as energy and
telecommunications, which are especially important in isolated
areas. Not least, the 2021 Ahr Valley flooding showcased the so-
ciotechnical complexity of warnings in a developed country like
Germany. On the one hand, the acute warning period was too short;
on the other hand, communication and electricity infrastructure
failed during the floods and thus impaired further crisis communi-
cation and rescue operations [35]. Data from an online survey with
citizens reveals that 35 % of the respondents from the federal state
of North Rhine-Westphalia and 29 % from Rhineland-Palatinate did
not receive any warning, highlighting the importance of effective
administrative decision-making processes and resilient warning
systems. Of those warned, 85 % did not expect severe flooding, and
46 % reported a lack of situational knowledge on protective behavior
[111]. Another representative survey revealed that German citizens
demand behavioral instructions (83 %), information on the reason
for the failure (80 %), and the expected outage duration (78 %) from
the respective infrastructure provider [58].
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2.3 Related Notions of Island Connectivity

The idea of islands has a long history in networking and disaster
research [17, 84]. Our interpretation of an island is that a region
affected by a crisis and simultaneously disconnected from the out-
side Internet can maintain local Internet connectivity for users, e.g.,
to app servers hosted on the network edge, allowing users to con-
tinue using general-purpose apps on their smartphones. Section 3
elaborates on the conceptual model of island connectivity. In the
following, we distinguish island connectivity from related notions.

A central problem of modern ICT for crisis communication is
their dependence on centralized infrastructures [56]. Thus, it is
essential to harden centralized infrastructures against natural haz-
ards [67] and explore decentralized crisis communication. Related
proposals exist to enhance the resilience of cellular networks, e.g.,
with self-organizing small cell networks [119] or network-in-a-box
approaches [88]. These approaches are often limited to a specific
part of the cellular network or require time to set up during a cri-
sis. In contrast, island connectivity considers the entire 6G system,
and we envision that island-ready 6G can seamlessly switch to
island operation in case of a crisis. While related work studied
decentralized and disruption-tolerant networks in smart rural ar-
eas [53, 68], the prevalence of Internet of Things (IoT) devices will
be exceptionally high in smart cities, including uncrewed aerial
vehicles (UAVs), smart cars, smart lanterns, and smartphones, for
the establishment of multi-hop networks [49, 106]. Since applica-
tions and services will need to switch between different modes
of centralized and decentralized operation, probably with varying
functionalities available, HCI has to ensure a seamless user experi-
ence during these transitions [42]. Yet, we did not find any study of
citizens’ preferences regarding different app categories in isolated
areas embracing the potential of island connectivity. To fill this gap,
we investigate which apps users prefer to use in crisis-struck areas
isolated from the Internet (RQ2).

2.4 Practical Aspects of Island Connectivity

Putting the vision of island connectivity into practice poses many
challenges and involves many stakeholders. App developers must
adapt their backend communication infrastructure to ready smart-
phone apps for island operation. MNOs must prepare 6G to transi-
tion into island operation when a crisis-struck area is disconnected
from the Internet. These efforts must be either justified by user
demand or regulated by authorities. To our knowledge, the user
demand for islands is an unstudied research problem. Thus, the
research community lacks an understanding of which app cate-
gories citizens prefer to use in isolated areas. Furthermore, authori-
ties should regulate how MNOs prioritize smartphone apps when
faced with limited capacity. However, no existing regulation guides
MNOs in this endeavor [12]. We address this gap by constructing a
smartphone service typology (RQ3).

In summary, our study contributes to understanding citi-
zens’ smartphone usage in crisis-struck isolated areas, moti-
vating the demand for general-purpose apps for crisis-specific use
cases (RQ1), reporting the demand for smartphone apps in isolated
areas with local connectivity (RQ2), and suggesting prioritization
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Figure 2: Internet Infrastructure in Germany.

shows the German border, blue triangles highlight known
physical interconnection facility locations, e.g., point of pres-
ences (PoPs), Internet exchange points (IXPs), or cable land-
ing sites, and show the routes of submarine
cables and the assumed terrestrial cable routes, following
roadways, rails, and power lines [6, 31].

of smartphone services for these scenarios (RQ3). Section 3.4 com-
plements our review of prior work by distinguishing our island
connectivity model from related concepts.

3 THE CONCEPTUAL MODEL OF ISLAND
CONNECTIVITY

In this section, we introduce the conceptual model of island con-
nectivity, which is our study’s specific application area.

3.1 Background: Internet Connectivity

The Internet is a network of networks that builds a physical and
logical graph around the globe [14]. The physical Internet com-
prises infrastructure nodes, e.g., Internet exchange points (IXPs),
colocation centers, and point of presences (PoPs), connected by
fiber conduits, e.g., terrestrial long-haul and submarine cables [6].
The Internet Protocol (IP) suite defines abstraction layers to enable
logical end-to-end connections while abstracting from the concrete
physical connections in use, e.g., allowing end-to-end communica-
tion between hosts based on IP addresses [75].

When users open a smartphone app that requires Internet con-
nectivity to connect to an app server, the app usually stores the
server’s domain name or IP address. The smartphone first connects
to a 4G/5G base station to establish a connection to the app server,
from where the user data is augmented with control plane data and
sent to the MNO’s core network [1]. If the core network success-
fully processes the control plane data, e.g., handling authentication
and session management, the user data proceeds to the Internet.
Alternatively, smartphones can connect to the Internet via a Wi-
Fi router. On the Internet, the user data is routed toward the app
server’s IP address until it reaches its destination.

Janzen et al.

Current cellular networks have a mostly central architecture with
limited core network gateways per country, which can cause path
inflation [118], i.e., a diversion from the shortest route due to the
requirement of passing the core network. Path inflation is especially
pronounced if the app server is hosted on the local network edge
close to the user but the closest core network gateway is remote.
The physical Internet backbone in Germany is considered critical
infrastructure and, therefore, is not publicly available [13]. However,
Figure 2 visualizes how the Internet Geographic Database (iGDB)
[6] interpolates connections between known Internet infrastructure,
assuming that cables are often installed along existing networks
such as roadways, rail, and power lines [31].

3.2 Islands: Crisis-Struck Areas Isolated From
the Internet

The communication infrastructure is generally expected to be re-
silient against outages. Still, cellular network outages are actively
considered in the resilience strategy of the German federal net-
work agency [12], and previous outages have isolated individual
areas [74]. Another complication is that user traffic has to traverse
the core network before being forwarded to the Internet, but the
chances of a cellular core network being available in the affected
area are negligible due to the low geo-redundancy of cellular core
network gateways [118]. These gateway locations of the German
MNGOs, ie., 1&1 AG, Deutsche Telekom AG, Telefonica Deutschland
Holding AG, Vodafone GmbH, are unknown. Still, observations from
other countries [98] suggest only a handful of gateways per MNO
exist in Germany. As a result, users in affected areas likely cannot
use 4G/5G connectivity to reach these servers despite the locally
intact physical Internet and servers being available on the local
network edge. We aggregate the notion of a crisis-struck area that
is isolated from the outside Internet in the definition of islands:

An island is a crisis-struck area isolated from the outside
Internet, preventing citizens from using smartphone apps that
require an Internet connection to remote servers.

Several terms exist in the literature to describe deviations from
regular operation. This paper uses the term crisis as a hypernym
for crises, emergencies, catastrophes, and disasters [32]. Islands can
be of various shapes and sizes, ranging from small rural areas to
major cities. One example is the 2021 flooding in Western Europe,
where the floods destroyed fiber links installed under roads and
bridges and, thus, disconnected large parts of the Ahr Valley from
the Internet for days to weeks [74]. While satellite connectivity
has successfully been used in crisis-struck areas to provide citizens
with Internet access, the achievable bandwidth with a few satellite
links is insufficient to reconnect an entire region to the Internet [78].
Another common approach is microwave transmissions, closing the
gap of broken fiber links with point-to-point directional antennas
[27]. However, their applicability depends on the type of failure
responsible for the isolation, and setting up directional antennas
can take several days.
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3.3 Island Connectivity: Local Fall-Back
Cellular Networks

With multi-access edge computing, operators increasingly aim to
move content and computational power closer to the user by host-
ing servers on the network edge, e.g., co-located with IXPs or in a
data center within the user’s proximity [8]. These advances reduce
latency as Internet traffic destines within the user’s proximity in-
stead of being routed to a remote data center. Still, they do not fully
apply to cellular network users due to path inflation [62, 118, 120].
With 6G on the horizon, there are proposals [19, 21, 72, 82] to tackle
the bottleneck of path inflation by distributing core network func-
tions, e.g., co-located at suitable Internet nodes or generally within
the data centers of major cities.

A higher geo-redundancy of core network gateways would im-
prove latencies and the chances of islands having a core network
available. As a result, island users could use crisis-relevant cellular
services, i.e., making emergency calls, receiving cell broadcasts,
and contacting close ones on the island by text or phone call. In
addition, a core network on the island facilitates cellular Internet
connectivity, thus enabling users to use smartphone apps for crisis
response. In this context, app servers must be deployed within the
island’s boundaries, aligning with the multi-access edge computing
trend. To this end, we distinguish local and remote connections, the
former staying within the island’s bounds, while the latter destine
at a server outside the island. We distinguish two operation modes
of the cellular network: normal operation in non-crisis times and
island operation, providing island connectivity on islands.

Island connectivity enables users on an island to use the
cellular network within the island’s bounds, facilitating the use
of cellular services (e.g., emergency calls and cell broadcasts)
within the island and access to servers on the islands’s network
edge (e.g., multi-access edge computing).

With island connectivity, users can access the cellular network
within that island’s boundaries, i.e., they can use apps with app
servers hosted on the local edge but not apps with remote app
servers; they can communicate with friends on the island but not
with friends outside the island. One requirement of island connec-
tivity is an intact power supply, another critical infrastructure that
can fail during natural disasters or be affected by dedicated cyber
attacks. The German federal network agency reports that many
MNOs already have emergency and backup power systems. Still,
these are often severely limited, providing only a few hours of
electricity. For the future, it recommends considering renewable en-
ergies as on-site backups and for end users to have a mobile power
supply in stock to recharge mobile devices in crisis scenarios [12].
Implementing the recommendations from these guidelines ensures
that island users can use island connectivity when available [1].

The realization of island connectivity poses various challenges
to operators, developers, and authorities. To our knowledge, the
HCI community has not studied the user-smartphone interaction
in the specific application area of islands with local cellular connec-
tivity. This paper aims to understand citizens’ smartphone usage
on islands and derive design criteria for apps and 6G to facilitate
user-centric design decisions while realizing island connectivity.
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3.4 Distinction from Related Technical
Concepts

The design principles underlying the Internet are simple and mostly
unchanged since its inception [75], as the principles of routing, reli-
ability, and resolution allowed the Internet to grow from a few
computers to today’s global scale. Originally, the Internet was
island-ready due to the mostly static configurations and its decen-
tralization, but over time, lost its island capabilities since essential
functions, e.g., domain name resolution, were centralized. Some
technical concepts propose to re-integrate decentralized capabili-
ties into the Internet, e.g., peer-to-peer systems as application layer
overlays [96], content delivery networks (CDNs) [86], the decen-
tralized web [90], and campus networks [97]. Out of these concepts,
only campus networks are related to the cellular network. Campus
networks are private wireless communication networks connecting
the users of an organization in a dedicated geographical area, e.g.,
a university or an industrial site [22]. The main objective of 5G
campus networks is to use the advantages of cellular connectivity,
i.e., higher speed and lower latency. Campus networks are designed
for static settings, i.e., the operator registered the campus network
with the authorities and got permission to operate the campus
network in a specified frequency band in a specified geographic
area. In addition, only a pre-defined set of SIM cards can connect to
the campus network. As such, the concept of campus networks is
clearly distinct from island connectivity by two factors: First, island
connectivity applies to the public cellular network and should be
usable for all users. Second, island-ready 6G communication can dy-
namically switch from normal operation to island operation when
a core network replica detects a disconnection from the outside
Internet. Nevertheless, non-public networks can benefit from the
advances of island connectivity, e.g., when multiple campus net-
works hosted at different sites that are usually connected through
the Internet become isolated due to outages.

3.5 Relevance of Island Scenarios

The limited period of island scenarios, infrastructure requirements,
and recent proposals for alternative technologies to recover connec-
tivity provoke the question of how relevant island connectivity is
for the research community. First, information and communication
technology (ICT) is a critical infrastructure [9, 24, 25], underscoring
the crucial value of connectivity for crisis response. In particular,
the cellular network plays a pivotal role in crisis response, providing
Internet connectivity, emergency calls, and cell broadcasts.

We argue that island connectivity can have a critical impact
during the first few days of a crisis or even across multiple
months in the case of a large-scale conflict, such as in the
ongoing Russo-Ukrainian War, where critical infrastructures are
operational targets by cyber or physical attacks [102, 117]. Past
crises underscore the scenario’s plausibility and that alternative
recovery means do not suffice to reconnect entire areas. Under-
standing how citizens prefer to use their smartphones on islands is
crucial to supporting the ongoing development of 6G. Operators,
developers, and authorities face many challenges in implementing
this vision, and contributions from the HCI community can help
facilitate user-centric design decisions.
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4 METHOD

Six researchers and one designer were involved in the design phase
of this study, cooperating in multiple workshops to combine knowl-
edge from the fields of resilient cellular networks, HCI, and CSCW.

4.1 Material

Our goal was to study the user-smartphone interaction in island
connectivity. We realized early in the design phase of our study that
the novelty and complexity of island connectivity as a conceptual
model might be hard to grasp. To avoid overloading participants,
we decided to fix a concrete example for islands in our study. Thus,
our survey investigates smartphone usage in major German
cities, simplifying the abstract concept of island connectivity to the
concrete instantiation of local connectivity in an isolated urban area.
We motivate this choice by the increasing share of the worldwide
population living in urban areas, as 71 % of the German population
lived in metropolitan areas in 2022 [29]. In addition, cities play
a central role in the Internet, and most of the physical Internet
infrastructure aligns around cities [6]. As such, cities are prime
candidates to host replicas of the distributed 6G core network,
which aligns with the concept of resilient cities [51, 61, 121].

4.2 Questionnaire Design

Section A holds a full translated transcript of the questionnaire.
It comprises five parts that incrementally familiarize participants
with our study scenario.

Part 1: Consent and Screening. We informed participants about
the procedure and goals of the study before they gave their informed
consent to participate in our study. We collected age, gender, ed-
ucation, income, and federal state (Q1-Q5) to steer recruitment
towards representativity. To recruit citizens with prior smartphone
experience, we screened whether the participants had lived in a
major German city for at least one year and owned a smartphone
during that time (Q6). For eligible participants, we collected the
city name and the time the participants lived there (Q7-Q8). Partic-
ipants confirmed they had owned and used a smartphone during
that time (Q9). We implemented the city name into the subsequent
questions to tailor the questionnaire to the participant, e.g., for par-
ticipants who had lived in Berlin, the caption of the comic depicted
in Figure 1a said: "You are taking a walk in Berlin "

Part 2: Everyday Smartphone Usage. We asked the participants to
estimate their daily smartphone screen time in hours (Q10), guiding
them to find the corresponding Android and Apple iOS statistics.
We studied everyday smartphone usage with positional voting [99],
where participants chose a subset of 23 categories and positioned
the chosen app categories by their daily usage frequency (Q11).
There is no generally accepted smartphone app categorization in
the literature, so we based our categorization on the Apple App
Store [7]. We refined it to fit the survey’s scope by splitting the Social
Networking category into Social Media and Messengers, combining
Photo and Video and Graphics and Design into Creativity, introducing
categories for Crisis and Web Browsers, and omitting Business apps,
Developer Tools, Kids, Lifestyle, and Safari Extensions.

(a) On your way home, you want
to let your friends know that you
are okay. As you have no signal,
you cannot send the message.

(c) A siren sounds again with a
loudspeaker announcement: "At-
tention! The city has been discon-
nected from the Internet. There-
fore, communication is currently
not possible.”

\

(e) At home, you want to use the
restored connectivity to inform
your friends within the city that
you are okay.

Janzen et al.

(b) Even sending via Wi-Fi from a
nearby restaurant does not work.

(d) The mobile network opera-
tor was able to partially restore
the network, so communication
within the city is possible again,
but not to the outside.

Figure 3: Local Connectivity Model. This comic board intro-
duced our participants to the conceptual model of local con-
nectivity in isolated cities. The message in Figure 3a trans-
lates to "I’'m fine!". The text in Figure 3d translates to "A few
hours later."
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Part 3: Crisis Smartphone Usage. We used a comic board (Fig-
ure 1) to introduce the assumed crisis scenario, an earthquake in
the participant’s hometown. We asked the participants to hypo-
thetically answer the remaining survey with this crisis scenario
in mind. Comicboarding [80] is a technique to break down com-
plex information when co-designing with children. We chose comic
boards to explain the study scenario to our non-expert study sam-
ple, anticipating the complexity of the local connectivity model in
isolated cities. To study RQ1, we chose seven crisis-specific use
cases (Q12) and asked which apps participants would use to handle
them: Receiving warnings (U1), getting safety tips (U2), contacting
emergency services (U3), looking up information (U4), communi-
cating to others (U5), navigating in the city (U6), and distracting
themselves (U7). We chose these use cases because they were well-
established in related work: [45, 93, 95] study U1 - U5, [101, 115]
study U6, and [101] studies U7. Each participant was assigned three
of the seven use cases at random to reduce their effort, resulting in
348 to 388 answers per use case (median 364; IQR 19.5).

Part 4: Crisis Smartphone Usage with Island Connectivity. We
showed a second comic board (Figure 3) to introduce island con-
nectivity into the study scenario: Internet connectivity is recovered
but limited to the participant’s city, i.e., communication is only
possible within the city, and content is available if hosted on local
servers within the city but not from remote servers hosted outside
the city. We showed a video (38 s) to clarify the scope and limits of
island connectivity. We provided an alternative video description
for participants unable to watch videos or encountering technical
problems. We asked participants to answer the remaining question-
naire hypothetically, assuming the crisis was ongoing for several
days with local connectivity. For RQ2, we repeated the positional
voting category for smartphone usage in isolated cities (Q13).

Part 5: Control Variables and Data Quality. We collected the fol-
lowing control variables (Q14-Q17): Prior experience with crises,
prior experience with cellular/landline Internet outages, prior activ-
ity in relevant emergency forces, e.g., as a firefighter, police officer,
or first responder, and the affinity for technology interaction (ATT)
scale [37] with an implemented instructed response item (IRI) [77].
Finally, participants could indicate technical issues and additional
comments in open statements (Q18-Q19). The survey ended with
a self-reported single item (SRSI) UseMe [15] (Q20), informing the
participants that the survey was an integral part of our research and
asking them if we should consider their responses for our studies.

After evaluating the results of our survey, we augmented the
findings of RQ1 and RQ2 with applicable technology standards
[1] and resilience strategies [12] to construct a smartphone service
typology for island connectivity (RQ3).

4.3 Data Analysis

We used the statistical software R 4.4.1 [89] and an alpha level of
0.05 for the quantitative data analysis. We corrected for multiple
tests with the Bonferroni method [2] to evaluate significant as-
sociations. We used the well-known Borda count [76] to analyze
our participants’ positional voting results. We used inductive cod-
ing for the open statements (Q18 - Q19) and all "Other" responses.
Two researchers independently constructed initial codebooks and
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merged them through discussions. Two researchers deductively
coded all questions according to that codebook, reaching satisfac-
tory inter-coder reliability (mean Krippendorft’s Alpha = 0.9985,
minimum 0.997) [65]. We solved the remaining coding differences
through discussions. We generally report absolute and relative
numbers to classify our results. We report median values and the
inter-quartile range (IQR) as these statistics are more robust against
outliers. We report the effect sizes for tests to find significant and
relevant associations. Upon acceptance of this paper, we will re-
lease a replication package that contains the survey dataset,
our evaluation scripts, and the coding system for readers to
verify, reproduce, and replicate our findings.

4.4 Recruitment and Study Sample

We chose GapFish to handle recruitment because they are an ISO-
certified panel provider cooperating with more than 500 000 pan-
elists from Germany, Austria, and Switzerland [40]. In coordination
with GapFish, we aimed to recruit a representative sample of smart-
phone users in major German cities based on age, gender, education,
and income. To avoid effort for unfitting participants, GapFish in-
vited panelists over 18 who owned a smartphone and lived in a
German city with more than 100 000 citizens. We collected demo-
graphic information early in the survey (Q1-Q5) to avoid effort for
participants who did not fit the quotas. Of the 2187 participants
who started the survey, 986 participants completed the question-
naire. After removing participants who failed SRSI UseMe (n = 64),
failed the IRI (n = 58), stated invalid education (n = 4), stated an
invalid major city (n = 2), or commented hate speech (n = 1), we
report N = 857 participants. Table 4 describes our study sample
regarding demographic and control variables. The depicted cate-
gories simplify the identification of semantic groups, e.g., younger
participants or participants with medium technology affinity.

Representativity. We recruited a study sample representing
smartphone users from major German cities with the following
limitations: Our study sample does not include participants under
18 or over 69 and has a smaller share of participants with low or
high education compared to the German population. GapFish only
distinguished male and female panelists in their database, so we
could only steer gender representativity regarding men and women.
Still, four participants openly identified as non-binary. All partici-
pants were panelists who had lived in a major German city for at
least one year and had owned a smartphone during that time. We
acknowledge these deficits and argue that our study sample is
representative of adult smartphone users in major German
cities considering the above limitations.

Significant associations. We found significant associations be-
tween our demographic and control variables using Pearson’s chi-
squared test [87] after correcting for multiple tests with the Bonfer-
roni method [2]. Income and education showed a significant asso-
ciation (y%(6) = 136.94, p < 0.001, V = 0.28) as did age and screen
time (y%(4) = 98.2,p < 0.001,V = 0.239). These associations rep-
resent medium effect sizes, according to Cohen [20]. We found
further significant associations with small effect sizes between age
and education (y?(4) = 33, p < 0.001, V = 0.139), citizen duration
and age ()(2(4) =67.6,p < 0.001,V = 0.119), citizen duration and
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screen time (y%(4) = 27,p < 0.001,V = 0.126), and gender and
technology affinity (y2(4) = 19.7,p < 0.001, V = 0.107).

4.5 Biases and Limitations

Naturally, every study has limitations due to the decisions made in
the design process. In the following, we motivate selected design
decisions and discuss which biases and limitations they might cause.

Study sample. We hired an ISO-certified panel provider to re-
cruit and compensate suitable participants. While recruiting only
panelists to complete our questionnaire might introduce a bias
against non-panelists, it facilitated steering our study sample to-
wards representativeness for smartphone users from major German
cities regarding gender, age, education, and income, thus preventing
sampling and selection biases [11, 48]. Only participants who had
lived in a major German city for at least one year and had used
a smartphone during that time could complete our questionnaire.
This screening might introduce a survivorship bias [34] against
Germans who have not lived in a major German city for at least
one year and German citizens who have not owned a smartphone
during that time. We opted to screen out these groups to align the
sample with our study subject, smartphone usage in isolated cities.

Questionnaire design. We ordered the questionnaire to incremen-
tally familiarize participants with our study subjects to avoid ques-
tion order bias [100]. Considering the risks of survey time fatigue
[70], we determined the dependent variables Q11 - Q13 as early as
possible, showed each participant only three random of the seven
use cases in Q11, and included two comic boards [80] and a video
before Q13. On average, it took participants 12 min 38 s (median
10 min 26 s; IQR 6 min 11 s) to complete our survey. We recorded
many outliers, with the fastest completion taking 2 min 24 s and the
slowest completion 10 h 43 min 20 s. Following the suggestions of
[41], we did not remove speeding participants. We implemented a
combination of single-choice and multiple-choice selections, num-
ber inputs, positional voting, yes/no questions, Likert scales, and
open statements to mitigate extreme or neutral response biases
and an acquiescence bias [81]. Only Q15 used an unbalanced scale,
but for this question and, generally, where possible, we provided
"No answer" or "Other" options to mitigate a conformity bias [66].
We used neutral, non-leading questions and explanations to avoid
anchoring biases [112]. Interviewing the general public about a
complex research scenario can introduce a cultural bias [50], so
we used comic boards [80] to convey complex information, an ex-
planatory video, and feedback from the pilot study (Section 4.6). We
hosted the questionnaire with LimeSurvey [73] to ensure accessi-
bility on various end devices and provided alternative descriptions
for the video and comic boards to mitigate technical biases [30].

Data quality. We opted for an online survey to gather knowl-
edge from a broad study sample and focus on quantitative results.
Ensuring data quality in online surveys can be challenging because
participants might be inattentive while filling in the survey, not un-
derstand the study subject, or face technical issues. We anticipated
these challenges during in our study design by equipping the ques-
tionnaire with an SRSI UseMe and an IRI, which led to the removal
of 122 inattentive participants. In addition, we implemented comic
boarding and an accessible explanatory video with a transcript and

Janzen et al.

description. While one participant (P162) acknowledged that the
study subject "was visionary and hard to empathize with," other
participants described the questionnaire as "easy to follow" (n = 5),
positively mentioning the structure, video, and comics (n = 5).
At the end of the survey, we asked participants if they had faced
technical issues. 98.95 % did not describe technical problems, and
five participants (0.58 %) had issues sorting the app categories in
Q11 and Q13. Four participants (0.47 %) had technical issues with
the video, one of which (P402) mentioned that it was "great there
was a description below the video." One participant (P60) proposed
expanding Q16 with options for prior and retired emergency forces
and hospital staff, which we suggest for future surveys.

4.6 Ethical Considerations

We tested our survey in a pilot study with N = 29 participants.
Their valuable feedback led to several improvements, including a
shorter survey length, more precise questions, and clarifications.
We adhered to local ethical and legal standards while designing,
conducting, and evaluating this study. Our university’s institutional
review board reviewed and approved this study. GapFish compen-
sated the panelists for their participation in our survey. As stated
in the survey, we did not report participants who failed the IRI or
self-reported with the SRSI UseMe to GapFish. Despite GapFish
recruiting only adult panelists, two participants reported an age
under 18 and were excluded before completing the questionnaire.
We collected demographic information in clusters to protect par-
ticipants’ privacy. We informed all participants about the survey’s
purpose and data collection while adhering to the General Data
Protection Regulation. We warned participants that the survey’s
subject included crises, which might be a sensible topic for them.
Participants agreed to consent before starting the survey, and they
could abort their participation at any time without explanations.

5 RESULTS

This section reports our survey results, addressing each research
question individually. We supplement our findings with quotes
from the open statements to highlight interesting aspects.

5.1 App Demand for Crisis-Specific Use Cases

Our first goal is to understand which apps citizens intuitively prefer
to use for crisis-specific use cases (RQ1). Notably, the list of use
cases covered by our study is not exhaustive, and other use cases
might yield different results. We decided to include U1 - U7 because
related work [45, 93, 95, 101, 115] studied similar use cases but not
with a focus on citizens of major German cities.

Immediately after introducing the crisis scenario with the comic
board depicted in Figure 1, we showed each participant three of the
seven use cases. We asked them which apps they would use in these
scenarios. Table 1 visualizes the results with a row per use case (U1 -
U7). On average, participants selected 2.03 app categories per use
case (median 1.67; IQR 1.67). The most often selected app category
across the 857 - 3 = 2571 votes was crisis apps, selected 1066
times and scoring highest for receiving warnings (U1) and getting
safety tips (U2). For the remaining use cases, participants preferred
other apps over crisis apps: News apps for looking up information
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Table 1: App Demand for Crisis-Specific Use Cases (RQ1). This heat map depicts the seven use cases (U1 - U7) and the ten most
selected app categories. For each use case, it shows the percentages for the top three app categories, where bold text highlights
the most preferred app category. The bottom row M, shows the mean frequency of how often a category c was mentioned
across all use cases. The rightmost column M,, shows the mean number of categories selected for use case u.
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Use case \ Category1 Ny O = Z 97} 2 Z B ~ = m M, None
Warnings (U1) 380 65% 27% 42% 2.12 5%
Safety tips (U2) 356 61 % 39 % 27 % 2.28 5%
Emergency call (U3) 375 48 % 37 % 13 % 156  16%
Information (U4) 348 5% 32% 60% 2.42 2%
Communication (U5) 364 22%  72% 35 % 1.88 6%
Navigation (U6) 388 20% 14 % 66 % 1.64 3%
Distraction (U7) 360 37 % 27 % 27 % 2.42 9%

M, 367.29 41% 35% 29 % 19% 15% 14 % 9% 7% 4% 3%

1 The following app categories did not make the top 10 regarding M and were omitted in the heat map for better readability (in descending order according to Me): Utilities, Games,
Education, Books, Health & Fitness, Medical, Travel, Finance, Food & Drink, Creativity, Productivity, Shopping, Sports.

(U4), messengers for communication (U5) and distraction (U7),

and navigation apps for navigating in the city (U6). While crisis
apps scored highest for contacting emergency services (U3), many
participants preferred emergency calls for this use case, selecting
"No app" or using the "Other" option to describe telephony (16 %).
Overall, this highlights that it takes more than crisis apps to serve all
crisis-specific use cases and that users prefer using general-purpose
apps in crisis scenarios.

5.2 App Demand on Islands

For RQ2, we focus on two app types: Apps that our study sample
ranked high in island operation and apps with strong trends from
island operation to normal operation. Our questionnaire featured
two positional voting questions to learn about the participants’ app
demands in normal operation (Q11) and island operation (Q13).
In this context, normal operation refers to a non-crisis scenario
with global Internet connectivity, and island operation refers to
the scenario where only island connectivity within the island is
feasible. Notably, many methods exist to compute ranks from po-
sitional votes. We used the Borda count [76], a widely recognized
and straightforward method, as it generally produces a broadly
acceptable consensus based on individual rankings. Since using a
different method could yield different results, we also publish our
raw data to enable other researchers to apply alternative methods.
Table 2 compares the positional voting results of all apps in normal
and island operation, and Figure 4 takes a closer look at the vote
distribution for apps with strong trends.

Apps with Unchanged Demand In Island Operation. Ten apps
scored in the same rank for normal operation (Table 2) and island
operation (Table 2) or with a difference of one rank. Table 2 does
not show arrows for these apps for better readability. Messengers
scored highest in both operation modes. Most participants ranked

messengers near Rank 1in Q11 and Q13, resulting in a density peak
at the lower left corner of Figure 4a. From RQ1, we understand that
citizens prefer messengers to communicate with other people for
communication and distraction. However, island connectivity limits
communication to people in the city. For example, P457 commented,
"As I do not have any friends or acquaintances in Diisseldorf, [...]
I would not want to communicate with anyone within the city in
that scenario." We found similar unchanged but low demands for

creativity apps, causing the density peak in the upper right corner
of Figure 4b. Most participants who voted for creativity apps in
Rank 23 in Q11 voted for them in Rank 22 in Q13. Apps related
to weather, navigation, entertainment, music, utilities, reference,
games, and health & Fitness showed a similarly unchanged demand.

Apps with Increased Demand in Island Operation. Five apps scored
higher for island operation than normal operation. As a crisis-
specific medium, crisis apps climbed 18 ranks from normal oper-
ation to island operation. This is reflected in Figure 4c, where a
density peak in the bottom-right corner indicates that crisis apps
were voted near Rank 1 in island operation but near Rank 23 in
normal operation. However, the second peak in the top-right corner
indicates a share of our study sample with low demand for crisis
apps regardless of the operation mode. We observe a trend of partic-
ipants moving from Ranks 6 - 10 in normal operation to Ranks 1 - 5
in island operation, visible as a white area in Figure 4c. This trend
suggests that participants who occasionally use crisis apps in their
daily lives use them more frequently on islands, which aligns with
our findings regarding RQ1 reporting high demands for crisis apps
to receive warnings and safety tips, contact emergency services,
and seek information. We found weak positive demand changes for
apps related to news, food & drink, books, and medical.
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Figure 4: Positional Voting Distribution for Apps with Strong Trends. Each figure compares the vote distribution of the app
demand in normal operation (Q11) and island operation (Q13) in a bivariate kernel density estimation (KDE) plot [110]. The
annotated density peaks underscore strong trends identified in Table 2. For instance, the soaring demand for crisis apps in
island operation compared to normal operation (Figure 4c) causes a density peak in the lower-right corner, as participants
voted for crisis apps near Rank 23 (low demand) in Q11 and near Rank 1 (high demand) in Q13. Participants who prefer not to
use crisis apps in normal nor island operation account for the smaller density peak in the upper-right corner.

Table 2: App Demand on Islands (RQ2). This table compares
how apps ranked in normal operation (Table 2) and island
operation (Table 2). Dotted arrows indicate trends of two
ranks or more, and bold blue arrows highlight strong trends.

Normal

(a) Q11:

Operation

(b) Q13:

Island

Operation

App Category

App Category

1  Messengers 1  Messengers
2 Social Media « 2 News
3 Web Browsers 3 Crisis
4 Weather 4 Social Media
5 News 5  Weather
6  Shopping 6  Web Browsers
7 Navigation 7 Navigation
8 Entertainment 8 Entertainment
9 Music 9 Music
10 Finance 10  Utilities
11 Utilities 11  Reference
12  Reference 4 12 Finance
13 Productivity 13 Food & Drink
14 Games 14 Games
15  Food & Drink 4« 15  Productivity
16  Travel 16 Books
17  Health & Fitness 17  Health & Fitness
18 Education 18 Medical
19 Books 19  Shopping
20 Sports 4 20 Education
21  Crisis 21  Travel
22 Medical 22 Creativity
23 Creativity 423 Sports

Apps with Decreased Demand in Island Operation. Eight apps
scored lower for island operation than normal operation. The de-
mand for shopping apps plummeted the most, described by the
density peak in the upper-left corner of Figure 4d. Most participants
who voted for shopping apps in the top-10 ranks in Q11 moved to
the lowest ranks in Q13. Similarly, shopping apps show a secondary
peak as some participants showed no demand for shopping apps at
all. Social media, web browsers, finance, productivity, education,
travel, and sports apps showed a similar demand decrease.

Apps with High Demand in Island Operation. Three apps com-
plement the top-5 ranks for island operation besides the aforemen-
tioned messengers and crisis apps. News apps climbed from Rank
5 in Q11 to Rank 2 in Q13. From RQ1, we understand that our
participants prefer news apps for looking up crisis-relevant infor-
mation as well as receiving warnings and safety tips. The increased
demand in island operation underscores the importance of news
apps for islands. Social media descends from Rank 2 in normal
operation to Rank 4 in island operation, as the use of social media
is limited to the island in island connectivity. The results of RQ1
show that participants primarily prefer social media for communi-
cation and distraction. We find different demands for messengers
and social media among our study sample, which confirms our
design decision to split Apple’s Social Networking app category into
Social Media and Messengers, as the demands of these app categories
seem to differ on islands. Weather apps can play a crucial role in
crisis-struck isolated areas, especially considering natural disasters.

5.3 Smartphone Services Typology for Island
Connectivity

Our contribution to RQ3 is a smartphone service typology for

island connectivity. In this context, smartphone services general-

ize the functionality provided by smartphone apps and services

of the cellular network. We construct this typology by combining
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Figure 5: Smartphone Service Typology for Island Connectivity
(RQ3). This prioritization organizes smartphone services in
tiers based on their criticality for islands. Tier 0 contains
vital services for islands, Tiers 1 - 2 focus on immediate crisis
response, and Tiers 3 - 4 focus on crisis routine.

the fieldwork-informed knowledge from our survey with practice-
informed design knowledge from authorities [12, 16] and applicable
technology standards [1]. Figure 5 visualizes how the typology clas-
sifies smartphone services into five tiers, prioritizing how critical
the included services’ availability is on islands. The typology is
based on our findings for research questions RQ1 and RQ2, which
we augment with demographic tendencies observable in our study
sample. Figure 6 depicts a selection of tendencies and Table 3 shows
the median ranks of all categories by semantic groups. While Tiers
0 and 1 focus on the immediate crisis response, distinguishing para-
mount smartphone services and crucial apps, Tiers 2 and 3 consider
cities in crisis routine, identifying required enablers and apps for
day-to-day crisis life. Tier 4 is about citizens’ well-being during
crises, discussing the potential of nice-to-have apps during crisis
recovery. In the following, we discuss each tier individually:

Tier 0: Crisis-Critical Cellular Services. Making emergency calls

and receiving cell broadcasts are central pillars of the German
federal network agency’s resilience strategy [12]. European and
federal laws regulate the availability of emergency calls and cell
broadcasts, e.g., users can make emergency calls without money
on their account and use another MNO’s network [79], highlight-
ing its crucial importance for crisis response. The results of our
survey support this assessment, as despite not having asked about
it explicitly, 16 % of the participants reported they would not use
smartphone apps but telephony to make an emergency call. The
services of Tier 0 should be the absolute minimum that every MNO
maintains on islands.

Tier 1: Services for Immediate Crisis Response. We found that
messengers are the most demanded app category on islands, cov-
ering crisis-specific communication and distraction use cases. Com-
municating with close ones affected by the crisis can alleviate
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stress and avoid extensive movement through the crisis-struck area
[4, 107]. Messengers show similar rank distributions for all consid-
ered variables (Table 3). All semantic groups in our study sample
showed similarly high demand for messengers (median Rank 2),
e.g., see Figure 6 to compare rank distributions of groups based on
age and education. Our participants preferred news apps to look
up information. While providing access to global or generally exter-
nal newspapers is hard, if not infeasible, at least local newspapers
should be available on islands. As the name suggests, crisis apps
are dedicated to crisis scenarios, including islands. While we classify
cell broadcast as a Tier 0 service, which is paramount to broadcast-
ing urgent information to all citizens, crisis apps can provide more
detailed warnings and additional information about the crisis [47].
Similarly to messengers, the rank distribution of news and crisis
apps shows minimal variance between semantic groups with me-
dians around Rank 3. Navigation apps can help citizens navigate
isolated areas depending on the crisis. Local map data can be hosted
on the island, and local crisis scenarios usually do not affect GPS
satellites. Furthermore, should GPS be unavailable, e.g., due to a
targeted cyber attack, the radio-based positioning of 6G can be uti-
lized [10]. These apps become especially useful when augmented
with crisis-relevant details, e.g., available and blocked roads, water
sources, or places with Wi-Fi connectivity [42]. Medical apps can
be vital for patients relying on dedicated apps, e.g., monitoring
insulin for diabetes patients. Maintaining the availability of medical
apps can prevent crisis-unrelated emergencies of patients, avoiding
additional stress on first responders [52]. We observed several ten-
dencies regarding medical apps in our study sample: Participants
with a short or medium residence time (median Rank 8) and younger
participants (median Rank 9) showed lower demands for medical
apps compared to participants with long residence times (—6 ranks),
and older participants (—4 ranks), respectively. Reference apps can
provide crisis-relevant information for citizens, e.g., how to filter
water or prepare food without electricity [69].

Tier 2: Services with Critical Purpose. Finance apps give citizens
access to their finances, which is a critical infrastructure in many
countries [114]. Our study does not find an increased demand for
finance apps on islands. Still, payment apps and, ultimately, the crit-
ical infrastructure of finances must be available on islands to enable
an organized day-to-day crisis life, which poses substantial chal-
lenges as we elaborate in Section 6.2. We observe higher demand
for finance apps in high-income and medium-income participants
(median Rank 7, both) than low-income participants (—4 ranks).

Telephony enables citizens to make phone calls within islands and
is another enabler of crisis routines [101].

Tier 3: Services for Crisis Routine. Our survey shows a high de-
mand for social media and weather apps on islands. Since the
terrorist attacks of 9/11, the HCI and CSCW communities have
observed an increasing use of social media in crises [92]. Related
studies investigated use cases for social media during crisis re-
sponse, e.g., to organize community efforts [104] or to use media
from crisis-struck regions as input for situational awareness [116].
As such, individual use cases for social media during crisis response
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exist even though social media’s primary purpose is in crisis rou-
tine. Weather apps have become an integral part of our everyday
lives, not necessarily opening the weather app itself but reading
snippets of weather information on lock screens, info panels, or
menu bars. Food & drink and shopping apps might not seem as
crucial for crisis routines as other apps. However, food supply is
a critical infrastructure in Germany, and shopping apps can mean
shops offering crisis-relevant equipment.

Tier 4: Services for Crisis Well-Being. Music apps play a cen-
tral role for citizens seeking distraction from the crisis [122]. In
our sample, younger adults had a higher demand for music apps
during crises (median Rank 5) than middle-aged adults (-2 ranks)
and older adults (-7 ranks). Entertainment apps for TV shows or

movies, books for reading, and games for gaming are further
sources of distraction [43]. While our survey found little demand
for creativity apps and education apps on islands, their availabil-
ity can benefit crisis routine. Among our study sample, we observe
high demand for education apps among younger participants and
participants with low technology affinity (median Rank 4, both)
compared to older participants (—5.5 ranks) and participants with
high technology affinity (—4 ranks), respectively. Further, we ob-
served a tendency linking lower demand for education apps with
lower education (Table 3).

Limitations of this Classification. The above typology omits some
apps for different reasons. Web browsers stand out from all other
apps from a technical perspective, considering that web browsers
give users access to the World Wide Web with a virtually infinite
number of servers [75]. Notably, our system model does not distin-
guish app-based and web-based Internet traffic. Island operation
assumes that app servers on the network edge are available for users
even when an island is disconnected from the outside Internet. The
same holds for web servers, i.e., web pages with a web server hosted
on the island will be available while web pages hosted on remote
web servers will not. Website operators can change their backend
communication infrastructure similar to app operators, enabling
the use of their websites on islands. Therefore, the availability
of apps and websites is somewhat equivalent on islands, making
web browsers orthogonal to our classification. However, consider-
ing the enormous number of websites and the limited capacity of
edge servers, island-ready websites will be feasible only for a few
website operators and most interesting to local content providers
such as local newspapers or communities. Productivity apps and

utilities usually work offline and would be available to island users
if downloaded before the crisis. The applicability of travel and

sports apps with island connectivity is limited as no information
from the outside Internet is available.

5.4 Qualitative Findings

App Prioritization. Three participants commented that not all
app categories are equally important in crisis scenarios. One par-
ticipant (P136) commented, "Several considered apps will never
have a practical use nor will they be used during a crisis." Similarly,
P902 found the available app categories "too many and in parts
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absurd," asking, "Why should I read a book or listen to music during
an earthquake?". This statement contrasts our observed need for
distraction during crises, as 27 % preferred music apps for distrac-

tion (RQ1). In addition, music stayed on Rank 14 while books
gained three ranks from normal to island operation (RQ2). P475
demanded that "priorities should be set, since, e.g., games and apps
for ordering food should be considered low-priority/useless," which
indicates demand for the smartphone service typology we propose
for island connectivity (RQ3).

Non-App Technologies. Thirteen participants (1.52 %) used the
"Other" option of Q12 to indicate they preferred telephony over
apps for the use cases of emergency calls (n = 7), information
(n = 1), communication (n = 4), and distraction (n = 1). This is
complemented by the comments of four participants who "only
use [their] smartphone for phone calls, SMSes, and utilities" (P148).
Similarly, two participants criticize the overreliance on apps and
smartphones, commenting that "one should never solely depend
on smartphones” (P121) and regretting the shift away from tradi-
tional landline phones that were equipped to function during power
outages (P742). These comments suggest prioritizing telephony
higher than Tier 2 in the smartphone service typology (RQ3), po-
tentially as a vital Tier 0 service. However, the small share of par-
ticipants preferring telephony over general-purpose apps and the
large share preferring general-purpose apps during crisis response
motivate us to prioritize Tier 1 apps over telephony services.

Scenario Realism. Three participants commented that the earth-
quake scenario is implausible in Germany, to which one participant
(P384) added that "flooding would be a better-suited example." This
indicates that geographic factors should be considered when priori-
tizing apps for crisis scenarios. Six participants found the described
island operation doubtful; e.g., one participant (P69) stated, "The
described scenario is wrong because the Internet does not work
locally" These comments suggest that some participants were inat-
tentive while reading the survey or did not understand the study
subject, as the main idea of island connectivity is maintaining local
Internet connectivity, which the questionnaire explains elaborately.

6 DISCUSSION

This section positions our findings relative to prior work and dis-
cusses the practical implications for operators, developers, and
authorities towards island-ready 6G communication.

6.1 Contextualizing Our Findings

Considering our German sample, we found demand for other apps
than crisis apps for crisis-specific use cases (RQ1). While crisis
apps were most demanded for warnings (U1), safety tips (U2), and
emergency calls (U3), participants preferred messengers for com-
munication (U5) and distraction (U7), news apps for looking up
information (U4), and navigation apps for navigation (U6). These
results support the findings of related work that dedicated crisis
apps enjoy an increasing relevance for warnings, safety tips, and
emergency calls and that crisis apps are perceived as more helpful
sources for crisis communication than other channels. While in
2019, social media was still perceived as a quite or very helpful (50 %)
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Figure 6: Rank Distribution Tendencies of Semantic Groups. This figure compares the app demand of semantic groups based on
age (Figure 6a) and education (Figure 6b). Each figure features box plots to show the app demand in island operation (Q13) of a
group (e.g., younger adults or participants with high education) for a selected app (e.g., messengers or crisis apps). Table 3 gives

an overview of all considered variables.

information source [44], this perception decreased considerably
until 2021 (only 28 %) in line with an increasing fear of false infor-
mation disseminated through social media (54 % in 2019 vs. 76 % in
2021) and concerns about their reliability during emergencies (38 %
in 2019 vs. 48 % in 2021) [93]. Furthermore, in both cited studies,
messengers were the most used type of social media to search for
and share information. This change in social media perception and
use aligns with our findings that not social media but crisis, mes-
sengers and news apps were mentioned among the most important
sources for warnings, safety tips and information. However, this
work’s novel contribution compares use cases with general-purpose
apps [109], highlighting the critical complementary roles of news
and messenger apps.

In isolated areas with island connectivity (RQ2), German citizens
report high demands for messengers, news apps, crisis apps, and
social media apps. The demand for crisis apps was exceptionally
high compared to normal operation, while the demand for shopping
and travel apps dropped the most. Thus, being informed about the
ongoing event alongside social exchange via messengers and social
media constitutes essential smartphone-based activities in an island
setting, emphasizing the need to provide them with decentralized lo-
cal cellular connectivity [49, 106]. We assume that leisure activities
such as entertainment, music, and gaming are still among important
coping and distraction strategies, which, however, the widely avail-
able types of gaming, personal computers, and television devices
[57] might fulfill. Overall, while prior user research examined the
impact of infrastructure outages [35, 111], social media [94, 113],
and warnings apps [36, 108] in crises, this work extends upon them
by considering the concept of island connectivity.

We develop a smartphone service typology for island connectiv-
ity (RQ3) that combines smartphone apps and cellular services into
tiers ordered by the criticality of their availability. Our typology

gives recommendations to MNOs, app operators, and authorities,
e.g., to maintain emergency calls and cell broadcasts before minis-
tering telephony and to prioritize the availability of messenger apps
on islands over social media apps. These align with the resilience
strategy of the German federal network agency that demands MNO
to ensure essential services with the highest priority [12]. They
also describe that MNOs should prioritize smartphone apps when
the cellular network faces limited capacity, which aligns with appli-
cable resilience definitions [51, 61]. We complement these general
suggestions with a concrete typology that enables stakeholders to
prioritize smartphone services.

6.2 Design Implications

We combined the crowd-sourced understanding gained from our
survey with practice-informed knowledge of applicable standards
and federal guidelines to derive a smartphone service typology.
With the ongoing development of 6G, local connectivity on islands
is still a vision, and many challenges remain to be solved by MNOs,
smartphone app developers, and authorities. While the vision of
island connectivity aligns well with the decentralized web [90] and
local-first software [64], we emphasize that the realization of
islands and island connectivity poses non-trivial challenges
for many stakeholders and requires a substantial review of
current standards. Proposing solutions to these challenges is out-
side the scope of this paper, but we outline design implications for
selected involved parties in the following. With these, we support
stakeholders in making user-centric design decisions during the
realization of island connectivity as a part of 6G communication.

Towards Island-Ready 6G. The vital requirement to realize the vi-
sion of island connectivity in crisis-struck areas is the distribution
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of the core network. Equipping every major city with a core net-
work replica would improve resilience and maximize synchroniza-
tion efforts and costs [21]. A trade-off could be to equip each metro-
politan area with a core network replica or to co-locate each Internet
gateway with a complete core network instance. The cellular net-
work should be able to transition into and out of island operation.
When an area is disconnected from the outside Internet, the core
network replica should detect the isolation and enter island op-
eration. Alternatively, Internet connections could follow a local-
first approach [64] and access fallback to the Internet only when
the requested content is unavailable on the local network edge.
The availability of critical smartphone services should be priori-
tized depending on the crisis and the cellular network’s capacity.
Ideally, users could use all smartphone apps on islands, but MNOs
might have to prioritize available services due to limited capac-
ity. In that case, the smartphone service typology (RQ3) suggests
making Tier 0 cellular services the main priority. At the same time,
the availability of apps in Tiers 1 - 4 should be prioritized with
descending priority, e.g., enabling citizen-to-citizen communication
with messenger apps before enabling entertainment apps whose
primary use case is distraction.

Towards Island-Ready Smartphone Apps. Our findings regard-
ing RQ1 indicate that users would like to continue using general-
purpose apps during crises, in addition to or instead of dedicated cri-
sis apps. Therefore, apps should be available in island-ready 6G with-
out requiring users to download a separate app version for island
operation. Ideally, apps should be able to transition into island

operation immediately when the area is disconnected from the
outside Internet, which likely requires changes to the commu-
nication design of how apps connect to remote servers. Multi-
access edge computing and local-first communication patterns
[64] could play a central role in this endeavor, e.g., the app on
a user’s smartphone could connect to an app server on the lo-
cal network edge, which (a) forwards traffic to a remote app
server in normal operation or (b) enables local use of the app
in island operation. For island operation, one specific challenge
is ensuring security and privacy, as many apps rely on central-
ized trust infrastructure and identity providers, making it im-
portant to explore local or decentralized authentication methods.
For messengers, which were most important to our participants
overall, stronger emphasis needs to be placed on ensuring confi-
dential end-to-end encrypted (E2EE) communication without re-
quiring access to centralized authentication systems. Considering
that the challenges of local connectivity will impact user interac-
tion, apps in island operation should be user-friendly, i.e., how to
announce the transition into island operation, how to establish trust
locally, and how to explain to users the limitations of island connec-
tivity for that app [42]. When the Internet connection is recovered,
apps should be able to transition out of island operation, which
likely requires the application of disruption-tolerant networking
principles [38, 39, 71].

Towards Island-Ready Regulations. We envision that smartphone
apps and 6G will be island-ready, supporting citizens during cri-
sis response. Enabling island users to download smartphone apps

Janzen et al.

requires a distributed crisis app store on each island. To this end,
app stores could be distributed similarly to app servers, providing
a selection of apps and content suitable for potential crisis sce-
narios. Distributed app stores would further facilitate considering
geographic factors when preparing a set of crisis-relevant apps
for crisis scenarios. The responsibility for these app stores is an
open problem, as is their content. On the one hand, the threat sce-
narios differ for each city, so the criticality of apps can also vary
from city to city. This observation aligns with one participant’s
statement (P384), criticizing that "the scenario earthquake is implau-
sible for Bremen. [...] A more suitable example would be flooding."
For example, the Tier 3 app category weather apps should include
tide forecasts for areas close to the sea, while areas in the moun-
tains need rain and snow forecasts. On the other hand, managing
app stores inflicts a lot of effort on municipalities, and leaving dis-
tributed crisis app stores under the authority of app operators or
network providers might scale better.

Towards Island-Ready Users. Although our sample is limited to
adult smartphone users from major German cities, previous re-
search has identified different national risk cultures [23]. State-
oriented risk cultures emphasize the state’s responsibility for crisis
prevention and management. Individual-oriented risk cultures de-
scribe that citizens assume their duties of being informed, prepared,
and aware concerning risks. Fatalistic risk cultures are character-
ized by low confidence in their respective individual and state
problem-solving potentials. While an appropriate level of both

citizen and state preparedness and response capabilities is neces-
sary, it seems essential to examine educational, political, and techno-
logical measures to prepare users and policymakers for the scenario
of island connectivity. This shapes transparency of smartphone

service prioritization to mitigate potential frustration upon the
unavailability of functionality and trust into critical infrastructure

resilience, including the expected outage durations [58].

6.3 Outlook and Future Work

In this paper, we have introduced the concept of island connectivity
in crisis-struck areas to the HCI community. We acknowledge that
this concept is visionary, and future work needs to solve many
challenges before its realization.

Future HCI research. Our survey studied how adult smartphone
users (over 18 and under 70) from major German cities prefer us-
ing smartphones in isolated cities. We decided to screen out other
groups to align our study sample with our study subject. Never-
theless, insights from groups under-represented in our study can
complement our findings very well, and we explicitly encourage fu-
ture surveys that build upon our findings by studying other samples,
e.g., participants from rural areas or from other countries. Upon
acceptance of this paper, we will publish a replication package to
facilitate such future studies. Our goal was to understand users’
preferences about smartphone usage on islands with a focus on sta-
tistical and quantitative evaluation. Future qualitative studies can
help refine our quantitative and statistical findings. Interviewing
experts from app development, MNOs, and authorities can augment
our user-centric findings with insights from other involved parties.
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Surveys closer to real-world crisis scenarios, e.g., conducted in an
affected area during crisis response, can support or contradict our
findings. Connecting HCI research with one of the few available
crisis-related datasets [5, 63] can create valuable insights.

Future 6G research. The design implications discussed in Sec-
tion 6.2 give a first glance at the challenges left to be solved by
future work. Most importantly, including distributed core networks
in 6G is a paramount enabler of local connectivity in isolated areas.
Future research can support app developers in making their smart-
phone apps island-ready by identifying suitable communication
patterns for a swift transition into island operation.

7 CONCLUSION

The work reported in this paper makes two central contributions:
Introducing the conceptual model of island connectivity and con-
ducting the first survey (N = 857) of user preferences regarding
smartphone usage on islands with local-only connectivity. With
the upcoming standardization of 6G, it is crucial to understand
the user perspective of island connectivity to support operators,
developers, and authorities in making user-centric design decisions
while realizing island connectivity.

We describe how 6G can facilitate island connectivity for crisis-
struck areas and introduce the concept of island connectivity. We
apply statistical and quantitative methods to learn that users pre-
fer apps other than crisis apps for some crisis-specific use cases,
e.g., messengers for communicating with other citizens and news
apps to look up information (RQ1). App demands differ greatly in
isolated areas compared to everyday life (RQ2). While news and
crisis apps surge in demand, shopping and travel apps plummet.
These findings are based on our survey whose design we describe
in detail, proactively considering biases and limitations. We com-
bine our survey’s insights with applicable standards to develop a
smartphone service typology (RQ3), organizing apps in tiers with
descending criticality for isolated cities, distinguishing between
apps crucial for crisis response and apps enabling crisis routine.
From this classification, we derive implications for mobile network
operators, app developers, and authorities, facilitating user-centric
design decisions in the realization process of island-ready 6G.
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A QUESTIONNAIRE

We translated the transcript of the questionnaire from German to
English. We did not provide the headlines and part descriptions
during the survey.
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A.1 Part 1: Consent and Screening

A.1.1  Age(Q1). "How old are you?" ("Under 18", "18-29", "30-39",
"40-49", "50-59", "60-69", "70+")

A.1.2  Gender (Q2) . "Which gender do you identify with?"
("Female," "Male," "Non-Binary," "Own description" with a text field,
"Prefer not to disclose")

A.1.3  Education (Q3) . "What is your highest educational qualifi-
cation?" ("None (yet)," "Hauptschulabschluss," "Polytechnische Ober-
schule,” "Mittlere Reife, Realschulabschluss,” "(Fach-)Hochschulreife,"
"Bachelor,” "Master," "Diplom," "Promotion," "Other qualification" with

a textfield)

A.14  Income (Q4) . "If you add up all the incomes of your house-
hold, Which of the following income groups does your monthly net
household income fall into (i.e., household income after deducting
taxes)?" ("under 1000 €", "1000 € to 1999 €", "2000 € to 2999 €", "3000 €
t0 3999 €, "4000 € to 4999 €", "5000 € and more", "No answer")

A.1.5  Federal State (Q5) . "In which federal state do you cur-
rently live?" ( "Baden-Wiirttemberg", "Bavaria", "Berlin", "Bran-
denburg", "Bremen", "Hamburg", "Hesse", "Mecklenburg-Western
Pomerania", "Lower Saxony", "North Rhine-Westphalia", "Rhineland-
Palatinate"”, "Saarland", "Saxony", "Saxony-Anhalt", "Schleswig-
Holstein", "Thuringia" )

A.1.6  Citizen and Smartphone Ownership (Q6) . "Have you lived

in a major German city (population at least 100.000) for at least
1year since 2008?" ("Yes", "No"

A.1.7  City Name (Q7) . "What is the name of the German city
where you have lived for at least one year since 2008?" ( "Aachen’,
"Augsburg", "Bergisch Gladbach", "Berlin", "Bielefeld", "Bochum",
"Bonn", "Bottrop", "Braunschweig", "Bremen", "Bremerhaven", "Chem-
nitz", "Darmstadt", "Dortmund", "Dresden", "Duisburg", "Diisseldorf",
"Erfurt”, "Erlangen’, "Essen", "Frankfurt am Main", "Freiburg im
Breisgau", "Fiirth", "Gelsenkirchen,” "Géttingen", "Giitersloh", "Hagen",
"Halle (Saale)", "Hamburg", "Hamm", "Hanau", "Hannover", "Heidel-
berg", "Heilbronn", "Herne", "Hildesheim", "Ingolstadt", "Jena", "Kaiser-
slautern”, "Karlsruhe", "Kassel", "Kiel", "Koblenz", "KéIn", "Krefeld",
"Leipzig", "Leverkusen", "Liibeck’, "Ludwigshafen am Rhein", "Magde-
burg", "Mainz", "Mannheim", "Moers", "Monchen-Gladbach", "Miil-
heim an der Ruhr", "Miinchen', "Miinster", "Neuss", "Niirnberg", "Ober-
hausen”, "Offenbach am Main", "Oldenburg (Oldb)", "Osnabriick,"
"Paderborn", "Pforzheim", "Potsdam", "Recklinghausen’, "Regens-
burg", "Remscheid", "Reutlingen,” "Rostock", "Saarbriicken", "Salzgitter”,
"Siegen", "Solingen", "Stuttgart", "Trier", "Ulm", "Wiesbaden", "Wolfs-

now

burg", "Wuppertal", "Wiirzburg" )

A.1.8  City Duration (Q8) . "How many years have you lived in
this city since 2008?" (Numerical input field)

A.1.9  City Smartphone Usage Confirmation (Q9) . "Have = you
owned and used a smartphone during this time?" ("Yes", "No")
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A.2 Part 2: Everyday Smartphone Usage

A.2.1  Daily Smartphone Screentime (Q10) . "Please estimate

your average daily smartphone screen time in hours." (Hint: By
screen time, we mean the time you actively use your smartphone.
For example, Apple smartphones offer these values via the ’Screen
Time’ function. On newer Android smartphones, this function is
called ’'Digital Wellbeing.) (Numerical input field)

A.2.2  App Usage in Everyday Life (Q11) . "Please sort the follow-
ing app categories according to the frequency with which you use
apps from these categories. Sort in descending order, i.e., the most
frequently used app category should come first, and the least used
app category should be last. If you never use certain app categories,
you do not have to include them and can ignore them. However,
you must specify at least one category." (Hint: The apps in brackets
only suggest the respective categories. The mouse can move the
elements between the left and right lists. A double-click moves an
element to the other list.) (positional voting of app_categories)

A.3 Part 3: Crisis Smartphone Usage

A.3.1  Crisis Introduction (Comic) . "Below is a short comic board
that introduces you to the scenario of this survey. When we mention
major cities, please think of the_city." The comic board as depicted
in Figure 1.

A.3.2  App Demand for Crisis-Specific Use Cases (Q12) . "In the
previous comic, an earthquake was introduced as an example
of a crisis. For the following crises, please indicate which apps
you would use. The categories are the same as in Q11. Multiple
answers are possible” (U1) "You want to receive warnings about
the crisis. Which apps would you use?" (app_categories, "Other"
with a text field, "No app,” "No answer") (U2) "You want to receive
tips on how to stay out of danger in the event of a crisis. Which
apps would you use?" (app_categories, "Other" with a text field,
"No app,” "No answer") (U3) "You want to contact an emergency
service (but calling 112 is not possible). Which apps would you
use?" (app_categories, "Other" with a text field, "No app,” "No
answer"y (U4) "You want to search for information about the crisis.
Which apps would you use?" (app_categories, "Other" with a
text field, "No app,” "No answer") (U5) "You want to contact and
communicate with other citizens. Which apps would you use?"
(app_categories, "Other" with a text field, "No app,” "No answer")
(U6) "You want to navigate in the_city. Which apps would you
use?" (app_categories, "Other" with a text field, "No app,” "No
answer"y (U7) "You want to be distracted from the crisis. Which
apps would you use?" (app_categories, "Other" with a text field,
"No app,” "No answer")

A.4 Part 4: Crisis Smartphone Interaction with
Island Connectivity

A.4.1  City Isolation Introduction (Comic) . "The following comic
builds on the previous scenario and expands on it, continuing the
earthquake scenario in the_city." The comicboard as depicted in
Figure 3.
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A.4.2  City Isolation Introduction (Video) . "Please start the video

if it does not start automatically. If this does not work either, there
is a description of the video below the video.

A.4.3  Video Transcript . "First, you want to send a message to a
friend outside the city using a messenger app. The message is usu-
ally sent via the Internet. However, the earthquake disconnected
the city from the Internet, so the message could not reach its desti-
nation. After the recovery measures taken by the mobile network
operator, all apps on your smartphone are available for local use.
Therefore, you can continue using your already installed apps to a
limited extent, e.g., you can only navigate inside the city with your
navigation apps, only read the local newspaper app but not global
newspaper apps, or only communicate with citizens inside the city
with your messenger apps, but not with people outside the city"

A.4.4  Video Description . "You can see how a chat message, sym-
bolized by a letter, is to be sent to another city. However, the message
cannot be sent because your city is disconnected from the Internet.
You can then see that the mobile operator enables the use of your
smartphone apps locally. This means, for example, that you can
only use your navigation apps to navigate within the city, that you
can only read your local newspaper app but not a global news app,
or that you can only use your messenger apps to communicate with
people within the city but not with people outside it."

A.4.5  App Usage in Isolated Cities (Q13) . "The consequences of
the earthquake have now lasted for several days. For this question,
please assume that your apps work locally in the city, as the video
explains. Apps from all categories are available in this way. Such
local recovery measures are visions for the future that have not yet
been implemented. To answer this question, please imagine that
apps on your smartphone work locally, as shown in the comic and
video. The categories are the same as for Q11 and Q12. Please sort
the following app categories according to the frequency you use
apps from these categories. Sort in descending order, i.e., the most
frequently used app category should come first, and the least used
app category should be last. If you never use certain app categories,
you do not have to include them and can ignore them. However,
you must specify at least one category" (Hint: The apps in brackets
only suggest the respective categories. The mouse can move the
elements between the left and right lists. A double-click moves an
element to the other list.) (positional voting of app_categories)

A.5 Part 5: Control Variables and Data Quality

"The following questions are independent of the previous scenario
and relate only to you as a person.”

A.5.1  Crisis Experience (Q14) . "Please indicate which of the fol-
lowing crises you have experienced." (Hint: We are not counting
the COVID-19 pandemic as a crisis here.) ("Earthquake,” "Flooding,"
"Storm,” "Wildfire, "War," "None," "Not sure" with a textfield)

A.5.2  Internet Outage Experience (Q15) . "Please indicate which
of the following Internet outages you have experienced." (Hint:
Fixed network refers to your Internet access at home, e.g., via
Wi-Fi.) "No Internet via fixed network but via cellular network."
("Never," "up to 1h", "up to 6h", "up to 12h", "up to 24h", "more than
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24h", "Not sure"y "No Internet via cellular network but via fixed
network." ("Never," "up to 1h", "up to 6h", "up to 12h", "up to 24h",
"more than 24h", "Not sure") "No Internet via fixed network nor
cellular network." ("Never," "up to 1h", "up to 6h", "up to 12h", "up to
24h", "more than 24h", "Not sure")

A.5.3  Emergency Forces Experience (Q16) . "Are you currently
working as an emergency worker, e.g., for the fire department,
rescue service, police, or THW?" ("Yes,” "No," "No answer," "Other"

with a textfield)

A.5.4 ATl Scale with IRI (Q17) . "The following is about your in-
teraction with technical systems. By 'technical systems," we mean
apps and other software applications as well as complete digital
devices (e.g., cell phone, computer, TV, car navigation). Please in-
dicate your level of agreement with the following statements."
"I like to occupy myself in greater detail with technical sys-
tems." ("Completely disagree," "Largely disagree,” "Slightly disagree,"
"Slightly agree,” "Largely agree," "Completely agree") "I like test-
ing the functions of new technical systems." ("Completely dis-
agree," "Largely disagree,” "Slightly disagree," "Slightly agree," "Largely
agree," "Completely agree”) "I predominantly deal with technical
systems because I have to" ("Completely disagree,” "Largely dis-
agree,” "Slightly disagree,” "Slightly agree," "Largely agree,” "Com-
pletely agree”y "When I have a new technical system in front of me,
try it extensively." ( "Completely disagree," "Largely disagree,” "Slightly
disagree," "Slightly agree," "Largely agree," "Completely agree”) "I
enjoy spending time becoming acquainted with a new technical
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system." ("Completely disagree," "Largely disagree," "Slightly dis-
agree," "Slightly agree," "Largely agree,” "Completely agree") "It is
enough for me that a technical system works; I don’t care how and
why!" ("Completely disagree," "Largely disagree,” "Slightly disagree,"
"Slightly agree," "Largely agree,” "Completely agree"y "Please indi-
cate ’Completely disagree’ here." ("Completely disagree,” "Largely
disagree," "Slightly disagree," "Slightly agree," "Largely agree," "Com-
pletely agree"” "I try to understand how a technical system ex-
actly works." ("Completely disagree," "Largely disagree,” "Slightly
disagree," "Slightly agree," "Largely agree,” "Completely agree") "It
is enough for me to know the basic functions of a technical sys-
tem." ("Completely disagree,” "Largely disagree,” "Slightly disagree,"
"Slightly agree," "Largely agree,” "Completely agree") "I try to make
full use of the capabilities of a technical system." ("Completely dis-
agree," "Largely disagree," "Slightly disagree,” "Slightly agree," "Largely
agree," "Completely agree")

A.5.5  Technical Issues Textfield (Q18) . "Did you have any techni-
cal problems answering the questions?" (Text field)

A.5.6  Additional Comments Textfield (Q19) . "If you have any-
thing else you want to tell us, please use the text field below.

(Text field)

A.5.7  SRSI UseMe (Q20) . "Please be honest: This survey is impor-
tant to our research. Should we use your answers for our studies?"
(Hint: Do not worry; the answer to this question is only for our
data analysis. We will not pass them on to GapFish or third parties;
they will not affect your payment.) ("Yes", "No")



The User Perspective on Island-Ready 6G Communication CHI ’25, April 26-May 1, 2025, Yokohama, Japan

Table 3: Rank Distributions by Variable and Group. For each variable, this table compares the median rank M;(a) that app
category a has scored in group g. There is a row per group g, e.g., younger participants or participants with medium technology
affinity, and a column per app category a, e.g., messengers or news apps. Our participants did not have to rank all app categories,
and those that they left unranked are consequently not included in the median calculation. Note that our overall rank calculation
in Table 2 uses the Borda count [76], which accounts for unranked apps during the calculation (e.g., for crisis apps, which many
participants did not include).
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City Size Smaller 23 1465 6 5 10 7 555595 8 11 115 5 75 85 12 5 15 14 16
Larger 23 24 6556 8 8 6 9 8 9 95 10 12 9 9 12 9125 10 12
Metropolis 23 14 5 55 7 5 6 6175175 9 8 6 10 10 85 5 11 15 15
Short 22 25 7 45 755 8 7 10 85 10 875 165 15 12 4 10 14 12
Residence Time Medium 23 2575655 8 5 6 7 9 8 11 75 7 8 9115 7115 13 13
Long 23 14 6 55 7 7 6 7 7 8 9 10 6 9 9 11 7 13 13 13
Medium 23 14 5 55 7 7 6 7 8 9115 10 5 95 8 14 65 145 13 15
Screen Time High 23 24 6 55 8 5 6 7 7 7 10 9 7 95 10 10 8 11 135 12
Low 23 24 6 6 6 8 655 7 8 8 9 105 7 9 10 10 5 12 115 13
Criss Bmarnes Yes 23 34 6 55 11 655 13 7 8195 1175 3 15 12 55 155 165 18
No 23 14 6 55 7 6 6 7 8 8 10 10 6 10 10 11 7 12 13 13
L. Out.: Yes 23 24 5 55 8 4 47565 6 8 10 45 10 9 11 6 11 11 13
L. Out.: No 23154 6 65 7 6 6 7 8 8 10 10 7 9 10 11 7 12 13 13
T Brperien: C. Out.: Yes 23 25 6 6 6 11 655 8 7 85105 12 4 9 11 35 14 11 13
C. Out.: No 23 14 6 55 7 6 6 7 8 8 10 9 7 10 10 11 7 12 13 13
L+C.Out:Yes 2 3 25 6 6 6 11 6 5 9 6 75 9 10 5 85 9 10 4 13 10 11
L+C.Out:No 2 3 14 6 55 7 6 6 7 8 8 10 9 6 95 10 12 7 12 14 14
it Besperaer Yes 23 34 6 5 5 11 6 55 13 7 8195 1175 3 15 12 55 155 165 18
No 23 14 6 55 7 6 6 7 8 8 10 10 6 10 10 11 7 12 13 13
Low 13 24 5 54 7 5 5 8 675 10 10 5 8 13 8 4 14 12 13
Technology Affinity Medium 23 24 6 55 7 6 6 7 & 8 10 10 6 9 10 11 6 12 125 13
High 23 1565 65 8 7 66575 9 10 9 9 10 8 12 8 12 145 15




CHI 25, April 26-May 1, 2025, Yokohama, Japan Janzen et al.

Table 4: Study Sample Description. This table describes our study sample in terms of the variables derived from the 20 questions
of our questionnaire. We depict demographic variables from Q1 - Q4 and control variables from the remaining questionnaire.
Q6 and Q9 were simple confirmations, dependent variables Q11 - Q13 answered our research questions (Section 5), and we used
the open-ended questions Q18 - Q20 to discuss data quality. We introduce categories for each variable to simplify discussions
about individual groups. For numerical variables, we report the mean y, median M, and the inter-quartile range (IQR).

Variable Category Value Goal Sample Description
(N = 857)
18yrto29yr  21% 12% (103)
Younger 30yrto39yr  19%  20% (174)
. 40yr to 49 yr 18% 21% (180
Age QD) Middle-Aged 50 zr to 59 zr 24%  26% 2225;
Older 60yrto69yr 19% 20% (175)
>70yr 0% (0)
Men Male 50% 49% (416)
Gender (Q2) Women Female 50% 51% (437)
Non-Binary Non-Binary 0% (4)
Low Low 26% 13%(109)
Education! (Q3) Medium Medium  33% 59% (502)
High High 40% 29% (246)
<1000 € 6% 6% (48)
Low
1000 € to 1999 € 16% 18 % (152)
Tnasie (X)) Medium 2000 € to 2999 € 22% 24 % (202)
3000 € to 3999 € 21% 22% (186)
High 4000 € to 4999 € 22% 16 % (135)
>5000€ 14% 14 % (122)
Federal State (Q5) Our sample covers all 16 federal states?.
Smaller 100 000 to 199 999 13 % (138)
s Medium 200000 to 499 999 22%(201)  Our sample covers 79 of the 82 German
City Size (Q7) L
Larger 500 000 to 999 999 29% (244) major cities
Metropolis >1000 000 32 % (274)
Short <4 years 13 % (109)
Residence Time (Q8) Medium 4-9 years 59%(502) p=13.48;, M =16;IQR =3
Long >10 years 29 % (246)
Low <3h 41 % (348)
Screen Time (Q10) Medium 3hto5h 31%(266) p=3h44min; M =3h;IQR=3h
High >5h 28 % (243)
Earthquake 14 % (122)
Flooding 19 % (163)
Crisis Experience (Q14) Storm 49 % (424)
Wildfire 5 % (46)
War 3% (24)
L Outage >6h 25 % (213)
Outage Experience® (Q15)  C. Outage >6h 14 % (116)
L.+C. Outage >6h 13 % (113)
First Responder (Q16) 3% (28)
Low 1to2.5 12 % (100)
Technology Affinity (Q17) Medium 2.5t04.5 67%(578) p=3.68, M =3.67;IQR=1.33;a=.9
High 45t06 21% (179)
1 'Low" is { "None (yet)," "Hauptschulabschluss"), "Medium" is ( "Polytechnische Oberschule," "Mittlere Reife, Realschulabschluss," "(Fach-)Hochschulreife"), "High" is ( "Bachelor," "Master," "Diplom," "Promotion").

26% Baden-Wirttemberg (BW), 11 % Bavaria (BY), 16 % Berlin (BE), 1% Brandenburg (BB), 2 % Bremen (HB), 8 % Hamburg (HH), 6 % Hesse (HE), 1 % Mecklenburg-Western Pomerania (MV), 5 % Lower
Saxony (NI), 28 % North Rhine-Westphalia (NW), 3 % Rhineland-Palatinate (RP), 0 % Saarland (SL), 7 % Saxony (SN), 3 % Saxony-Anhalt (ST), 3 % Schleswig-Holstein (SH), and 2 % Thuringia (TH).

3 "L" and "C" are abbreviations for "Landline" and "Cellular;" respectively.
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Fig. 1. Group of users exchanging their contact information using our acoustic group pairing protocol.

Trustworthy digital communication requires the secure exchange of contact information, but current ap-
proaches lack usability and scalability for larger groups of users. We evaluate the usability of two secure
contact exchange systems: the current state of the art, SafeSlinger, and our newly designed protocol, Pair-
Sonic, which extends trust from physical encounters to spontaneous online communication. Our lab study
(N = 45) demonstrates PairSonic’s superior usability, automating the tedious verification tasks from previous
approaches via an acoustic out-of-band channel. Although participants significantly preferred our system,
minimizing user effort surprisingly decreased the perceived security for some users, who associated security
with complexity. We discuss user perceptions of the different protocol components and identify remaining
usability barriers for CSCW application scenarios.
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1 Introduction

Imagine a group of seven researchers who just met for the first time at a conference. During the
event, they notice that they share a lot of common interests — they might even have some ideas
for future collaborations — so they decide to stay in contact. They all have a smartphone, but to
securely communicate online, they need a way to securely exchange their contact information. In
this paper, we study group pairing methods for the fast and secure exchange of contact information
that fulfill the following two goals: first, they allow the participants to contact each other online, to
establish new conversations or to start new digital collaborations. Second, they authenticate the
participants by leveraging their physical encounter to verify their contact information.'

There are countless similar use cases for online collaboration besides the aforementioned group
of researchers, ranging from professional activities (team communication, remote work, project
management), to educational settings (interactive learning platforms, knowledge management),
and leisure (event planning and coordination), affecting billions of users in today’s digital world
[42, 57, 75, 82, 109]. For all these scenarios, secure exchange of contact information is required
to associate known physical individuals with their online profiles and protect their privacy and
security when interacting online. Without such a secure contact exchange, an adversary can
eavesdrop on private communication or even impersonate one of the communication participants
in order to modify or create fake messages that appear legitimate.

Effective communication and collaboration thrives in a trusted environment, where participants
have clear knowledge of the identities of others involved and no concerns about unauthorized
access to their conversations. Such an environment encourages open discussions, even on sensitive
topics [104]. Previous research has shown that users desire authenticated conversations — wanting
to know exactly who they are communicating with — when talking to friends and family members
[26], but also when communicating with colleagues or business partners [25], and especially so for
vulnerable groups such as journalists and activists [45]. Secure contact exchange is therefore an
important prerequisite for fruitful and trustworthy online communication and collaboration [86].

1.1 Current Group Pairing Is Insufficient

Throughout the last decade, users have increasingly adopted end-to-end encrypted (E2EE) tools such
as Signal [106], Whatsapp [80], Telegram [112], and Threema [113], facilitating group collaboration
with features like real-time messaging, file sharing, and video calls. These E2EE tools also offer the
verification of contact information through an authentication ceremony, which requires users to
perform a manual verification action, either by scanning quick-response (QR) codes or by manually

The exchanged contact information usually contains additional metadata and public-key material, e.g., for secure end-to-end
encrypted (E2EE) instant messaging.
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comparing public key fingerprints on their devices. This authentication ceremony allows users to
transfer an existing trust relationship from a physical encounter to the corresponding digital identity
of their communication partners, enabling authenticated conversations. There are two problems
with the design of authentication ceremonies in state-of-the-art tools for secure communication
and collaboration:

(1) Low usability. Current authentication ceremonies are hard to use, even for professionals.
(2) Bad scalability. Current authentication ceremonies do not support larger groups of users.

First, previous usability research has shown that users struggle to understand and perform
authentication ceremonies [86, 122, 123, 129]. Most users expect that E2EE tools like Signal are
secure by default without further verification actions, when in reality these tools cannot protect
against active machine-in-the-middle (MitM) attacks and rogue service operators unless the users
diligently perform the authentication ceremony [45, 121]. These authentication ceremonies, how-
ever, require considerable user interaction [44], take a long time [122], and are difficult to use even
for security professionals [26, 100]. Recently, the risks of active MitM attacks in E2EE tools have
gained more attention due to reports of law enforcement agencies compromising app providers
[37, 69], demonstrating a practical and concerning risk for privacy infringements, especially if such
vulnerabilities were to be exploited by malicious actors in the future.

Second, state-of-the-art tools like Signal and WhatsApp do not support efficient and secure
contact exchange for groups of multiple users, but only between two users. This is a substantial
shortcoming, as collaboration often involves more than two participants. While each pair of group
members could separately perform the bilateral authentication ceremony one after another, this
is infeasible as the number of manual verification actions scales quadratically (@) with the
group size (n). To illustrate this: if our exemplary group of seven researchers were to use Signal,
they would need to perform 21 manual actions amongst each other for authentication, but each
user can only perform one of these actions at a time. Such an authentication takes too much time
and would discourage the spontaneous decision to collaborate.

The main challenge is how to authenticate the exchanged contact information and key material
without having to rely on any trusted third parties or public-key infrastructures (PKIs) that facilitate
the exchange. Farb et al. [23] achieved a breakthrough towards solving this problem when they
proposed the more usable SafeSlinger protocol for the secure exchange of contact information in
the absence of trusted third parties. While SafeSlinger offers significantly higher usability than
alternatives [23], it still requires the participants to perform @ manual text comparisons to
achieve its security guarantees. Since the release of SafeSlinger, several studies on authentication
methods suggested that users generally prefer simpler schemes requiring less involvement [78, 130]
and that involving users for manual comparisons is prone to errors [53, 111, 122]. Furthermore,
recent research has explored the intuitive actions users might take to associate multiple devices
[14, 48], suggesting that the user experience in SafeSlinger may not align with user expectations. The
required amount of user interaction is potentially discouraging, especially considering larger groups.
Instead of facilitating trustworthy communication and collaboration, state-of-the-art methods rather
inhibit it (see Section 3 for a more extensive discussion of related work).

1.2 Approach

In this work, we approach the challenge of securely exchanging contact information from a different
angle, under the research hypothesis that users would prefer a contact exchange method with minimal
user interaction [64, 78, 130]. Consequently, we design a new group pairing protocol named PairSonic
that requires less effort and can efficiently scale to multiple participants. The illustrative group of
researchers can exchange their contact information securely and quickly by starting PairSonic and
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simply holding their devices close together for a few seconds, aligning with intuitive association
behavior [14, 48, 50]. PairSonic automatically exchanges the participants’ contact information using
an ad-hoc WiFi channel for communication and a location-limited acoustic out-of-band (OOB)
channel for verification. The effectiveness of the acoustic channel has already been demonstrated
in previous research [32, 74, 76, 78] and in industry adoption, such as with the Sonos smart speaker
[52], for the similar use case of pairwise key verification. Even though the acoustic channel seems
promising, its applicability and usability between more than two devices remains unexplored.

1.3 Contributions

Our main contribution to CSCW is the usability evaluation of our novel acoustic approach PairSonic
for the secure exchange of contact information and cryptographic public keys for groups of multiple
users as a basic requirement for teams to work with sensitive content. We conduct a lab study with
N = 45 participants — consisting of practical authentication tasks on smartphones, subsequent
interviews, and a questionnaire — to compare the state-of-the-art system SafeSlinger with our
novel protocol PairSonic, which we design and implement for smartphones. PairSonic requires only
minimal user interaction by leveraging an acoustic OOB channel between the users’ smartphones,
automating the cumbersome verification tasks from previous commercial and academic approaches
[19, 45, 117, 118, 122]. This paper is structured as follows:

e We define the problem and establish our requirements for secure contact exchange (Section 2),
discussing why the state of the art fails to solve this problem (Section 3).

e We design PairSonic, an improved protocol for fast and secure contact exchange, and imple-
ment it for smartphones (Section 5).

e To answer our research questions (Section 4), aiming to understand how automating the
cumbersome verification can improve on the current state of the art (SafeSlinger), we conduct
a lab study with N = 45 participants to compare both systems (Section 6).

e Based on the quantitative insights from our questionnaire (Section 7) and qualitative inter-
views (Section 8), we discuss our observation that less user interaction seems to improve
usability in our case, but can have unexpected negative effects on perceived security. We
evaluate the suitability of the acoustic OOB channel for pairing and give recommendations
how to improve the state of the art of secure contact exchange (Section 9).

e We provide a replication package with our evaluation scripts and the pseudonymized dataset
from our study, which contains 69 variables for each of the 45 participants [90].

2 Problem Setting

This section defines the problem we are addressing (Section 2.1) and our assumptions (Section 2.2).

2.1 Problem Definition

Our goal is to let a group of two or more users that physically meet (Figure 1) spontaneously
exchange their contact information [23]. The expected outcome of this secure contact exchange” is
that each participant obtains the authentic and verified contact information of all other participants,
including their cryptographic public keys, without having to rely on external key management
infrastructure, prior associations, or shared secrets. We target a group of users who physically
meet for the pairing process (Section 9.9) and want to be able to set up secure communication

2The process of exchanging and verifying the identities with a group of participants is sometimes also called group
key wverification, or group authentication ceremony, or peer-to-peer authentication, or secure group contact sharing, or key
establishment for groups, or spontaneous device association. In this work, we call this process secure contact exchange or group
pairing, as we always target groups of two or more users unless otherwise noted.

Proc. ACM Hum.-Comput. Interact., Vol. 8, No. CSCW2, Article 425. Publication date: November 2024.



Sounds Good? Fast and Secure Contact Exchange in Groups 425:5

channels between all subsets of users within the group. After this pairing process, the users can
subsequently communicate in a confidential and authenticated manner over untrusted channels
such as the Internet. Our contact exchange protocol has the following requirements:

USABILITY REQUIREMENTS

(1) Minimal user interaction, due to our research hypothesis that users would prefer such
a contact exchange method [64, 78, 130]. The protocol should be easy to use for lay users,
facilitating spontaneous ad-hoc collaboration plans [13, 16].

(2) Scalable to larger groups of users. The pairing protocol should be fast and not noticeably
depend on the number of users.

(3) Error-proof, as users can make mistakes. In particular, our protocol should be robust to
rushing users who prioritize speed and efficiency over adhering to instructions or prompts,
potentially compromising the security of the protocol.

DEPLOYABILITY REQUIREMENTS

(4) Compatibility. Our protocol should seamlessly run on existing commercial off-the-shelf
(COTS) devices, enabling users to leverage its benefits immediately by simply installing our
software. We focus on user-controlled wireless devices such as smartphones, tablets, laptops,
and smart watches, without requiring further hardware or firmware modifications.

(5) Ad-hoc. Our protocol should not require any existing security context in the form of pre-
shared keys or a jointly trusted third party.

(6) Decentral. Our protocol should operate independently of any central infrastructure and
remain fully functional without an active Internet connection. This requirement is crucial
to support people’s spontaneous decision-making, facilitating seamless collaboration and
communication regardless of their location. This means that no metadata can leak to third
parties, as part of our privacy-by-design approach. If a security vulnerability arises in our
protocol or implementation, the offline nature of our exchange makes exploitation by attackers
significantly more challenging.

SECURITY REQUIREMENTS

(7) Confidentiality. Only the intended participants should receive the contact information.

(8) Contact authentication. Each received contact information should match the corresponding
honest participant. We require mutual authentication, i.e., each participant authenticates all
the other participants.

(9) Collective pairwise security. This requirement was postulated by Farb et al. [23], stipulating
that each pair of participants in our groupwise exchange should get the same security
properties as if they had performed a direct pairwise exchange. This implies that adversarial
participants cannot degrade the bindings between other honest participants.

2.2 Assumptions

We assume that all users are physically present at the same location and can utilize the concept
of “group demonstrative identification” [70], which involves legitimate participants excluding un-
intended participants or imposters based on personal identification, such as appearance or voice.
The denotation of intended and legitimate participants is an inherently social classification - the
decision of whom users expect to communicate with cannot be achieved by technical measures
alone and needs human assistance. Users are responsible for verifying the received contact infor-
mation from their exchange to ensure it matches their intended participants [23]. They should
also reject non-participants and detect any instances of impersonation within the group, such
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as duplicate entries corresponding to honest participants. We also assume that the participants
accurately determine their group size.

2.3 Adversary Model

Although a detailed security evaluation is beyond the scope of this work, we consider potential
threats from an adversary with diverse capabilities. The attacker’s goal is to breach the security
requirements stated in Section 2.1. For example, the adversary might attempt to impersonate one of
the legitimate participants by making another participant accept an adversarial cryptographic public
key. Such an attack would allow the attacker to launch MitM attacks in the future, manipulating or
intercepting confidential communication. However, ensuring the uninterrupted availability of the
contact exchange process is not one of our security goals. Therefore, if an adversary disrupts the
contact exchange (e.g., by jamming the radio channel), users would need to retry the exchange at
another time or place.

Our adversary model is based on the model used in SafeSlinger [23], focusing on both nearby
and remote adversaries. These adversaries possess full Dolev-Yao [20] control over WiFi network
messages, meaning they can eavesdrop, intercept, modify, replay, or inject radio communication
between devices. Likewise, we also assume that the adversary has not compromised the hardware
and software of the participants’ smartphones, as such attacks are beyond this paper’s scope.

In addition to SafeSlinger’s adversary model, our research also considers the acoustic out-of-
band channel. Based on previous research by Stajano and Anderson [108] and Balfanz et al. [5],
we regard this channel as location-limited, characterized by its ability to support demonstrative
identification and ensure authenticity due to the inherent physical constraints of acoustic sound
pressure waves. Consequently, while adversaries can eavesdrop on this channel, they cannot
transmit undetected. We explore this assumption and potential attacks on the acoustic channel in
more detail in Section 9.7.

3 Related Work

Our work focuses on the problem of securely exchanging contact information, including cryp-
tographic key material, in groups of users. This problem relates to several branches of research,
which we first summarize and then elaborate in further detail:

e Device association® is the general act of establishing a communication channel between
two or more devices, independent of the duration and the association’s security [16]. Our
problem is a special case of device association with a specific focus on authenticity and
security to facilitate trustworthy communication.

e Secure device pairing is closely related to our work, as it involves device association aimed
at establishing an authentic communication channel [28]. Whereas previous work mostly
focused on connecting two devices (“pairing”), our work additionally considers the more
complex case of connecting multiple users, although it also functions with just two users.
A key distinction is that we aim not only to establish a secure communication channel for
the entire group, but potentially for every subset of group members as well: CSCW research
has shown that larger groups sometimes like to split dynamically into smaller task forces
for more effective collaboration [43, 116]. The group exists temporarily to facilitate the
exchange of contact information among its members, but subsequent communication can
happen independently of the group’s context. Naturally, the group members can also opt to
collaborate as a whole group.

3Device association is sometimes also called binding, coupling, or bonding [16].
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e Acoustic communication can be used as a physical OOB channel to transmit data (such
as contact information) between nearby devices, which is compatible with all smart devices
having a microphone and a speaker. Previous work showed promising results for connecting
two devices [32, 74, 78]. We are the first, to the best of our knowledge, to study the suitability
and usability of acoustic communication for connecting multiple users.

e Authentication ceremonies refer to the process by which users can verify their crypto-
graphic keys in the context of E2EE tools [44]. Existing approaches only have limited usability
and do not support more than two users. In contrast, our approach aims to be a more usable
authentication ceremony supporting multiple participants.

3.1 Device Association

Device association methods establish a basic communication channel between two or more devices
[16, 49, 50]. However, since these methods do not consider the security of the association, they
do not directly aid secure contact exchange. Nonetheless, usability evaluations exist on preferred
user actions or gestures for associating their device with others [13, 40, 61]. These evaluations can
help us optimize the user interaction for the secure exchange of contact information, which also
requires temporary device association with other participants. One such line of work is especially
interesting: guessability studies with plastic surrogates to determine intuitive user actions for
associating a group of devices [12, 14, 48, 51]. Instead of multiple pairwise interactions, users
preferred a singular group-wise interaction, favorably by pointing their smartphones towards each
other or bringing them into proximity. These results inform the design of our approach, where we
use a single group-wise interaction, requiring all smartphones to be in close proximity during the
exchange.

3.2 Secure Device Pairing

There is a large body of work dealing with the secure exchange of cryptographic public keys, called
secure device pairing, which is very similar to our more general problem of the secure exchange of
contact information. This line of work mostly focused on establishing keys between two devices
[28], and previous usability studies focused mostly on this use case [13, 47, 53, 59, 62, 118, 119].
Pairing between two devices does not securely generalize to more than two parties due to new
types of attacks that are possible when there are multiple participants [23, 64].

However, there is also some prior work on establishing keys between multiple devices, which
roughly falls into one of four categories: (1) human-in-the-loop, (2) shared homogeneous context,
(3) physical layer security, (4) OOB channels.

3.2.1 Humans-in-the-loop. There is previous research focusing on key establishment where each
participant has to perform some manual action, such as entering a shared secret [1, 3, 8, 120],
comparing text [65, 81, 84, 109, 120] or visual patterns [11, 56, 72, 73], or moving all devices in a
correlated manner [58, 77]. Besides the obvious drawback that these schemes require substantial
user interaction and do not scale well, they often cannot protect against malicious insiders [64].

3.2.2 Shared Homogeneous Context (Zero-interaction Pairing). Zero-interaction schemes try to
establish a shared key based on the entropy of observable common events in the surroundings
[29, 130]. While such approaches at first glance seem to fit well to our requirement of minimal user
interaction, they are not suitable for user-controlled device association and take more time than is
tolerable for an ad-hoc spontaneous exchange [24, 71]. These schemes were designed for a different
use case, namely for pairing multiple devices owned by a single user, where the key establishment
process is allowed to take its time in the background, without user involvement. Instead, group
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pairing is a social use case, which not only involves devices but also multiple people, and thus a
group pairing protocol should not neglect the social interaction in the group.

3.2.3 Physical Layer Security. Another approach makes use of the physical laws of signal propa-
gation on the wireless radio channel to securely establish keys [34-36, 41, 46]. A similar line of
work uses a Faraday cage to prevent outside attackers from interacting with the key establishment
[63, 66]. These approaches are often hard to deploy, as they either require specific firmware or
hardware, making them incompatible with COTS devices, or they require additional devices to
assist with the pairing process.

3.24 Out-of-Band Channels. One line of work studies key establishment using OOB channels,
which are low-bandwidth auxiliary channels that are usually location-limited to protect the integrity
of its messages [108]. Previous research considered infrared channels [5], light channels [60, 88, 99],
and near-field communication (NFC) [15]. The audio channel has also been explored as a promising
OOB channel for pairing two devices [38, 39, 89, 107]. As we develop this concept further for pairing
multiple devices, we will elaborate on the details of the audio channel in the following section.

3.3 Acoustic Communication

The acoustic channel is an attractive choice for connecting nearby devices, thanks to its ubiquitous
compatibility with smartphones by repurposing their integrated audio hardware [32]. The physical
layer can be entirely software-defined [74], facilitating easy adaptation of modem properties to fit
specific communication scenarios. Audio communication is often employed as a location-limited
OOB channel, as it has much shorter range than radio communication and is restricted by physical
barriers like walls [107]. Several proposals in the literature have explored using audio hardware for
communication, including both audible and ultrasonic inaudible frequencies [33, 67, 83, 89, 98, 125].

We are only aware of one previous study by Mehrabi et al. [78] evaluating the usability of
acoustic data transmission. In a lab study involving 12 participants in a pairwise data exchange
scenario, they compared audible acoustic communication with Bluetooth Low Energy (BLE) and
QR codes. Transaction times were lowest for audio and considerably higher for BLE. QR codes and
audio had significantly higher usability than BLE, highlighting the promising nature of the acoustic
OOB channel. In our work, we build on these previous works to investigate the acoustic channel’s
suitability and usability for connecting multiple users simultaneously.

3.4 Authentication Ceremonies in Secure Messaging Applications

Modern E2EE tools such as Signal or WhatsApp use opportunistic E2EE (also known as trust on
first use (TOFU)), requiring almost no user interaction. However, TOFU cannot defend against
active attacks unless users perform the authentication ceremony, which is the process by which
users can verify their cryptographic keys [45, 117]. Authentication ceremonies usually require
a human in the loop to match specific representations of the cryptographic fingerprint, such as
hexadecimal strings, word phrases, or visualizations [19, 111].

The authentication ceremonies in E2EE tools are not designed for multiple people and would
require multiple pairwise instantiations, which is a prohibitive amount of effort in a collaborative
scenario. In addition to that, previous user studies have shown that even for just two users, current
authentication ceremonies are too hard to use [2, 4] and error-prone [102, 103], which means
that, in practice, people almost never perform them [26, 86, 100, 122, 123, 129]. This is especially
alarming considering that the default mode without performing the authentication ceremony fails
to meet users’ security expectations; most users are unaware of this issue [44].
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3.5 SafeSlinger

The most promising approach to date in literature is the SafeSlinger protocol by Farb et al. [23],
enabling the secure exchange of contact information between multiple people. Built upon the
recommendations of a previous user study on group pairing protocols [85], SafeSlinger surpasses
prior human-in-the-loop approaches [11, 73] in usability, efficiency, and security, making it the state
of the art in group pairing protocols. It was designed specifically for groups of people to address the
security and usability problems of using pairwise protocols in such scenarios. Participants perform
the following steps while using SafeSlinger:

(1) Initialization. Each participant must select the group size. Next, each participant sees a
number on their smartphone. They must coordinate to identify and enter the lowest number
among all participants on their smartphone.

(2) Verification. Each participant gets displayed three word phrases. They must coordinate to
identify and select the phrase common to all smartphones.

(3) Finalization. The protocol then securely exchanges their contact information. Finally, each
participant verifies that they received correct contact information from the others.

In their evaluation, SafeSlinger was significantly faster and more usable than the pairwise contact
exchange method Bump,* as shown by a within-subjects user study (N = 24). However, each step
of the SafeSlinger protocol requires all participants to perform multiple comparisons with all
other group members. This increases effort for larger group sizes and is error-prone [53, 111].
Furthermore, SafeSlinger requires a stable Internet connection during the pairing process and relies
on a third-party server to facilitate the contact exchange. These limitations prevent SafeSlinger
from meeting our usability and deployability requirements (Section 2).

4 Research Questions

Based on our analysis of related work in the previous section, the main problem of previous
approaches is the lack of usability for ordinary users, which gets amplified for larger groups of
people due to inadequate scalability. SafeSlinger is the most promising approach so far, but lacks in
scalability and deployability. The authentication ceremonies in E2EE tools, as well as most current
secure device pairing methods, are solely designed for two devices. Users expect a single associating
interaction for the entire group [14, 48, 50], but pairwise schemes cannot be easily generalized to
multiple participants [23].

In this work, we explore the problem of secure contact exchange from a new angle, under the
following research hypothesis: users prefer a contact exchange method with minimal user interaction.
Consequently, we design a new protocol named PairSonic that minimizes user interaction, imple-
ment it on smartphones, and conduct a lab study comparing it with the current state-of-the-art
approach, SafeSlinger. The research questions we address in our work are:

RQ1. Which initialization and verification steps do users prefer?
RQ2. Which method has better usability?

RQ3. How do users perceive the security of both methods?

RQ4. How do users like the audible acoustic OOB channel for pairing?

5 PairSonic: Acoustic Group Pairing Protocol

This section describes the design and implementation of our novel acoustic group pairing protocol,
called PairSonic. We developed it to meet the usability, deployability, and security requirements
outlined in Section 2. Our starting point was the design of SafeSlinger, which we identified as the

4Bump was discontinued in 2014.
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Fig. 2. This figure shows the PairSonic contact exchange from the perspective of the participant role. (a) The
participants begin by selecting their role. (b) They then wait for the coordinator to initiate the exchange
via the acoustic OOB channel, which is shown in Figure 10. (c) Next, they verify that each group member’s
screen displays a green checkmark. (d) After this process, the app shows the exchanged contacts.

most promising approach to date in Section 3, as it fulfills all our security requirements — but not
all usability and deployability requirements.

5.1 Protocol Overview

PairSonic, our innovative acoustic group pairing protocol, involves several steps as shown in
Figure 2. First, a group of users wishing to exchange contact data initiates PairSonic on their
smartphones. This brings them to the first screen, where they nominate a temporary coordinator
(Figure 2a). The rest of the group assumes the role of participants, which brings their devices
into the ready state (Figure 2b). The coordinator enters the total group size and confirms that all
participants’ smartphones are ready and nearby.’

Following this, the coordinator’s smartphone creates a temporary ad-hoc WiFi network, trans-
mitting a short acoustic message containing the network details to other smartphones. This allows
them to automatically join the network.®

Next, the devices use this WiFi network to perform a cryptographic protocol, which is based
on the SafeSlinger protocol. Each participant’s smartphone sends a nested commitment with their
contact data’ to the coordinator’s smartphone, which then disperses it to the other devices. The
coordinator’s smartphone generates a hash value from all participants’ commitments and contact
information, including their cryptographic public keys, and transmits this hash value over the
acoustic OOB channel. Other smartphones are monitoring this channel and will abort if they receive
any other message. Upon receipt of the correct hash value, a green checkmark appears on the
smartphones, prompting users to confirm that all other smartphones display the same checkmark

>The coordinator’s perspective of the PairSonic contact exchange is depicted in Figure 10 (appendix).

SPairSonic can function even if a user is already connected to a WiFi network; the user will temporarily switch to the ad-hoc
network instead.

"The exchanged data includes the cryptographic public key and, optionally, further information such as a profile picture.
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(Figure 2c). Upon confirmation, the smartphones use the WiFi network to publish success nonces.
These allow others to verify the commitments and, if verification is successful, display the exchanged
contacts (Figure 2d). Conversely, if the checkmark is not confirmed, they release abort nonces,
terminating the protocol for all participants. This procedure ensures that all participants receive
accurate and verified contact information, including authenticated cryptographic public keys.

5.2 Automating the User Interaction With Acoustic Communication

To reduce user effort during the protocol, we automated the majority of SafeSlinger’s user interaction.
Instead of relying on users to act as data channels via error-prone shared device interactions, we
utilize an OOB channel to verify the integrity of the exchanged contact information by directly
connecting the devices, thereby minimizing the required user interaction. We use an acoustic
location-limited channel where smartphones repurpose their integrated speakers and microphones
to exchange data within a short radius of about one meter. The smartphone speaker, rather than
playing music, emits sound waves that encode information by varying their frequency or amplitude.
This process has been used to connect two devices in related work (Section 3.3), and we extend this
concept to multiple devices. The other smartphones capture the sound waves, decode the embedded
data, and use it as an additional security layer to verify the integrity of the exchanged contact
information.

The acoustic channel uniquely meets all our deployability requirements, with the added advantage
that its physical layer is entirely customizable in software. This means the security of the exchanged
data can be directly protected on the physical layer [89], an advantage when implementing our
ad-hoc requirement without having to rely on existing security contexts such as pre-shared keys.

Another reason for choosing an acoustic OOB channel is that the acoustic data transmission
only works when the users are in proximity and bring their devices close to each other, as depicted
in Figure 1. The physical interaction of moving all devices close to each other matches the intuitive
behavior that users would naturally like to perform to connect their devices [12, 61], similar to a
handshake [64]. In contrast, WiFi or Bluetooth also work over longer distances and even through
walls, failing to ensure proximity:.

Furthermore, we use the acoustic OOB channel not only for verification but also to initiate the
protocol, automatically connecting all participants’ smartphones to the coordinator’s WiFi Direct
network. Both WiFi and Bluetooth require a manual pairing process before communication can
occur. We automate this process using acoustic communication, making the temporary network
discovery and association as part of our group pairing protocol effortless and seamless.

5.3 PairSonic Implementation

We implemented PairSonic as an Android application (app) using the Flutter framework and utilized
Android’s WiFi Direct API for local ad-hoc WiFi functionality. The acoustic OOB channel was
built using the ggwave library.® The physical layer uses multi-frequency Frequency-Shift Keying
(FSK) modulation with 96 evenly spaced frequencies ranging from 1875 Hz to 6375 Hz, according to
ggwave’s AUDIBLE_FAST profile. We selected an audible frequency range to assess user perception
of this form of communication. Practical applications could choose between audible or inaudible
frequency ranges, based on factors such as robustness, usability, and hardware compatibility.

As our implementation is a custom prototype using a novel communication stack combining
acoustic communication with WiFi Direct, we conducted functionality and compatibility tests
with smartphones from various manufacturers before our lab study. Our prototype worked on all
tested devices supporting WiFi Direct, with a minimum required Android version 6.0 (API level 23,

8Data-over-sound library ggwave: https://github.com/ggerganov/ggwave
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Table 1. Overview of the two group pairing protocols compared in our study.

SafeSlinger PairSonic
User Grouping - peer-based ~ leader-based
Device Communication - Internet via central server — decentral via WiFi ad-hoc

— local acoustic communication

Phase 1: Initialization =~ - each participant counts + enters - only leader counts + enters group

group size size
- each participant compares ID with - participants bring devices into prox-

others and enters lowest ID imity

Phase 2: Verification - each participant compares three 3- - each participant confirms whether
word phrases with others and selects all devices show green checkmark
matching phrase

Phase 3: Finalization - each participant verifies and selects - each participant verifies list of new
which contact entries to import contact entries

released in 2015): LG Nexus 5X, Huawei Nexus 6P, Google Pixel 4, Pixel 4a, Pixel 5, Pixel 6 Pro,
Samsung Galaxy S20 Ultra, Galaxy S22, Oppo Reno 6, OnePlus 10 Pro, Xiaomi 11T Pro. Our design is
principally also compatible with iOS, given the ubiquitous compatibility of acoustic communication.
However, since iOS does not support WiFi Direct, this channel would need to be replaced with
another communication layer supported on Apple devices, such as BLE or AWDL [110]. Our design
does not inherently depend on any specific radio channel, making such a modification feasible.

5.4 Comparison to SafeSlinger

Our design’s key differentiator is the automation of as many manual steps as possible, resulting
in a group pairing protocol that is effortless for the user. Such a design allows us to verify our
research hypothesis by comparing SafeSlinger with PairSonic in a user study. Table 1 lists the main
differences between PairSonic and SafeSlinger, which we now discuss in more detail.

5.4.1 Usability. Whereas in SafeSlinger all participants must enter the group size in the initial-
ization phase, in PairSonic only one participant needs to enter the group size. This smartphone
then starts broadcasting initialization information to the other participants’ smartphones via the
acoustic OOB channel. The other participants only need to bring their devices close together. The
second part of SafeSlinger’s initialization phase, which requires all participants to coordinate to
find and enter the lowest number shown on their devices, is completely automated in PairSonic
using the acoustic OOB channel.

After exchanging their contact information, the participants need to verify that no adversary
interfered with the protocol. Whereas SafeSlinger requires all participants to find a matching
word phrase among three options, we automate this using an acoustic verification message in
PairSonic. This reduces the information that participants need to verify manually to a single bit,
which is represented by a clear green checkmark or a red warning symbol. The participants must
abort the process in case not all devices show the green checkmark. In PairSonic, the devices
automatically verify a second acoustic message sent by the initiating smartphone to determine
whether it matches the data received over the WiFi channel. PairSonic minimizes the required user
interaction compared to SafeSlinger, without reducing the security guarantees.

In the final phase of the protocol, the participants must verify that the exchanged contact entries
correspond to the involved participants. This step cannot be automated as it is a social decision to
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determine if a contact entry matches the person standing in front of them, rather than a technical
one. In SafeSlinger, each participant also has to select which contact entries to import. In PairSonic,
we defer this decision by importing all contact entries, considering that users can manually delete
contact entries whenever they want.

5.4.2 Deployability. In addition to usability improvements, our design also addresses the deploy-
ability limitations of SafeSlinger by decentralizing the protocol. Whereas SafeSlinger requires a
stable Internet connection during the pairing process, PairSonic operates completely offline. Thus,
it can function even in areas without WiFi or cellular connectivity, such as rural zones, emergency
situations, or developing countries without Internet access. Our protocol does not require a third-
party server because it operates in a decentralized manner, i. e., directly between the participants.
This results in greater availability and resilience since our pairing process does not depend on
external infrastructure. It also offers a privacy advantage, as no metadata reaches any third party.

5.4.3 Security. While PairSonic fundamentally changes both the user interaction and physical
layer of SafeSlinger, it retains the same cryptographic protocol, thereby preserving the strong
security benefits from SafeSlinger. PairSonic thus fulfills all security requirements of confidentiality,
contact authentication, and collective pairwise security. We rely on SafeSlinger’s cryptographic
primitives, namely hierarchical multi-value commitments and Group Diffie-Hellman key agreement
(for further information, see Farb et al. [23]). Additionally, we employ an acoustic OOB channel for
location-limited verification as an extra security layer.

6 Study Methods

To answer our research questions on the usability and security of the group pairing protocols
SafeSlinger and PairSonic, we conducted a comparative lab study featuring practical contact
exchange tasks (Section 6.1), followed by a quantitative questionnaire and qualitative interviews
(Section 6.2). We also discuss our study sample (Section 6.3), ethical considerations (Section 6.4),
and our analysis methodology (Section 6.5).

6.1 Material

Our goal for the study setting was to resemble a typical contact exchange scenario. We built a
dummy smartphone app of a fictional social networking platform consisting of user profiles, direct
messaging functionality, and public message boards. This app was built using Flutter targeting
Android smartphones and supports E2EE messaging using public-key cryptography. Each user
has a profile consisting of a username and additional profile information such as an avatar and a
profile description. Additionally, the app automatically generates public-key credentials for each
user, which is used to secure the communication. The app’s main menu has a button to initiate the
contact exchange process, triggering either SafeSlinger or PairSonic.

We integrated SafeSlinger into our app using the official Android library’ by Farb et al. [23],
including their user interface. We only modified the look and feel to match the rest of our app.
Figure 3 shows the different steps that participants have to perform using SafeSlinger. We used
Google’s cloud platform AppEngine to host SafeSlinger’s server component'® written in Python.

6.2 Study Design

We followed a mixed methods approach, combining usability testing within a lab study, open-ended
oral interviews, and a post-test questionnaire. We performed our lab study with different groups

9SafeSlinger Android client library: https://github.com/SafeSlingerProject/exchange-android
05afeSlinger Python server: https://github.com/SafeSlingerProject/SafeSlinger- AppEngine
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Fig. 3. This figure shows the SafeSlinger contact exchange, which we integrated into our app using the
official Android library, only adjusting its aesthetics to align with our app’s design. (a) The SafeSlinger contact
exchange process begins with each participant selecting the total number of group members. (b) Next, all
members compare their IDs to identify and input the smallest ID. (c) During the subsequent verification
phase, members compare their word phrases to find and choose the phrase that appears on all devices. (d)
After this process, the app displays the exchanged contacts.

of two to six participants, who got to exchange their contact information amongst each other in
an actual group scenario. We used a within-subjects design to identify the differences between
PairSonic and the state of the art (SafeSlinger), meaning that each participant performed two rounds
of tasks within the same group of participants to gain hands-on experience with both systems.
We used counterbalancing to vary the order in which the participants encountered these systems,
which reduced practice and boredom effects. We decided for a within-subjects design due to greater
statistical power than a between-subjects design. We successfully tested our study setup using a
pilot study with six participants.

We conducted our lab study in a neutral meeting room, where each group of participants met
the study conductor, who was always present during each trial to verify that the participants
performed the tasks and to conduct the interviews. The lab setting in a neutral meeting room with
the same smartphones'! ensured consistent conditions for all participants, minimizing confounding
factors. During the study, the participants filled in our questionnaire section by section after each
experiment round. The study conductor additionally interviewed them about their impressions
after the experiment.

6.2.1 Briefing. Participants first reviewed and signed our consent form, which outlined the study’s
aim, procedure, and privacy policy. We then explained the study’s agenda, briefly introducing the
problem of securely exchanging contact information and how current approaches fail for larger
groups (approximately four minutes total). We used the same slide set for all groups to increase
the internal validity of our study by ensuring that all participants received the same information.

We always used the same smartphone models for the experiment, in the following order depending on the group size:
3xGoogle Pixel 4a, Google Pixel 5, Samsung Galaxy S22, Oppo Reno 6.
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(a) Profile screen. (b) User group exchanging their contact information using PairSonic.

Fig. 4. Our participants first created their profiles in the app, then collaboratively tested both contact exchange
systems with the other group members. During PairSonic, the participants bring their devices close together.

The goal of the briefing was to ensure that all participants had the same understanding of the
systems they were about to try, reducing potential confounding effects from misunderstandings.
Importantly, we did not disclose that we had designed one of the systems ourselves.

We then handed each participant the questionnaire (Appendix B) and a smartphone, and asked
them to fill in their profile information within the app (name, avatar from a gallery of options,
freely chosen text description; shown in Figure 4a). We gave each participant a choice between
using their real name or a pseudonym within the app.

6.2.2 Experiment. Upon distributing the smartphones, we conducted our experiment in two rounds
(A and B) corresponding to both group pairing systems. Each round was structured identically, but
we alternated the order of SafeSlinger and PairSonic between each group to neutralize order effects.

Each round started with a warm-up task, where we asked the group to try the contact exchange
system on their own without further guidance except the prompts within the app. Figure 4b
illustrates how PairSonic’s context exchange looked like for a group of four users. The study
conductor noted down potential problems in the study protocol and clarified the process with the
group after they successfully exchanged their contact information.

We then asked the group to use the system a second time, but remotely and unbeknownst to
the participants we manipulated the experiment in such a way as to simulate an active attack on
the pairing process. This resulted in the protocol failing on one of the smartphones. The study
conductor observed the group reacting to this situation and asked them why they thought the
process failed. We opted to simulate an attack because this provides a controllable and reproducible
method to ensure all participants have a consistent experience. By simulating rather than actively
disrupting the wireless communication, we also avoided technical risks to nearby networks. Our
simulated attack mirrors the maximum capabilities of our theoretical adversary, who can remotely
control smartphone radio communication undetected (Section 2.3). Incorporating this attack into
our study helped us evaluate the usability of PairSonic, especially in adversarial scenarios our
system aims to counter.
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After explaining that this protocol failure could indicate a security problem, we asked the group
to use the system a third time. We remotely disabled the attack simulation and told them that this
time there would be no attack. At the same time, we measured the time it took the group to perform
this third task from the beginning till the end, to get an assessment of how fast the system works
after some practice.

After the first round, we collected all smartphones, switched to the other group pairing protocol,
and conducted the second round likewise. Before concluding the study, we thanked the participants
for their time. In total, each of our participants spent 60 minutes to take part in our study.

6.2.3 Questionnaire. After each of the two rounds, participants filled in the respective sections of
the questionnaire to reflect on their experiences during the experiment tasks. Once both rounds
were completed, they filled in sections about their preference of both system, about their usage
patterns of different social or collaborative tools, and demographic questions at the end. Our
corresponding questionnaire, presented in Appendix B, was used to collect the following variables:

e Dependent variables. The dependent variables captured our participants post-test assess-
ment of both PairSonic and SafeSlinger. For each system, we used the System Usability Scale
(SUS) [7] to answer RQ2 on usability. Because efficiency is one aspect of usability [95], the
study conductor also measured the time it took the groups to complete the protocol during
the third task. To answer RQ3, we asked an additional question about the perceived security
of the systems, using a five-level Likert item.

e Preference. To answer RQ1, this binary variable captures the participants’ preference: either
they preferred PairSonic or SafeSlinger.

e Collaborative/social tool usage. To measure our participants’ use of collaborative platforms
and tools, we provided a list of nine distinct types of digital communication groups. For
each type, we asked the participants to state whether they actively took part in them, the
average number of participants in such groups, and if security was important to them in
these contexts. Participants could also provide information about additional group types
using free text fields. Additionally, we requested them to estimate the total number of digital
communication groups they overall participate in.

e Control variables. We used two control variables: participants’ prior experience with
smartphones and their Affinity for Technology Interaction (ATI) [31]. Both variables help to
assess the background of our sample and to explore potential correlations between technology
affinity and the usability or security of both systems [14]. As a standardized measure, the
ATI also improves the utility of our dataset for future research on usable security.

e Demographic variables. We collected the gender, age, education, field of study/work, and
student status of our participants as demographic variables.

6.2.4 Interview. At four stages during the study, we interviewed our participants with open-ended
qualitative questions to better understand their behavior and reasoning. All participants agreed
to be recorded in our consent form. The study conductor also asked follow-up questions to learn
more about the intricacies of their reasoning, but always asked the same set of starting questions
for each group, in accordance with our research questions.

After filling in each round’s questionnaire section about the prior used system, we asked participants:

e What did you like or dislike about this system?
e How secure do you think this system is?

Proc. ACM Hum.-Comput. Interact., Vol. 8, No. CSCW2, Article 425. Publication date: November 2024.



Sounds Good? Fast and Secure Contact Exchange in Groups 425:17

Table 2. Our participants’ demographic data and control variables. We report percentages (and frequencies).

Variable Our Sample Variable Our Sample
Female 40% (18) Intermediary 4% (2)
Gender %/Iiz\l/l:rse 4927(2(2 secondary
’ School Education  University 93% (42)
No answer 7% (3)
entrance
18-19 2% (1) qualification
20-24 49% (22)
N 2% (1
Age 95_99 36% (16) 0 answer (1)
30-34 11% (5) Vocational 11% (5)
40-44 2% (1) training
Yes 82% (37) Technical col- 4% (2)
Student .
No 18% (8) Prof. Education lege
> 2 years 98% (44) Bachelor 22% (10)
Smartphone Exp. < 2 years 2% (1) Master 22% (10)
PhD 2% (1
ATI Median 4.6 W
IQR 1 No degree 36% (16)

Once participants gave feedback to each approach individually and completed the questionnaire
about their general preference, we interviewed participants to evaluate the two approaches in
direct comparison:

e Which system do you prefer, and why?

o (Study conductor clarifies which part of each system constitutes the initialization step.) Which
initialization step do you prefer, and why?

o (Study conductor clarifies which part of each system constitutes the verification step.) Which
verification step do you prefer, and why?

After the participants filled in the questionnaire section about their usage patterns for various
types of collaborative tools, we asked about security:

e How important is secure communication to you in group or collaborative scenarios?

6.3 Participants

We conducted our study with 47 participants between January and March 2023. For recruitment,
we used mailing lists, social media groups, word-of-mouth, and snowball sampling, both within and
outside our university. Participants had to be over 18 years old to be eligible. Interested participants
self-registered on an online form to choose all suitable time slots for voluntary participation.
We randomly distributed our participants into groups of two to six participants based on their
availability and invited them to our lab study. This resulted in five groups with four people, two
groups with each of two, three, and six people, and one group with five people, for a total of 12
unique groups. Each participant was compensated 15 EUR (in cash) for taking part in our study.
Two participants did not fully complete the questionnaire, so we removed them from our final
sample (N = 45). Of these, 22 identified as male, 18 as female, 2 as diverse, and 3 preferred not
to answer their gender. While 16 participants did not have any professional or university degree,
the education level of our participants was generally high, with 10 participants having a Master’s
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Table 3. Comparison of the dependent variables.

Dependent Variable SafeSlinger PairSonic Statistic ES
(N = 45) (N =45)

System Usability Scale (SUS) 75 85 V =5975 r=-43
(25) (17.5)  p = .004

Security 4 4 P=35 g=0
1) (1) p=1

Preference 31% (14) 69% (31) P=69 g¢g=.19
p=.016

Completion Time (Groupwise, N = 12) 35.5s 33.5s V=495 r=-23
(8.55) (10s) p=.432

Note: for the binary preference rating, we report percentages (and frequencies), the binomial test, and
Cohen’s g [17] as the effect size (ES). For the other variables, we report the median (and IQR). For the
SUS and completion times, we additionally report the Wilcoxon signed-rank test, and the ES estimate
based on Rosenthal’s method [94]; for the security ratings, we report the sign test and Cohen’s g.

degree. Most participants (37) were students. Our participants were aged 18—44; most participants
(38) were between 20 and 29 years old (Table 2).

6.4 Ethical Concerns

Our university’s institutional review board (IRB) reviewed and approved this study. We gathered
written consent from all participants after informing them about the study’s purpose and data
collection in compliance with the General Data Protection Regulation (GDPR).

We did not collect any sensitive data, and we made answering demographic questions in our
questionnaire optional. Participants had the voluntary choice to permit interview recordings;
all agreed, so we recorded all interviews and deleted the files after transcription to safeguard
participants’ privacy. We stored each participant’s responses pseudonymously, using sequential
numbers without including any identifying information. Participants voluntarily engaged in our
study and received compensation higher than our country’s minimum wage as recognition for
their time and effort.

6.5 Data Analysis

We used R 4.2.2 for all quantitative data analysis [92] and MaxQDA 2022 for the qualitative data
coding [124]. We calculated the central tendencies and correlations to answer our research questions.
We compared SafeSlinger and PairSonic using the Wilcoxon signed-rank test [128] for interval
variables, the sign test [105] for ordinal variables, Pearson’s chi-squared test [87] for nominal
variables, and the binomial test [105] for proportions. We report descriptive statistics for our
quantitative variables using the median (Mdn) and the interquartile range (IQR). We used Kendall’s
rank correlation coefficient [55] to determine the relationship between our control and dependent
variables. For all statistical tests, we used an alpha level of .05, following the common practice in
our field to balance the risk of type I and type II errors.

Furthermore, we conducted a qualitative analysis of the interview transcripts, performing the
following qualitative coding steps: (1) We first deductively created an initial codebook covering all
our research questions (Section 4). (2) Two researchers then independently coded the transcripts
from the study session of a single group, to find out how well the codebook fits the participants’
statements. During this separate coding process, they inductively extended the codebook with new
codes to match interesting observations outside the research questions [79]. (3) The researchers
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Fig. 5. Comparison of our participants’ SUS scores and completion times for SafeSlinger and PairSonic. The
violin plots show a density estimation of the distributions. The boxplots show quartiles, median, and outliers.

then discussed and merged their two codebooks into the final codebook: preference, mental model,
scenarios, suggestions/improvements, security, relevance of security in groups, initialization step,
verification step, Internet requirement, third party involved, user interface, and user roles. (4) The
two researchers then split the remaining transcripts and deductively coded them according to the
final codebook. (5) Finally, the researchers swapped the transcripts to review and extend the other
researcher’s codes, and to discuss and resolve coding differences.

7 Quantitative Results

This section presents our quantitative results and the analysis of participant task performance
(Table 3). The questionnaire includes quantitative scales, numeric fields, and control variables
(Section 6.2.3). We studied the participants’ perceptions of secure contact exchange methods
regarding their usability (Section 7.1), security (Section 7.2), and preference (Section 7.3). We
further examined their task completion times (Section 7.4) and general usage patterns for social and
collaborative tools (Section 7.5). An analysis of the control variables is also provided (Section 7.6).

7.1 Usability

After getting hands-on experience with both group pairing protocols, the participants completed
our questionnaire, including the SUS [7]. We use the Shapiro-Wilk test [101] to determine whether
this interval variable is normally distributed. The SUS scores for SafeSlinger (W = 0.96, p = .095)
are approximately normal, but the scores for PairSonic (W = 0.92, p = .003) are significantly non-
normal distributed. Figure 5a depicts the statistics of the SUS scores per protocol. Both distributions
have visible negative skew, indicating that most participants selected values on the higher end of
the scale. Additionally, there is a single outlier for PairSonic. Parametric methods such as the t-test
assume normal sampling distributions and can give inaccurate results in the presence of outliers
[127]. We, therefore, use non-parametric statistical methods for data analysis (Section 6.5).

SUS scores for SafeSlinger (Mdn = 75) differed significantly from PairSonic (Mdn = 85) according
to the Wilcoxon signed-rank test, V = 597.5, p = .004. The effect size is r = —.43, which corresponds
to a large difference according to Cohen [17]. Thus, PairSonic showed significantly better
usability than SafeSlinger.
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Fig. 6. Comparison of our participants’ security and ATl scores for SafeSlinger and PairSonic. The stacked
bars for the security scores correspond to the five levels of agreement, ranging from “strongly disagree” (left)
to “strongly agree” (right), centered at the neutral response. The percentages (left, middle, right) represent the
share of negative, neutral, and positive responses, respectively. The violin plot shows a density estimation of
the ATI distribution. The boxplot shows quartiles, median, and outliers.

7.2 Security

Based on their experience during the lab tasks, we asked our participants how secure they think
both systems are on a five-level Likert item. Figure 6a shows the security scores, which are ordinal
assessments to the statement ‘T think that this system is secure”, ranging from “strongly disagree”
to “strongly agree”. According to the sign test, which is appropriate for ordinal values [105], the
security scores for SafeSlinger (Mdn = “agree”) did not differ significantly from PairSonic (Mdn =
“agree”), p = 1, g = 0. Hence, users have a similar security impression of both methods.

7.3 Preference

After our participants tried both systems, we asked them which one they liked better. Figure 9 in the
appendix shows how many participants preferred PairSonic in each study group. Most participants
(69%; 31) preferred PairSonic compared to the state of the art (SafeSlinger), which is a significant
difference according to the binomial test, p = .016. The effect size is g = .19, which corresponds to
a medium difference according to Cohen [17]. Overall, participants prefer PairSonic compared
to SafeSlinger.

7.4 Completion Time

As an objective measure, we determined the time it took our participants to complete each contact
exchange protocol, after a brief learning period during the initial two tasks. Figure 5b shows the
completion times of each individual group, connected for both protocols, to show the change within
each group. The completion times for PairSonic are quite consistent and approximately normal
distributed (W = .94, p = .528). There is an outlier for SafeSlinger as it took one group 68 s to
complete the protocol, making the SafeSlinger completion times significantly non-normal (W = .85,
p = .035). This reaffirms our choice for the robust non-parametric Wilcoxon signed-rank test. Most
groups (8; 67%) were faster with PairSonic, but the completion times between SafeSlinger (Mdn
= 35.5s) and PairSonic (Mdn = 33.5s) did not differ significantly (V = 49.5, p = .432, r = —.23).
The completion times for both schemes showed no significant correlation with the group size
(r = .46, p = .052 in both cases). In summary, the completion times are similar for PairSonic
and SafeSlinger.

7.5 Usage of Social and Collaborative Tools

We were also interested in understanding which types of social and collaborative tools our partici-
pants use, as this would reveal the most prominent use cases. Figure 7 summarizes our participants’
responses. All participants use private chat groups, such as WhatsApp or Signal, as well as audio
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Fig. 7. The left-hand bar chart illustrates the number of participants using the given social or collaborative
tools (total bar length), with the inner green bar representing those who deem security and authentication
important. The right-hand boxplots depict the distribution of the average number of group members indicated
by our participants for each tool type. They show quartiles, median, and outliers on a logarithmic axis. One
outlier is not included: one participant gave an average online forum group size of 1.6 million.

or video conferencing tools like Zoom. Additionally, a substantial portion partakes in public chat
groups (89%), online collaboration tools like Google Docs (80%), and professional chat groups such
as Microsoft Teams (78%), showing the relevance of digital collaboration applications.

We also queried our participants about their security desires for these tools, i. e., ensuring no
unauthorized access. Tools requiring such security measures could benefit from group pairing
protocols, such as PairSonic, indicating potential use cases.

Figure 7 demonstrates that participants seek authentication for most tools, especially private
chat groups, audio/video conferencing, online collaboration tools, and professional chat groups.

Futhermore, we asked our participants to estimate the average number of group members for
each type of collaboration. Groups demanding security requirements were typically smaller: the
group sizes for private chat groups (Mdn = 5), online collaboration tools (Mdn = 5), and audio or
video conferences (Mdn = 6) were much smaller compared to public chat groups (Mdn = 100) and
online forums (Mdn = 135). Our participants are active in a significant number of groups, with a
median of 70 groups (IQR = 70).

7.6 Control Variables

As a control variable, we measured our participant’s ATI (Mdn = 4.6, IQR = 1) and smartphone
familiarity. All 45 participants except one have been using a smartphone for more than two years,
indicating general familiarity with smartphone usage.

We calculate bivariate Kendall’s rank correlation coefficients in Table 4 to determine the relation-
ship between the control and dependent variables. As shown, our participants’ SUS scores, security
ratings, and preferences do not significantly depend on their technology affinity or smartphone
familiarity. The SUS scores for SafeSlinger significantly correlated with our participant’s preference,
indicating that participants who found SafeSlinger less usable preferred PairSonic instead. There
was also a significant negative correlation between SafeSlinger SUS scores and completion times.
Additionally, we found that a method’s SUS score significantly correlated with that method’s
security assessment.
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We noticed that the order in which our participants encountered the systems significantly
correlates with the SUS scores for SafeSlinger (Figure 11), but not with the SUS scores for PairSonic
or with the other variables. We discuss this potential order effect in Section 10.2.

8 AQualitative Results

Our previous section’s quantitative evaluation indicated that participants found PairSonic to be more
usable and preferred it over SafeSlinger. In this section, we complement the quantitative analysis
with a qualitative analysis: we conducted post-test interviews with the participants to understand
the reasons behind their preference. We begin by determining the factors contributing to their
overall preference (Section 8.1). Subsequently, we closely compare user perceptions regarding the
two main phases of group pairing protocols: the initialization phase (Section 8.2) and the verification
phase (Section 8.3). Lastly, we capture our participants’ perspectives on acoustic communication
(Section 8.4).

8.1 Which Method Do Users Prefer Overall?

During the interviews, our participants’ comments aligned with their preference for PairSonic
overall. They specifically highlighted two key advantages: better usability and scalability:

“If you have used [PairSonic] once or twice, then it’s also just much, much more convenient than
[SafeSlinger]. I mean, you open the app, say »here, you’re the person who sets this up«, hold the
phones together, done.” (Group 7)

However, some participants argued in favor of SafeSlinger, especially for smaller groups where
the manual comparison tasks require less effort.

Regarding security, the qualitative results were mixed, supporting the results of our quantitative
analysis (Section 7.2). Some participants expressed that SafeSlinger’s additional user interaction and
complexity instilled a sense of enhanced security compared to the simpler PairSonic. Conversely,
other participants favored the security of PairSonic, as it did not solely rely on potentially error-
prone user interaction but also incorporated acoustic verification as an additional layer of security.

Most participants raised concerns about the Internet requirement of SafeSlinger, citing instances
where they lacked cellular connectivity or access to public WiFi. They worried that this could
limit the situations in which they can exchange their contact data. Additionally, a few participants
expressed privacy concerns since the contact data was transmitted over the Internet. Despite
SafeSlinger being designed to safeguard the confidentiality of exchanged information from third
parties [23], the fact that the protocol relied on Internet connectivity was enough to make some
participants worry about their data. In contrast, the decentralized nature of PairSonic emerged as a
distinct privacy and availability advantage, as no third parties are required to facilitate the protocol.

8.2 Which Initialization Step Do Users Prefer?

The initialization step of SafeSlinger and PairSonic temporarily associates the group members’
devices to exchange contact information and cryptographic public keys. However, there are distinct
approaches employed by each protocol. In SafeSlinger, a peer-based approach is used, requiring
each group member to input the group size and determine the lowest identification number among
all members. On the other hand, PairSonic utilizes a coordinator-based approach, where only one
group member needs to input the group size, and the rest of the initialization is automated through
acoustic communication. It is important to note that the role of the group leader in PairSonic does
not confer any special privileges and is only relevant to the contact exchange without implications
for subsequent communication.
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During the interviews, we asked participants to compare the two initialization steps. The majority
expressed a preference for our coordinator-based initialization, although some participants argued in
favor of the peer-based initialization. This observation is intriguing, particularly when considering
a previous user study by Nithyanand et al. [85], which suggested a greater overall acceptance of
peer-based methods. This discrepancy invites a deeper analysis to understand the reasoning behind
our participants’ preferences:

8.2.1 Effort. Some participants did not like the additional effort in SafeSlinger to determine the
smallest identification number:

“It is annoying that you have to find out the smallest numbers first. Sure, you can do that relatively
efficiently, but if you are in a group with a bunch of people, then maybe people just call in their
numbers and then nobody has an overview anymore. ” (Group 3)

8.2.2  Scalability. Other participants highlighted a scalability issue regarding the effort required,
particularly as group size increases:

“If it is a larger group, it is more practical to have a coordinator.” (Group 12)

Participants noted that in SafeSlinger, all group members are required to enter the group size,
which can potentially lead to failures if one member miscounts.

8.2.3 Determining the Coordinator. Although no group in our study encountered difficulties in
appointing a coordinator during the protocol, some participants expressed concerns about this
aspect during the interviews. Even though SafeSlinger’s peer-based approach requires more user
interaction for each participant, it does not require the explicit social decision of determining the
coordinator [49]. Interestingly, some participants preferred this trade-oft:

“Tthink [SafeSlinger’s initialization step] would probably be better, because it leads to fewer disputes
about who is now the coordinator. Although, of course, that doesn’t matter at all in the end. But in
different social groups this can lead to disputes.” (Group 11)

Other participants argued that there often already is someone who proposes to exchange contact
information in the first place, so there would likely be few disputes about the coordinator in practice:

“But if I think about it now, typically someone comes up with the idea of exchanging the contact
data. That means that in the group there will already be some spokesperson who has crystallized,
even if only for this specific situation. That means that, okay, I'll say here, 'm the coordinator, who
else wants to participate and wants to exchange contacts with me, let’s do that. And then I know
that if four or five people approach me, okay, we are six people, I can set it up and off we go. That is,
it actually fits relatively organically into the group dynamic, as I would expect in such a situation.”
(Group 4)

8.3 Which Verification Step Do Users Prefer?

In SafeSlinger, all group members are required to compare and select a matching three-word phrase,
whereas PairSonic mostly automates the verification, with group members only needing to verify
that all devices display a green checkmark symbol. We now compare participants’ perceptions of
the verification step in the group pairing protocols.
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8.3.1 Acoustic Verification Is Effortless. Most participants preferred PairSonic, arguing that it is
easier to use:

“For the verification at the end, I think I prefer [PairSonic], because all you have to do is just make
sure there is the green check. So even at that, there’s no need to communicate and just raise your
phone and show the green check to everyone around. And it’s faster that way.” (Group 10)

8.3.2  Word Phrases Are Prone to Errors. Some users felt nervous comparing the word phrases and
worried about making mistakes. Others liked the thorough verification in SafeSlinger, as it made
the process feel more secure:

“So I think, because I have to look again carefully, that [SafeSlinger] is really secure.” (Group 9)

8.3.3 Rushing Users. However, many participants mentioned that they did not really check whether
all participants have the same word phrases, and only roughly compared the words:

“We had the situation where only one person didn’t match, but the others did. It’s tempting to say
right after the first match, okay, yes, it matches, I'll tick the box, great, done. And the other person
is then either passed over or I don’t know what happens.” (Group 4)

Some rushed the comparison due to the pressure of not wanting to keep the group waiting,
particularly in the group scenario:

“The reason why you don’t take the time to compare accurately is that you just hurry. In a larger
constellation, you don’t want to be the person because of whom the procedure takes longer, that
you need more time to go through the individual words.” (Group 11)

Some participants also rushed with PairSonic, mistakenly assuming that the green checkmark
symbol indicated a successful completion of the protocol, and thus confirmed the dialog without
reading the instructions. In the subsequent discussion, the group proposed using a different symbol
or adding a confirmation dialog to mitigate this issue.

8.3.4  Accessibility. Some participants mentioned accessibility problems with the word phrases
due to non-native speakers, foreign accents, or use of uncommon words.

“The word phrases are basically nonsense in English. That is, it depends on how well it is pronounced,
how well it is understood, which again becomes difficult in larger groups. And it also becomes more
and more difficult depending on the countries of origin. Red and green as signal colors are actually
quite international and easy to distinguish.” (Group 4)

8.4 What Do Users Think of Acoustic Communication?

As most users lack prior experience with acoustic communication, our study aimed to gauge their
reactions to this new technology. Our interviews revealed a generally positive sentiment; many
participants found its novelty appealing and enjoyed their devices producing melodic sounds. Past
research suggests that introducing fun elements, such as gamification, can encourage users to adopt
secure behaviors [44].
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“That you can actually hear the sound is very funny. And it also somehow gives a feeling of, yes, I
can hear what’s happening. It feels nice to use.” (Group 6)

There are mainly two concerns that our participants had with acoustic communication, specifi-
cally related to its security and robustness.

8.4.1 Security. Some participants felt the audible acoustic verification enhanced safety, while
others doubted its security, fearing potential eavesdroppers. It is important to note, however, that
we designed PairSonic to maintain security even if acoustic messages are intercepted.

Some technically minded participants questioned the system’s security, noting that the acoustic
messages always sounded identical:

‘T think intuitively I would find [PairSonic] a little bit more insecure because you see how they
communicate. Or you hear it in this case. If you don’t know how it works, what they’re doing
exactly, I might think, yes, if the smartphones are talking there, then maybe someone can listen in.
Or record it.” (Group 12)

Despite the acoustic messages sounding similar, they always encode varying data based on
the group participants. Better in-app explanations can address both of these security concerns.
Alternatively, a different modulation scheme can be used to produce audibly distinct melodies.

8.4.2 Robustness and Noise Interference. During the study, unexpected device interactions led to
occasional protocol restarts due to failed acoustic transmissions — something we hadn’t encountered
in our pre-study testing. These failures typically occurred when users placed their devices on the
table during acoustic transmission, causing impulsive noise that complicated message reception.

Participants also voiced concerns about the system’s performance in loud environments, such
as parties or festivals. Our proof-of-concept implementation is not yet optimized to handle these
challenging acoustic environments. Some participants criticized the inconsistent reliability of
audible acoustic communication, expressing a preference for the more reliable SafeSlinger system.
During our study, SafeSlinger’s performance remained mostly consistent, but this requires a
stable Internet connection, which is not available in many scenarios (Section 5.4.2). We derive
recommendations for future work to improve PairSonic’s usability by addressing this criticism
(Section 9.10).

8.5 Alignment with Questionnaire Responses

We cross-validated whether the interview statements of our participants align with their ques-
tionnaire responses in our mixed-methods study and found general agreement between the two
data sources. In the questionnaire, two groups favored SafeSlinger, two were equally split, whereas
the majority (8 of 12) preferred PairSonic (Figure 9), aligning with their interview statements. For
instance, group 11 unanimously preferred PairSonic in the questionnaire, also rating it higher in
SUS scores. During the interviews, every member of group 11 consistently expressed a preference
for PairSonic, arguing for its better usability and scalability.

9 Discussion

We now discuss the main findings of our study. First, we found users favoring PairSonic for its
simplicity (Section 9.1), particularly valuing the reduced effort by automating SafeSlinger’s manual
verification (Section 9.2). Interestingly, though, some users perceived the more complex system as
more secure (Section 9.3). We address the associated issue that complex systems tend to be more
error-prone (Section 9.4) and investigate how increased transparency and education may enhance
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perceived security, even for simpler systems (Section 9.5). We discuss the applicability of PairSonic
for different usage scenarios within the CSCW community based on our participants’ comments
(Section 9.6), alongside a brief security analysis (Section 9.7). We then discuss the scalability of group
pairing protocols and compare which actions users have to perform in PairSonic and SafeSlinger
(Section 9.8). This section concludes by addressing PairSonic’s requirement that the users have to
physically meet (Section 9.9), and proposing directions for future research (Section 9.10).

9.1 Users Generally Prefer Simple and Effortless Group Pairing Systems

We designed PairSonic to require less user effort than SafeSlinger, in line with our research
hypothesis that users would prefer a simpler, more effortless system (Section 4). Our lab study
supports this hypothesis, as participants significantly favored PairSonic over SafeSlinger, giving
it higher SUS scores (Section 7). When we interviewed our participants, most explained that
they prefer PairSonic because it is easier to use and requires less effort. They especially liked the
automated verification step, which only requires a simple binary comparison. Furthermore, the
group-wise user interaction of moving the devices closer for pairing worked very well, confirming
previous research on intuitive device association gestures [14, 48, 50, 61].

9.2 Automating Verification Tasks Using Acoustic Communication

Previous user studies have shown that users find it difficult to perform authentication ceremonies
with current E2EE tools like Signal or WhatsApp, because they are time-consuming and require
much effort [44, 122]. Our system, PairSonic, improves the state of the art because it automates
manual verification tasks such as comparing phrases, digits, or pictures. Users responded favorably
to this streamlined approach in our interviews, with most participants being able to exchange
contact information in less than 35s.

Our system utilizes an acoustic OOB channel for automated verification, which offers several
unique advantages over other wireless channels that modern smartphones support: unlike WiFi
or Bluetooth, it is limited to close proximity. This enhances usability by reinforcing the intuitive
gesture of bringing devices closer together to share contacts, and also improves security by making
distant attacks more challenging. In comparison to NFC or QR codes, the acoustic OOB channel
can easily accommodate multiple devices — a necessary feature for group scenarios.

Moreover, the acoustic OOB channel is a software-defined physical layer, unlike WiFi or Blue-
tooth whose physical layers cannot be customized in smartphones. This adaptability enables
advanced physical layer security techniques, which can protect the group pairing protocol against
sophisticated attacks, adding an extra layer of security [89]. This reduces the need for meticulous
user behavior during verification. By safeguarding the acoustic channel at the physical layer, we
can further enhance both security and usability of our system, while meeting all our deployability
requirements (Section 2).

9.3 Complex and Effortful Systems Can Feel More Secure

While most participants favored PairSonic, our quantitative analysis revealed no significant dif-
ference in how users perceive the security of PairSonic and SafeSlinger (Section 7). In fact, the
interviews even indicate that some users have less trust in PairSonic due to its simplicity. They felt
that the added complexity of SafeSlinger made the system seem more secure:

“T think the perceived security with [SafeSlinger] was higher because, well it sounds stupid, but

because you enter so many things. [...] But I thought, because it took much longer, that it’s probably
more secure.” (Group 4)
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Our research hypothesis emphasizes minimal user interaction, but our interviews revealed a
potential issue for security systems like PairSonic. Its effortless nature can make it seem too simple
to be secure, almost like magic, leading to distrust. When a system automatically handles security,
users may feel a loss of control, viewing the system as a black box that they can’t understand
[68, 96, 97]. They might also equate complexity with security due to everyday experiences like
complex password requirements or cumbersome multi-factor authentication [54].

This unexpected finding emphasizes a dilemma: a system needs to be simple and effortless for
usability, but if it’s too simple and requires minimal effort, users may doubt its security. Our results
highlight the challenging trade-off that security engineers must balance — not just optimizing
usability, deployability, and security, but also the perceived security.

9.4 Error-Prone Collaborative User Interaction

User interaction requiring substantial effort often leads to errors. This poses a particular problem
for systems like SafeSlinger, which depend on meticulous user behavior for security, such as
the verification step involving comparison of word phrases. We noticed in our study that many
participants did not carefully compare SafeSlinger’s word phrases on each device — often checking
only the first word, a behavior referred to as “rushing users”. This tendency has also been observed
in a previous user study by Tan et al. [111].

As another example, in some larger groups, our participants only compared SafeSlinger’s words
with adjacent group members and accepted the matching word phrase without confirming this with
the rest of the group. In other groups, a single member took charge of coordinating the verification
step. However, once a few members confirmed a match, the group often selected that phrase based
on majority agreement, potentially neglecting quieter members who did not share the same phrase.
Differently to SafeSlinger, the security of PairSonic does not heavily depend on user diligence, thus
offering systematic security advantages against active adversaries.

In contrast to the traditional pairwise authentication schemes described in Section 3, in our
collaborative situation the whole group works together to achieve a common security goal. We
made the interesting observation that some users checked and helped each other, leading to fewer
overall failures. This phenomenon was also observed in previous user studies in collaborative
scenarios [48, 54].

However, Kainda et al. found that the primary source of failure was poor communication among
group members [54]. We noted similar issues in some groups, particularly where participants were
more reserved and hesitant to voice problems or discrepancies in word phrases. These findings
highlight that a system requiring less user interaction and communication results in a more reliable
and less error-prone solution.

9.5 Transparency and Comprehensibility Can Improve Perceived Security

Technical users typically like to understand how and why a system works, whereas non-technical
users need convincing evidence that a system is secure, without necessarily needing to understand
all technical details [25]. Our interviews indicated that most users were not familiar with acoustic
communication, especially if it is audible, and would benefit from better explanations within the
app. Systems like SafeSlinger, which depend on third parties over the Internet, could also enhance
user experience with increased transparency and education regarding data access, addressing users’
privacy concerns. CSCW research during the COVID-19 pandemic has shown that privacy-related
trust in the application provider plays an important role in the user’s willingness to use online
collaborative tools [82].
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9.6 Usage Scenarios

There are a number of collaboration scenarios that have been proposed by CSCW researchers,
where we argue that PairSonic could improve the usability of the group formation process. Previous
research focused mainly on remote collaboration using tools like groupwork platforms [82], crowd-
sourcing [43], and mobile devices [131]. Additionally, there are separate lines of work studying
computer-supported collaboration for creative group work and education [10], for networking and
meeting new collaborators [93, 116, 126], and within the context of spontaneous ad-hoc interaction
[18, 22]. A common challenge in these studies is connecting people and their devices, often using
technologies like QR codes that struggle with usability and scalability in larger groups (Section 1.1).
PairSonic offers a scalable, user-friendly drop-in replacement to these legacy pairing technologies,
providing a more efficient solution for associating devices in group settings.

There are also usage scenarios potentially involving larger groups of participants. For example,
Tolmie et al. [114] and Fosh et al. [30] explored collaborative interactions in cultural sites such as
museums, suggesting that connecting visitors, possibly in ad-hoc groups with a tour guide, enhances
engagement with both the group and the exhibits. PairSonic can facilitate this by connecting
visitors through their own devices, avoiding the need for museum rental devices. Our testing
confirms PairSonic’s effectiveness for larger groups, including those with more than 10 participants,
when their devices are close and in low-noise environments. Museums are ideal for PairSonic,
especially using the inaudible frequency range instead of audible acoustic signals (Section 5.3).
The quiet setting ensures reliable acoustic communication, and its inaudibility ensures it does
not disturb other visitors. Additionally, like QR codes, the acoustic channel can transmit small
data packets, which could further improve engagement with exhibitions. For example, exhibitions
could emit an audio beacon offering additional information to nearby visitors, benefiting from the
deployability advantages of the acoustic channel compared to alternatives such as Bluetooth or
WiFi (Section 5.4.2).

Our study participants identified several scenarios where PairSonic could serve as a secure
method for exchanging contacts, such as private Signal chat groups, Zoom video conferences, and
online collaboration tools (Section 7.5). These situations usually have higher security requirements,
often relating to personal, familial, or professional collaborations. Many interviewees shared their
preferences for online security in social contexts:

“For me, it depends on how many people are in the group and who is in the group. If it’s a group
where I'm only with friends, where maybe more sensitive data is discussed, then [security] is the
most important requirement of all, I would say.” (Group 12)

Others felt knowing the other participants is essential for effective online collaboration:

‘1 find it very awkward to write in groups where I don’t know who else can read it. That’s why I
usually just don’t participate at all.” (Group 6)

Our results align with previous CSCW research on the security and privacy needs of users,
which found that especially vulnerable types of users and users discussing sensitive topics have a
substantial need for interpersonal trust and knowing the other participants [104]. Similarly, our
participants also named specific scenarios where they saw the potential for securely exchanging
contact information using PairSonic. These included festivals, exhibitions, conventions, confer-
ences, but also everyday situations when meeting new people, like meeting new people through
friends. Some expressed interest in using PairSonic with non-technical users, anticipating potential
difficulties these users might face with SafeSlinger:
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“You can also use [PairSonic] with people who normally would need further assistance. Instead
it’s enough if one person is the coordinator, and then the others just have to click yes or no. I think
that’s actually quite good, because it takes the hurdle out for people who are not so tech-savvy, if
you tell them that they don’t have to do anything except click yes or no once.” (Group 6)

9.7 PairSonic Inherits SafeSlinger’s Strong Security

While our primary focus is on the usability of PairSonic, and a comprehensive security analysis is
not within this work’s scope, we do provide a brief discussion on its security aspects. We adhered to
the security best practice of not unnecessarily creating an entirely new cryptographic protocol from
scratch, opting instead to rely on the established security guarantees of the SafeSlinger protocol
whenever possible. Consequently, PairSonic protects against all types of attacks mentioned in the
SafeSlinger paper, such as threats from malicious bystanders, impersonation, sybil/hidden node
attacks [21, 54], and Group-in-the-Middle attacks [64].

Unlike the SafeSlinger protocol, PairSonic automates information exchange stages that previously
required manual effort, using the acoustic out-of-band channel for this purpose. The acoustic
channel must have the same security properties as the human-mediated channel in order to not
degrade PairSonic’s security. Our adversary model assumes the acoustic channel’s authenticity,
implying that adversaries cannot tamper with it. This assumption is supported by previous studies
on wireless authentication, which highlight the physical constraints of sound waves, such as their
significantly shorter range compared to radio communication and their inability to penetrate
physical barriers like walls [5, 107, 108]. Furthermore, the authenticity of the audio channel can be
explicitly ensured using physical layer security techniques [89], whose assumptions and system
model align with PairSonic’s protocol. Future work could incorporate them to enhance or replace
the current ggwave physical layer used in our protocol.

In our adversary model, we assume that an adversary can eavesdrop on the audio channel,
enabling them to gain information about the ad-hoc WiFi network and potentially interfere with it.
However, any WiFi interference attempt by the adversary to alter the group’s contact information
would be futile, as PairSonic is designed to detect such modifications and terminate the protocol
during the acoustic verification phase. The use of the acoustic out-of-band channel in PairSonic also
enhances security by supporting longer hash values than SafeSlinger, reducing the likelihood of
hash collisions. The SafeSlinger protocol employs 24-bit hash values as Short Authentication Strings.
Increasing the entropy of these hashes would negatively impact usability, as it would require users
to manually compare a greater number of words or more complex phrases. In contrast, PairSonic
streamlines this process by automatically transmitting the hash value via the acoustic channel.
This method allows for longer hash values without user involvement and is less susceptible to
security-critical user errors, a concern highlighted in our study (Section 9.4).

9.8 Scalability

Besides usability, one motivation for PairSonic was improved scalability. PairSonic requires less
interaction between participants by design, making it better suited for larger groups of users
than SafeSlinger. To illustrate this, Figure 8 shows timelines of PairSonic compared to SafeSlinger
for a typical user group during our study. From a user’s perspective, each protocol consists of
phases where they have to wait, but also phases requiring them to read, choose an option, compare
information, or enter a number: these are phases requiring manual actions. The total cumulative
duration that users have to diligently perform these actions (i.e., excluding waiting times) is lowest
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Fig. 8. Qualitative timelines show which actions users have to perform during all three phases of the contact
exchange process (Table 1). The symbol X indicates waiting time. The yellow and particularly the red user
actions are more complex than the green actions and take more time for larger groups, showing that PairSonic
scales better than SafeSlinger.

for PairSonic with the participant role, followed by the coordinator role, with SafeSlinger requiring
the longest attentive time for all users.

The figure also highlights the protocol phases that take noticeably more time for larger groups.
SafeSlinger contains two such phases: identifying and entering the lowest identification number
amongst all participants, and the word phrase comparison. PairSonic, however, only has a single
phase scaling with the group size, namely determining that every device shows a large checkmark
symbol, a task that is comparatively much simpler than the tasks in SafeSlinger, since it only
requires a quick glance at the smartphones. In summary, PairSonic requires less attentive user
duration, making it well-suited also for larger groups.

Larger groups further reinforce the issue of error-prone collaborative user interaction that we
discussed previously (Section 9.4). With SafeSlinger, larger group sizes involve more manual text
comparisons, which not only raises the likelihood of mistakes, but also reinforces the problem
of rushing users. We observed that some users felt pressured by larger groups and wanted to
avoid keeping the group waiting (Section 8.3.3). PairSonic was less affected by group size, but our
proof-of-concept implementation struggled with acoustic noise interference (Section 8.4), which
might occur more often with more participants.

Contrary to our expectation, we did not find a significant difference in completion times between
both protocols, even though most groups in our study were faster with PairSonic. The completion
times of SafeSlinger were faster than expected and can be attributed to many participants not
thoroughly comparing the word phrases on each device, as explained earlier (Section 9.4). While this
explains the comparable completion times, it degrades SafeSlinger’s security in practice, as partial
comparisons involve less entropy [111]. We also note that the scalability advantage of PairSonic
is likely more pronounced for participants who take longer with SafeSlinger’s word comparison,
such as older users, users with bad eyesight, or shy participants.
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9.9 Physical Meetings

PairSonic assumes that all users are co-located, making it suitable for offline and online collaboration,
provided the users meet in-person first (Section 9.6). This limitation is by design and arises from our
requirement that the system functions without relying on any central infrastructure and without
necessitating any pre-established security context (Section 2.1). While SafeSlinger can operate
remotely over the Internet, it violates these requirements by assuming the existence of another
trusted communication channel to authenticate each other. However, such a channel typically does
not exist yet, which is precisely why the group pairing process is needed to begin with.

This requirement for physical meetings means that to securely collaborate with a new contact
using PairSonic, you must first meet them in person. In larger collaborative groups, it can often be
impractical to meet with every new member as they join the group. However, PairSonic should be
seen as just one component of a broader key exchange process, which cannot address the whole
key management lifecycle by itself [6]. To address this limitation, PairSonic could be integrated into
a more comprehensive key management system like the decentralized web of trust (e.g., OpenPGP
[27]). This integration could replace the traditional manual verification of PGP keys in person or as
part of keysigning parties [9, 115].

In such a system, transitive trust can be utilized, meaning that you might choose to trust the
contact list of someone you have already verified, rather than verifying every new contact yourself.
As a result, a new group member would only need to meet and exchange keys with one existing
group member. This member then signs and forwards the authenticated contact information to the
rest of the group. In this scenario, the initial group members use PairSonic to establish an initial
security context, which then serves as a base for other key management protocols that do not
require physical interaction.'?

9.10 Future Work

Our study identified the primary weakness of PairSonic as the limited robustness of the acoustic
OOB channel in noisy environments, reducing the potential use cases for contact exchange. Whereas
our paper focused on the usability evaluation of PairSonic’s prototype, the interviews have shown
that future work is needed to improve the OOB channel’s reliability concerning realistic noise
sources, exploring both audible and inaudible frequency ranges. Additional future work should
include a comprehensive evaluation of the acoustic channel’s functionality and performance for
various environments, to determine the practical limits of this novel technology. The acoustic
physical layer in the user study by Mehrabi et al. [78] was more reliable, suggesting that a better
design can address this issue.

Additionally, enhancements to the user interface could further increase PairSonic’s usability,
reflecting findings from previous studies on other authentication ceremonies [123, 129]. During our
study, we observed that some participants rushed the verification step in PairSonic. This was not
to bypass a tedious task, as seen in previous approaches, but because they misconstrued the green
checkmark symbol as a sign of successful completion (Section 8.3). Using a different symbol, such
as a question mark, could signal the need for user involvement in security verification, potentially
resolving this issue. Alternatively, a confirmation dialog could be introduced following the initial
prompt to avoid unintentional acceptance. Future research could validate these enhancements by

12Similar established strategies could be employed to deal with other aspects of the key management lifecycle, such as the
loss or change of keys. For example, OpenPGP typically manages key replacement by generating a new keypair, signing it
with the old key, and then issuing a revocation certificate for the old key. This process ensures a seamless transition from
the old to the new key while maintaining security and trust within the system.
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complementing our lab study with an additional field study analyzing the long-term usage of group
pairing protocols in real-world conditions.

Lastly, tech-savvy users expressed curiosity about PairSonic’s operation, its security properties,
and how the acoustic channel protects security. Including an in-app help menu with detailed
explanations could assist users with questions about the system’s functionality or security. Similarly,
Herzberg et al. [44] suggested that for an authentication ceremony to be effective, it must not only
be usable, but users also need to understand its necessity.

10 Limitations

This section addresses the limitations of our work due to our recruitment process and study design.

10.1 Recruitment

Our sample was relatively young, mainly comprising students and participants aged 20-29. Rather
than selectively sampling for a representative distribution, we controlled for factors potentially
influencing usability (Section 7.6). Neither our control variables nor age significantly correlated
with usability, security, or preference scores.

However, a previous study by Kobsa et al. [59] reported significant differences in completion times
between younger and older participants in pairing protocols. Given this, our younger sample may
underestimate completion times for the broader population. Particularly, the scalability difference
between SafeSlinger’s word comparison and our automated verification could be more notable
among older users.

10.2 Order Effect in Our Within-Subjects Design

In our correlational analysis (Section 7.6), we found some evidence of a potential order effect
impacting the SUS scores. Participants who first tried PairSonic generally rated SafeSlinger lower
(Mdn = 67.5), possibly due to the extra effort SafeSlinger requires (contrast effect). However, we
found no evidence of a contrast effect in reverse: participants who started with SafeSlinger typically
assigned high initial SUS scores (Mdn = 86.25), likely because they had to fill in the SUS questionnaire
before trying the second system. Although these participants generally rated PairSonic higher after
using it, the high initial score for SafeSlinger limited the relative improvement. We counterbalanced
the sequence of systems in our study design to minimize potential order effects. Regardless of the
order of exposure to the systems, participants generally gave PairSonic higher SUS scores.

10.3 Anchor Effect in Groups

We conducted our study with groups of multiple participants. During the group interviews, we
sequentially asked the same question to each participant, which may have triggered an anchoring
effect, as participants’ responses could have influenced each other. We noticed that some participants
picked up arguments from previous respondents, but we also noticed instances of disagreement;
most groups did not have a unanimous opinion (Figure 9). Our study design partially mitigates the
anchoring effect by having participants complete questionnaire sections before the corresponding
interviews. This approach allowed them to reflect on the tasks and form their own opinions prior
to the discussion. Given the cooperative nature of the group pairing process, conducting the
experiment within a group of participants appears justified.

10.4 Lab Study

Our participants tested PairSonic and SafeSlinger three times each in our lab. Although a lab
setting does not fully replicate real-world conditions [16], it offers a consistent and reproducible
environment, which minimizes confounding factors. While a field study might have more accurately
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represented real-world usage, the presence of uncontrollable environmental and external variables
could have adversely impacted the quality of the data. Given that PairSonic is still a proof-of-concept
implementation, the lab environment was particularly advantageous for observing our participants’
interactions and reactions to the apps in real time and to discover problems in the user experience.
While observing participants might influence their behavior, this setup enabled us to identify an
unexpected user interaction that resulted in protocol failures (Section 8.4). Such issues, which
were not evident during our testing, would have been challenging to detect in a field study. In
addition, our study design strategically interleaved practical tasks with post-test questionnaires and
interviews. This allowed us to promptly capture our participants’ thoughts on each system before
they experienced the other, a process more feasibly managed in the lab setting. We also wanted
to specifically evaluate how our participants would handle potential active attacks on the pairing
process. Simulating such attacks in a controlled manner is much easier in a lab environment.

11 Conclusion

We introduced a novel, practical method for secure contact information exchange, known as
PairSonic, and compared it to the state-of-the-art system SafeSlinger [23] in a within-subjects
lab study (N = 45). Our system’s primary advantage is that it reduces user effort by automating
laborious manual tasks using acoustic communication. Our results reveal that while users value
ease in authentication systems, they often associate more complex systems with higher security.

RQ1. “Which initialization and verification steps do users prefer?” Our participants showed a signifi-
cant preference for PairSonic over SafeSlinger. In the interviews, most preferred our leader-based
initialization method and the acoustic verification step.

RQ2. “Which method has better usability?” PairSonic is significantly more usable than SafeSlinger.
Our participants appreciated the seamless contact exchange and the effortless scalability to larger
groups. However, there’s a need to enhance the reliability of the OOB channel.

RQ3. “How do users perceive the security of both methods?” We observed no significant difference in
the security ratings for both methods. Although minimizing user interaction improved usability, it
surprisingly decreased perceived security for some participants, according to our interviews. Many
users, drawing from their experiences, associate security with complexity, underscoring a tricky
trade-off between usability and perceived security.

RQ4. “How do users like the audible acoustic OOB channel for pairing?” Our study indicates that
acoustic communication is a promising, user-friendly method for data exchange between nearby
devices, reinforcing the intuitive action of bringing devices close for association. However, future
work should focus on enhancing the robustness of the physical layer in everyday scenarios.

Availability

Together with this paper, we provide an overview of the PairSonic project online at https://seemoo.
de/s/pairsonic. PairSonic is available as open-source software on GitHub: https://github.com/
seemoo-lab/pairsonic. The PairSonic app will also be presented as a demo at CSCW 2024 [91].

Alongside this paper, we release a replication package that includes our evaluation scripts and the
pseudonymized dataset from our study [90]. This dataset contains usability, security, and preference
scores, completion times, reported usage of nine types of social and collaborative tools, and seven
demographic and control variables, for each of our 45 participants.
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A Supplementary Figures
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Fig. 9. This bar chart shows the proportion of group members preferring PairSonic in each study group. The
label on top of each bar shows the corresponding number of group members who preferred PairSonic and
the total group size. Only four groups had a unanimous preference (three favoring PairSonic, one favoring
SafeSlinger). This variation suggests the possible anchor effect discussed in Section 10.2 might not be very
strong.
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(a) Role selection. (b) Participant count. (c) Ready check. (d) Exchange begins.

Fig. 10. This figure depicts PairSonic’s initialization phase from the perspective of the coordinator role. (a)
The coordinator begins by selecting their role. (b) They proceed to select the total number of participants,
counting themselves. (c) Before continuing, they ensure that the remaining participants are in the ready state
(Figure 2b). (d) The coordinator’s smartphone then initiates the exchange via the acoustic OOB channel. The
verification and finalization phases that follow are identical for both the coordinator and participant roles, as
shown in Figure 2c and Figure 2d.
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(b) Participants who first encountered PairSonic.

Fig. 11. Comparison of our participants’ SUS scores for SafeSlinger and PairSonic, depending on the order
they encountered both systems. The violin plots show a density estimation of the distributions. The boxplots
show quartiles, median, and outliers.

Table 4. Kendall’s correlation between control and dependent variables.

2 3 4 5 6 7 8 9 ATI
1 Smartphone Familiarity -.15 -1 .19 11 .15 16 -.09 2 -14
2 Order (PairSonic First) 11 -33 -16 -15  -11 11 -24  -18
3 Preference (PairSonic) -33 19 -12 0 14 12 .18
4  SUS SafeSlinger 17 .29 24 -34 0 .07
5  SUS PairSonic 31 .28 -12  -06 .16
6  Security SafeSlinger 3 0 -05 .09
7  Security PairSonic -.15 .04 .14
8  Time SafeSlinger .09 .02
9  Time PairSonic .14
Note: N =45 *p<.05 "p<.01

B Questionnaire

We provide a translation of our questionnaire. We gave the questionnaire to the participants in the
native language of the country where we ran the study.

B.1 Experiment A

Please indicate the degree to which you agree/disagree with the following statements.
(Five responses ranging from “Strongly disagree” to “Strongly agree”)

(1) Ithink that I would like to use this system frequently.

(2) Ifound the system unnecessarily complex.

(3) Ithought the system was easy to use.

(4) 1think that I would need the support of a technical person to be able to use this system.

(5) I found the various functions in this system were well integrated.

(6) Ithought there was too much inconsistency in this system.

(7) I would imagine that most people would learn to use this system very quickly.

(8) I found the system very cumbersome to use.

(9) Ifelt very confident using the system.
(10) Ineeded to learn a lot of things before i could get going with this system.
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(11) I think that this system is secure.

B.2 ExperimentB

(Same content as experiment A)

B.3 Preference
(1) Which system did you like better? (Experiment A / Experiment B)

B.4 Groups

Which of the types of digital communication groups listed below do you participate in? What is
the average number of participants in these groups? For which of these groups do you want to
know exactly who is part of the group or that no unauthorized person has access?
(For each of the following categories: a checkbox “Participation?”, a field “Size?”, a checkbox “Secu-
rity?”.)

(1) Public chat group (e. g., Discord, Telegram, IRC)

(2) Private chat group (e. g., WhatsApp, Signal)

(3) Professional chat group (e. g., Microsoft Teams)

(4) Online forum

(5) Group in social network (e. g., Facebook group)

(6) Audio/video conference (e. g., TeamSpeak, Zoom)

(7) Mailing list

(8) Collaboration tools (e. g., Google Docs, Etherpad, Miro)

(9) Project planning tools (e. g., Jira, Trello, GitHub)

(10) (Additional free text fields)

B.4.1 Total Number of Groups.

(1) Please estimate the total number of digital communication groups you participate in. (Number

field)

B.5 Demographic Information

(1) Please state your gender. (Male / Female / Diverse / Free text / No answer)

(2) Please state your field of activity or field of studies. (Free text response)

(3) How old are you? (18-19/20-24/ 25-29/ 30-34 / 35-39 / 40—-44 / 45-49 / 50-54 / 55-59 / 60—64
/ 65—69/ 70 or older / No answer)

(4) Please state your general education. (Still in school / Lower secondary education / Polytechnic
high school / Intermediary secondary education / University entrance qualification / No general
school leaving certificate / Free text / No answer)

(5) Please state your professional/vocational education.  Vocational training or training in dual
system / Technical college diploma / Technical college diploma in the former GDR / Bachelor /
Master / Diploma / PhD / No professional or vocational degree / Free text / No answer)

(6) Are you currently a student enrolled in a degree program (Bachelor, Master, Diploma, State
examination, Magister)? (Yes / No / No answer)

(7) Have you been using a smartphone for more than two years? (Yes / No / No answer)

B.6 Technology

In the following questionnaire, we will ask you about your interaction with technical systems. The
term “technical systems” refers to apps and other software applications, as well as entire digital
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devices (e. g., mobile phone, computer, TV, car navigation). Please indicate the degree to which you
agree/disagree with the following statements.
(Six responses from “Completely disagree” to “Completely agree”)

(1) Ilike to occupy myself in greater detail with technical systems.

(2) 1like testing the functions of new technical systems.

(3) I predominantly deal with technical systems because I have to.

(4) When I have a new technical system in front of me I try it out intensively.
(5) I enjoy spending time becoming acquainted with a new technical system.
(6) It is enough for me that a technical system works; I don’t care how or why.
(7) Itry to understand how a technical system exactly works.

(8) It is enough for me to know the basic functions of a technical system.

(9) Itry to make full use of the capabilities of a technical system.

Received July 2023; revised January 2024; accepted March 2024
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Abstract

Securely exchanging contact information is essential for establish-
ing trustworthy communication channels that facilitate effective
online collaboration. However, current methods are neither user-
friendly nor scalable for large groups of users. In response, we
introduce PairSonic, a novel group pairing protocol that extends
trust from physical encounters to online communication. PairSonic
simplifies the pairing process by automating the tedious verifica-
tion tasks of previous methods through an acoustic out-of-band
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1 Introduction

Effective communication and collaboration require a trusted envi-
ronment where participants clearly know each other’s identities
and do not have to fear unauthorized access [4]. This trust is vital
for facilitating open discussions among friends, family, colleagues,
business partners, and especially vulnerable groups like journalists
and activists [2, 3, 7]. While end-to-end encrypted (E2EE) mes-
sengers like Signal support group collaboration through real-time
messaging and video calls, they cannot, by default, protect against
unauthorized access and impersonation by active adversaries. These
threats include rogue service operators and machine-in-the-middle
(MitM) attacks. Active MitM attacks in particular have become
more prominent due to reports of law enforcement agencies com-
promising app providers, highlighting a practical and concerning
risk for privacy infringements by malicious actors in the future [2].

To mitigate these risks, E2EE tools require users to perform a
manual contact verification process known as the authentication
ceremony [8]. Only after this ceremony is completed is the com-
munication fully protected. The current design of authentication
ceremonies in E2EE tools has two major shortcomings: First, they
have low usability, requiring considerable user interaction, time,
and effort [2, 4, 8]. Second, they do not support larger groups,
functioning only between two users [6]. This limitation is signif-
icant because collaboration often involves multiple participants.
Performing bilateral authentication ceremonies between each pair
of group members is infeasible, as the number of required manual
verifications scales quadratically with the group size.

To address both challenges, we designed PairSonic, a novel pair-
ing protocol for the fast and secure exchange of contact information
that scales efficiently to multiple participants. Our prototype imple-
mentation allows users to extend trust from physical encounters to
online communication by simply holding their devices together for
a few seconds, aligning with intuitive association behavior. This
demo accompanies our full paper at CSCW 2024 [6], where we
evaluated PairSonic’s usability in a lab study, finding it to be highly
effective for groups. PairSonic automates the tedious verification
tasks required by previous approaches, greatly enhancing usability
and making secure group communication more accessible.

Florentin Putz et al.

2 System Design

PairSonic is a group pairing protocol that enables two or more users
meeting in person to spontaneously exchange or verify their contact
information. Each participant obtains authentic and verified con-
tact details of all other participants, including their cryptographic
public keys. Importantly, our protocol does not rely on external key
management infrastructure, prior associations, or shared secrets.

2.1 Protocol

The PairSonic protocol is based on the cryptographic foundation of
the SafeSlinger protocol [1], but improves its usability and deploya-
bility [6]. Our protocol operates in three main phases (Figure 1):

(1) Initialization: A group of users initiates PairSonic on their
smartphones to exchange contact data. One member is se-
lected as the temporary coordinator while the others become
participants. The coordinator inputs the total group size and
ensures that all participants’ smartphones are ready and
within proximity. The coordinator’s smartphone sets up a
temporary ad-hoc WiFi network and transmits the network
details over an acoustic out-of-band (OOB) channel, allowing
the other smartphones to connect automatically.

(2) Verification: Once connected, the devices use this WiFi

network to perform a cryptographic protocol derived from
the SafeSlinger protocol [1]. Participants send nested com-
mitments, containing their contact data and cryptographic
public keys, to the coordinator’s smartphone. The coordi-
nator aggregates these commitments into a hash value and
transmits it over the acoustic OOB channel. All devices mon-
itor this channel, ready to abort the process if an incorrect
message is detected.
Upon verifying the correct hash value, a blue lock symbol
appears on each smartphone, prompting users to confirm
the matching symbols on all other devices. If confirmed,
the smartphones use the WiFi network to distribute success
nonces, allowing the display of verified exchanged contacts.
If the lock symbol confirmation fails, abort nonces are re-
leased, halting the protocol and ensuring the integrity of
the contact exchange. We changed the verification symbol
based on feedback from our user study, because some partic-
ipants misunderstood the previous checkmark as indicating
protocol completion without verifying the symbol.

(3) Finalization: Each participant now sees a list of all received
contacts and can select which to import.

2.2 Acoustic Out-Of-Band Channel

Previous user studies have indicated that performing authentica-
tion ceremonies with current E2EE tools like Signal or WhatsApp
is often challenging due to the time and effort required [2, 4, 8]. Our
protocol, PairSonic, addresses these issues by automating manual
verification tasks such as comparing phrases, digits, or pictures.
PairSonic utilizes an acoustic location-limited channel, leveraging
the smartphones’ built-in speakers and microphones to exchange
data within a range of approximately one meter. This method sim-
plifies the inclusion of multiple devices at once, a distinct advantage
over near-field communication (NFC) or quick-response (QR) codes,
which typically handle one device at a time. Moreover, unlike WiFi
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Table 1: Selection of devices where we have verified compatibility with PairSonic, indicating support for audible and inaudible
modes. In principle, any smartphone with WiFi Direct and running at least Android 6.0 (released in 2015) should be compatible.

Model (o} SDK Audible Inaudible

Model oS SDK  Audible Inaudible

Google Pixel 4 Android 13 33

v 4
Google Pixel 4a Android 13 33 v v
Google Pixel 5 Android 13 33 v v
Google Pixel 6 Pro  Android 13 33 v v
LG Nexus 5 Android 6.0.1 23 v v
Motorola Edge Android 10 29 v v

v 4

OnePlus 10 Pro Android 12 31

Android 11~ 30
Android 10 29
Android 12 31

Oppo Reno 6

Redmi Note 9 Pro
Samsung Galaxy A32
Samsung Galaxy A52s 5G Android 14 34
Samsung Galaxy S10e Android 12 31
Samsung Galaxy S20 Ultra 5G =~ Android 10 29
Samsung Galaxy S22 Android 13 33

SSSNSASANS
AN N NN NN

or Bluetooth, the acoustic physical layer in our system is inherently
location-limited and software-defined, allowing for the incorpo-
ration of advanced physical layer security techniques [5]. These
enhancements can significantly strengthen the protocol’s defense
against sophisticated attacks on the acoustic channel, thus provid-
ing an additional layer of security for group pairing.

3 PairSonic Prototype

Our prototype of PairSonic is implemented as an Android app using
the Flutter framework. For communication, we utilize two chan-
nels: a local ad-hoc WiFi connection, provided by the Android WiFi
Direct API, and the acoustic OOB channel for data transmission
via sound waves, provided by the ggwave library.! During our user
study [6], we employed audible frequencies ranging from 1875 Hz
to 6375Hz to evaluate user perceptions of this communication
method. Participants expressed concerns about the appropriateness
of audible noises in quiet settings like museums or libraries. In re-
sponse, we developed a variant that uses inaudible near-ultrasonic
frequencies between 15 000 Hz and 19 500 Hz. Our testing revealed
that these inaudible frequencies not only mitigate the issue of noise
in quiet environments but also enhance the robustness of the com-
munication. This improvement addresses another concern raised
in our lab study, which noted occasional failures in acoustic com-
munication that required restarting the pairing process.

The combination of an acoustic channel with WiFi Direct in
our prototype forms a novel communication stack. To ensure func-
tionality and compatibility, we conducted tests using smartphones
from various manufacturers (Table 1). The prototype functioned
effectively on all devices tested that support WiFi Direct, provided
they run at least Android version 6.0 (API level 23, released in 2015).
PairSonic is interoperable, meaning that different device models
within the exchange can interact seamlessly.

4 Applications

PairSonic is designed to assist users in establishing trustworthy digi-
tal communication channels, making it especially useful for forming
ad-hoc collaboration groups among multiple users [3]. This makes
PairSonic particularly adaptable to various computer-supported
collaboration tools, including group work platforms, educational
hubs, and video conferencing systems. Furthermore, our protocol
could be integrated into E2EE messengers like Signal, WhatsApp,
or Matrix, providing a more user-friendly authentication ceremony
to support effective and trustworthy online collaboration.

IData-over-sound library ggwave: https://github.com/ggerganov/ggwave

Our study [6] highlights these potential applications: participants
identified multiple scenarios where PairSonic could serve as a secure
method for contact exchange. These include forming private chat
groups on Signal, managing participants in Zoom video conferences,
and enhancing interaction within online collaboration tools.

Availability

Together with this paper, we provide an overview of the Pair-
Sonic project online at https://seemoo.de/s/pairsonic. PairSonic
is available as open-source software on GitHub: https://github.com/
seemoo-lab/pairsonic
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Acoustic data transmission offers a compelling alternative to Bluetooth and NFC by leveraging the ubiquitous
speakers and microphones in smartphones and IoT devices. However, most research in this field relies on
simulations or limited on-device testing, which makes the real-world reliability of proposed schemes difficult
to assess. We systematically reviewed 31 acoustic communication studies for commodity devices and found
that none provided accessible source code. After contacting authors and re-implementing three promising
schemes, we assembled a testbed of eight representative acoustic communication systems. Using over 11 000
smartphone transmissions in both realistic indoor environments and an anechoic chamber, we provide a
systematic and repeatable methodology for evaluating the reliability and generalizability of these schemes
under real-world conditions. Our results show that many existing schemes face challenges in practical usage,
largely due to severe multipath propagation indoors and varying audio characteristics across device models.
To support future research and foster more robust evaluations, we release our re-implementations alongside
the first comprehensive dataset of real-world acoustic transmissions. Overall, our findings highlight the
importance of rigorous on-device testing and underscore the need for robust design strategies to bridge the
gap between simulation results and reliable IoT deployments.
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bring devices into proximity so they can “talk” [11], aligning with intuitive user behavior [6, 25, 26].
The widespread availability of low-cost IoT hardware equipped with speakers and microphones has
even led to commercial uptake, such as the smart-speaker manufacturer Sonos employing acoustic
communication for spatial awareness and device pairing [27].

Despite the growing body of research proposing acoustic data transmission systems [4, 13, 14, 33,
38, 70], many have been tested only through simulations or under very limited real-world conditions.
Real-device testing, however, is crucial to account for factors like hardware imperfections, user
handling, realistic signal propagation, and background noise—factors that are notoriously difficult
to model precisely. Moreover, acoustic channels differ substantially from radio channels: sound
waves travel more than 87 000 times slower than electromagnetic waves, leading to delay spreads
on the order of tens of milliseconds [33, 59]. Acoustic signals also suffer from highly variable
ambient noise and, due to low sample rates on most smartphones and IoT devices, bandwidth is
limited to at most 22 kHz, making high-throughput transmissions challenging. Existing evaluations
typically focus on individual devices or scenarios, providing little insight into how well a scheme
might generalize across diverse real-world settings.

At the same time, there is a distinct gap between academic research and commercial practice.
Commercial products for acoustic data transmission on smart devices typically achieve only 10 -
100 bps [9, 13, 27] and occasionally up to 200 bps [62], prioritizing robustness and reliability in noisy
environments. In contrast, researchers often report much higher throughput up to 500 - 10 000 bps
[4, 14, 70] or beyond [69]. This discrepancy raises fundamental questions about whether these
systems can maintain reliability in real-world scenarios, or whether additional constraints—such
as hardware limitations, user behavior, or environmental interference—ultimately force practical
systems to operate at lower data rates.

A major barrier to resolving these questions is that publications in this field often omit source
code, limiting independent validation and hindering follow-up work. In this paper, we take a first
step toward consolidating existing findings by investigating how well representative acoustic
data transmission schemes generalize to various practical scenarios. Specifically, we address the
following research questions:

RQ1: “How challenging is it to obtain or re-implement systems proposed in this field?”
RQ2: “How well do these schemes generalize to ad-hoc smartphone communication use cases?”

RQ3: “Which practical challenges affect nearby acoustic data transmission between smart devices?”

1.1 Contributions

This paper presents the first independent evaluation of the generalizability of acoustic data
communication schemes proposed by other researchers, comparing them in realistic settings.
Our contributions are as follows:

e Systematic literature study. We conducted a systematic review and identified 31 publi-
cations proposing acoustic data transmission systems for commercial off-the-shelf (COTS)
devices (Section 4). Regrettably, none of these studies provide implementation source code.

e Sourcing and re-implementation of representative schemes. We reached out to the
authors for software implementations. Only three authors supplied functioning code, one
provided a non-functioning implementation, and the others either did not respond or had
lost access. To better understand the generalizability of acoustic communication research,
we additionally re-implemented three promising schemes (Section 5).

e Evaluation of generalizability. In total, we evaluated the practical reliability of eight
acoustic communication schemes [4, 13, 14, 33, 38, 70], including two variants of the popular
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open-source project ggwave [12] (Section 6). Our testbed focuses on diverse smartphone
models as a practical and accessible subset of IoT devices, although the underlying insights
hold for any device with comparable audio input and output capabilities. We expand prior
work by evaluating these schemes across various IoT use cases and analyzing how factors
such as device distance, model, user handling, and background noise affect communication
reliability (measured by the rate of errors in transmissions).

e Measurement dataset. We publish our re-implementations and analysis code along with
the first dataset in this field—11 900 real recordings of acoustic data transmissions—to support
transparent, reproducible research [51].

1.2 Scope

This work supports the IoT research community by analyzing acoustic data transmission schemes
from the perspective of researchers or developers who want to integrate this technology into smart
devices for nearby data exchange. From this perspective, acoustic communication should be as
seamless to adopt as Bluetooth or NFC, requiring no specialized knowledge of the underlying
wireless standards. Accordingly, we evaluate representative schemes on multiple smartphone
models, which serve as the most common and versatile IoT form factor. Rather than focusing on
physical-layer performance or simulations, we treat the complete communication system as a
black box, including all components—such as synchronization and error correction—as originally
described by the authors, ensuring we analyze its practical suitability on real devices.

2 System model

This study evaluates acoustic data transmission schemes: software implementations that broadcast
data from one device to nearby devices using sound waves. From a system developer’s perspective,
each scheme acts as a black box that transmits data on one device and receives it on another. For
our evaluation, we model this capability as an interface with two functions, depicted in Figure 1:

(1) A transmitter, wav = TX(brx), which converts data bits into a WAV file for playback on a
loudspeaker.

(2) A receiver, bgx = RX(wav), which extracts data from a WAV file containing the microphone
recording of the transmission.

This interface separates the digital signal processing of the modulator and demodulator from
audio playback and recording. Although some schemes handle playback and recording internally,
we treat them independently for clarity. In practice, a developer might not store intermediate WAV
files but instead stream samples directly from a buffer. Nonetheless, our interface fundamentally
reflects real-world usage and facilitates a fair comparison of each scheme under uniform playback
and recording conditions.

Data Bits bry Data Bits bry

r--r----=-=-- - - - TT-TT-T-TTT-TTTT o7 1
l | Experiment | T
I
. I
TX Implementation WAV = [ || —===—=~-~ > WAV RX Implementation

I

| I

Drx

. Dmx Vix Distance d

Fig. 1. Acoustic data transmission model. In our experiments, we play the WAV files from the TX imple-
mentation on device Drx (at volume Vrx) and record this on device Dgx. The resulting WAV file gets decoded
using the RX implementation.
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2.1 Scenarios

We focus on the use case of data exchange between nearby smart devices, where software modifi-
cations are possible (e.g., by installing apps on smartphones) but changes to hardware or firmware
are not. Our emphasis is on broadcast schemes that enable communication without requiring
special arrangements with the communication partner. We divide common use cases for acoustic
communication (Section 3) into three categories based on the communication distance—a key factor
affecting usability. The practical difference in usability is significant, ranging from the need for
devices to touch (as in NFC) to the flexibility of holding your device several meters away from
your communication partner. Throughout this paper, we focus on these concrete communication
scenarios, which represent most current use cases:

(1) Near distance (d < 10 cm): Transmitting a public key or a small file (4096 bit) over a
short distance, similar to NFC. Examples are mobile payments [8, 63], secure device pairing
[31, 64, 70], and access control [8, 45].

(2) Medium distance (10cm < d < 1m): Transmitting a public key fingerprint or a hash
value (~128 bit) over a medium distance. Examples are IoT device provisioning [27, 58], side
channels for air-gapped devices [54], and control channels for personal electronic devices
and hearing aids [43].

(3) Far distance (d > 1 m): Transmitting a short ID (~16 bit) over larger distances. Examples
are providing location-specific information near public signs or in shops [10], indoor IoT
communication [18, 23], and enhancing media experiences, such as social television [36] and
second screen services via hidden audio data in TV and radio [28].

3 Related work

In this section, we briefly review prior research on acoustic data transmission before presenting
our systematic literature study in Section 4.

Although smartphone and IoT audio hardware is primarily intended for media playback and
voice communication, it can also be repurposed for sensing [5, 66, 72] or even for aerial acoustic
data transmission. In the latter case, speakers encode information in sound waves using frequency
or amplitude variations, similar to electromagnetic communication [39], thereby enabling data
exchange across a diverse group of devices, including smartphones and voice-controlled appliances,
without special radio frequency (RF) hardware [11]. This communication channel is limited by the
typical 0 - 22 kHz audio range (due to common sampling rates of 44.1 kHz), pronounced frequency
selectivity [21], and non-linearities at higher volumes (see Section 7.3). Data can be transmitted
audibly or using near-ultrasonic frequencies, and—unlike Wi-Fi or Bluetooth—no network setup or
pairing is required, allowing ad-hoc broadcasts over several meters. Because it is entirely software-
defined, acoustic communication can be easily deployed on existing devices and tailored to support
a variety of communication needs [38].

Research in ubiquitous and mobile computing has explored acoustic data transmission for context-
aware computing [40, 41] and location-limited communication between nearby devices [1, 67]. The
limited range has also attracted interest for secure device interactions [23, 52], including device
pairing [15, 16, 50, 53, 70] and protecting implantable medical devices [17]. User experience aspects
of acoustic transmissions have been evaluated [38, 39, 42, 52], as the audibility of the data exchange is
anew aspect distinguishing it from previous wireless technologies. Various commercial applications
leverage acoustic data transmission for mobile payments [8, 63], context-aware applications [37],
location-based services [9, 60], data transfer [62], and device pairing [31, 64]. Despite its application
potential, no previous work has attempted to systematically evaluate these systems on real devices.
The absence of published source code hinders replication of prior results.
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4 Literature study

We conducted a systematic literature survey to gather all papers that propose new aerial acoustic
software-defined communication systems, according to the following scope.

4.1 Scope

To ensure our research aligns with ubiquitous computing and everyday consumer interactions, we
focused our literature survey on papers that describe practical implementations of aerial acoustic
device-to-device communication specifically for COTS devices, like smartphones. We excluded
studies related to other types of acoustic communication, such as underwater or industrial uses,
and those that are not applicable to general-purpose data transmission systems.

4.2 Method

To identify relevant literature on acoustic data transmission schemes, we began by collecting a
wide array of papers related the subject. We then refined this collection to include only those with
research implementations for our target use case. Our method was guided by PRISMA [48], which
is a framework for assessing large bodies of medical research in a structured manner. PRISMA
provides a flowchart with three steps:

(1) Identification: Define the data sources and search strategy.
(2) Screening: Filter the research according to the desired scope.
(3) Inclusion: Select which papers to include.

4.2.1 Identification. As the information source for this literature study we used the Web of Science
(WoS),! which is a comprehensive database indexing journals and conference proceedings. We
selected WoS due to its extensive, regularly updated catalog and its advanced filtering capabilities
with nested logical operators, which are crucial for narrowing the results to our specific scope.
Our search strategy balanced breadth and manageability. We designed and executed two mutually
exclusive search queries” on May 18, 2023, yielding 631 papers. These queries targeted papers
published between 2000 and 2022 in the fields of acoustics, computer science, and engineering,
focusing on relevant keywords in the titles. We excluded papers related to nautical or medical fields
by blocking specific keywords associated with underwater communication and ultrasonic imaging.
The second query broadened the search to include a wider range of keyword combinations. We
refer to the query URLs? for details and keywords.

4.2.2 Screening. We processed all identified papers to determine their relevance to our scope. In the
first iteration, we reviewed the titles and abstracts of all 631 papers and eliminated 422 papers that
were clearly out of scope—such as those focusing on speech-based communication, tracking with
audio, or communication through metal barriers. In a second iteration, we examined the full text of
the remaining 209 papers, classifying them based on their applicability to ubiquitous computing use
cases and whether they describe a testable implementation for COTS devices. We excluded papers
dependent on specialized hardware, like microphone or speaker arrays for multiple-input and
multiple-output (MIMO) communication, and those embedding data in music, unless the scheme
could be utilized as a general-purpose communication system.

4.2.3 Inclusion. In total, our literature study identified 31 papers that directly align with our study’s
scope and describe a testable communications scheme (as shown in Table 1).

https://clarivate.com/products/web-of-science/, last access: 2025-03-03

2Search query 1: https://www.webofscience.com/wos/woscc/summary/4c89e96d-5de5-4543-9167-23d73086d8e6-8a0daeac3/
relevance/1; search query 2: https://www.webofscience.com/wos/woscc/summary/392d145e-a4ac-4aff-8995-ad2103dd116b-
898dca59/relevance/1.
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Table 1. Surveyed acoustic communication schemes, sorted by throughput. The right table continues
from the left. Data not available in the publications is marked with “?”,

) n 5 n

£ E Oz

S 2% -

=3¢ =% ¢
Name Modulation LR = Name Modulation AR =
Moriyama et al. [44] ASK ~19 Vv 5 Gongalves et al. [14] OFDM + PSK 0-4 X 600
Kim et al. [30] 16-FSK 18-20 v 5 PriWhisper (70, 71] MFSK 9-17 X 1000
Ka et al. [28] Chirp 185-195 v 15 DigitalVoices [38] ASK, (M)FSK, SS 1-10 X 1280
Lee2015 [33] Chirp 195-22 v 16  A-NFC [35] QPSK 16-21 2200
Lee2020 [34] Chirp 185-195 V 16 Dhwani [45] OFDM + PSK 6-7 X 2400
Hornych et al. [20]  ASK, FSK 18-20 v 33  Hush [47] OFDM + QAM  17.5-21 4900
TagScreen [36] Chirp 18-20 Vv 36 He et al. [19] AM, FSK 0-22 X 6000
Haus et al. [18] OFDM + ASK 22-24 V 64 Yamamoto et al. [69] 16-QAM ? 7 32000
Miegel et al. [43] OOK, FSK 16-20 v 84 Arentz et al. [1] ASK 20-23 ?
Rustle [24] custom’ 0-15 X 90 Bits-over-Sound [29] DBPSK ? X ?
Nearby [13] DSSS + MFSK  185-20 v 95 Jeon et al. [22] PSK 20 vV ?
Bang et al. [3] FSK 18-22 v 170 No Entry [32] Chirp ? 07 ?
Sadeq et al. [54] FSK 18-19 440 Sasano et al. [56] OFDM + PSK 64-8 X ?
HRCSS [4] Chirp 18-22 v 500 SilentInformer [57] FSK 17-19 ?
Dolphin [65,73] ~ OFDM + ASK 8-20 X 500

! Rustle’s custom approach is called “furtive modulation”.

5 Obtaining acoustic data transmission implementations

To independently evaluate existing acoustic communication systems and embed them in IoT
testbeds, we first needed to obtain functional implementations. We applied three different methods
to acquire the implementations (see Section 7.1 for a discussion of the associated challenges).

5.1 Publicly available implementations

None of the 31 papers surveyed referenced a publicly available implementation.

5.2 Author requests

We contacted every author via email as shown in Figure 2. Only six replied and just three of those
responses provided a functional implementation:

¢ Digital Voices, proposed by Lopes et al. [38] in 2001, is among the earliest documented
aerial acoustic communication schemes. It uses binary amplitude-shift keying (ASK) across
eight carrier frequencies. The authors provided their Java source code.

e HRCSS, introduced by Cai et al. [4], is a chirp-based communication scheme that uses
multiple chirp carriers simultaneously. The MATLAB source code provided to us lacks their
bidirectional probing feature, so we only evaluate the data transmission.

e Gongalves et al. [14] proposed a scheme using orthogonal frequency-division multiplexing
(OFDM) and phase-shift keying (PSK) on each subcarrier, incorporating a short chirp sequence
for synchronization. The authors provided us with the MATLAB source code.

A fourth response (Hush [47]) was unusable on current Android versions.’

3The authors of Hush [47] shared their Android implementation, but we encountered fatal runtime errors that hindered
signal transmission and recording. These issues were likely due to changes in the Android ecosystem and incomplete code.
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First Responses Implementation
3 4 O

Second Response; | No Implementation

2
Papers First Email Wrong Email
31 31 13
Second Email

28 Second No Response

25
No Response
15

Fig. 2. Responses from authors when we requested implementations for 31 publications on acoustic data
transmission. We contacted the first authors and all co-authors. For 13 papers, the provided email addresses
were outdated, prompting us to search for current contact details manually. We followed up if there was no
reply after three weeks. Of the four implementations received, we evaluated three due to runtime errors in
the fourth. The other responding authors reported no longer having access to the implementations, citing
reasons such as the lead author departing the university or hardware failures.

5.3 Re-implementing acoustic data transmission schemes

We re-implemented the schemes from three highly cited papers, chosen to represent our three
target use cases, each with distinct throughput and maximum transmission distances:

o Lee et al. [33] claim to be the first to create a prototype that uses chirps in practical acoustic
communication, targeting the far-distance use case. In their system, each communication
frame begins with a long chirp preamble, followed by 16 individual chirps.

e Nearby was proposed by Getreuer et al. [13] and has been integrated into several Google
products, including Google Nearby. It is tailored for the medium-distance use case and
employs a combination of multiple frequency-shift keying (MFSK), direct-sequence spread
spectrum (DSSS), and single-sideband modulation (SSB).

e PriWhisper, introduced by Zhang et al. [70], is an acoustic communication system for the
nearby use case, akin to NFC. It utilizes MFSK and includes friendly jamming for physical-
layer security. However, in our study, we focus solely on the communication capabilities of
PriWhisper and have not implemented its security features.

We validated our re-implementations using simulations and practical experiments, ensuring that
they perform similar to their original evaluation results. The system proposed by Lee et al. [33]
is thoroughly detailed, enabling us to implement all aspects as described in their paper. The
other two required filling in undocumented details (see Appendix B). We publish our MATLAB
re-implementations as part of our replication package [51].

5.4 Summary

We ultimately obtained a subtotal of six academic implementations for state-of-the art acoustic
communication systems. Additionally, we included two non-academic implementations for compar-
ison from the open-source project ggwave,” in both its audible (ggwave,) and inaudible (ggwave;)
configurations. Thus eight schemes advance to evaluation (Table 2).

The project has not been updated since 2017 and the authors acknowledged in their correspondence that they are aware of
the lack of maintenance. Despite this, we still commend Novak et al. [47] for making their source code available.
4Most-starred “data-over-sound” project on GitHub: https://github.com/topics/data-over-sound (as of 2025-03-03).
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Table 2. Evaluated acoustic communication schemes, sorted by throughput. The first column specifies
the source of the implementation: P — referenced in the paper; A — by contacting the authors; R — by re-
implementing them ourselves; N — non-academic solution for comparison. In the last three columns, we
classify each scheme’s a priori suitability for the three use case categories defined in Section 2.1, based on
their specified throughput and maximum distance.

Via Name Modulation Frequencies Inaudible Throughput1| Near Medium Far
R Leeetal [33] Chirp BOK 19.5-22 kHz v 15 bps X X
A Digital Voices [38] MFSK 1-3 kHz X 80 bps X v -2
R Nearby [13] DSSS + MFSK  18.5-20 kHz v 84 bps X v v
N ggwave, [12] MFSK 1.8-6.3 kHz X 268bps | X v -2
N ggwave; [12] MFSK 15-19.5 kHz v 268bps | X v -2
A HRCSS [4] 0CSS 18-22kHz 500 bps | v v
A Gongalves et al. [14] OFDM + QPSK  0.1-4 kHz X 600 bps v X X
R PriWhisper [70] MFSK 9-17 kHz X 729bps | Vv X X

! We list the net data rate, as this is the usable data rate after error correction from the user’s perspective.
2 Maximum distance not specified, therefore no a priori assessment.

6 Evaluation

In this section, we systematically evaluate the generalizability and practical suitability of acoustic
data transmission across various use cases. For instance, indoor IoT communication [18] requires
reliable transmission over distances of several meters, whereas mobile payment systems [8, 63]
operate effectively over just a few centimeters. When integrated into smartphone applications (e.g.,
Google’s Nearby system [13]), acoustic data transmission must accommodate diverse smartphone
models with varying audio hardware and frequency responses. Furthermore, transmissions occur
under different environmental conditions and must remain robust against various background
noises. Our evaluation addresses these considerations systematically.

6.1 Method

We conducted four experiments in which we varied the distance (Section 6.3), device models
(Section 6.4), noise interference (Section 6.5), and transmission environment (Section 6.6). We
treated each implementation as a black box according to our system model (Figure 1), using it as
designed by the authors with their specified parameters.” Our goal was to evaluate each scheme as
a complete communication system from a link layer (layer two) perspective, including framing,
synchronization, and error correction.

We randomly chose the data by for transmission. The transmitter converted this data into
audio and could utilize the 0-24 kHz baseband freely. Each WAV file was normalized to a specific
maximum amplitude before transmitting it from one smartphone to another. The received audio
was recorded into a WAV file and processed by the receiver implementation, which demodulated
the signal to output data b.. We then verified whether b, matches b¢y. This procedure allowed us
to treat each scheme as a black box, capable of transmitting data from one device to another. Each
measurement was repeated at least 20 times for each scheme [22], while the scheme from Lee et
al. [33] was repeated 100 times due to its smaller transmission duration. We conducted additional
measurements in case of measurement errors. Our experimental setup is shown in Figure 3 and is

>Most of the original papers only present one set of PHY parameters. There are two exceptions: (1) PriWhisper [70], which
varied the number of frequencies in an M-FSK scheme—we used the highest number to match their claimed throughput;
and (2) DigitalVoices [38], which varied PHY parameters solely to assess sound pleasantness, which is outside our scope.
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described in detail in Appendix A to provide further transparency, including full hardware and
software configurations.

6.1.1 Metrics. To assess reliability, we introduce the total error rate (TER), a link-layer metric
that combines elements of the bit error rate (BER) and the packet error rate (PER), allowing more
direct comparisons across different schemes. We also provide the underlying raw BER data in the
supplementary material. Under our system model (Figure 1), the TER measures the final error rate
of received data bits after error correction by comparing by with by. If the receiver returns an
error (e.g., from synchronization failures) instead of data, we treat the transmission as having a
100% TER.® This classification treats such transmissions equal to transmissions where every bit
was decoded incorrectly, as both instances represent completely unusable transmissions from the
user’s perspective. Previous work on acoustic data transmission often reports only BER [14, 22, 57]
or PER [13, 70], but each has drawbacks. BER overlooks transmissions that fail to decode, allowing
a possible 0% BER even when most transmissions are undecodable, and PER treats a single bit
error the same as a thousand bit errors. By combining both metrics, TER better reflects real-world
reliability, accounting for individual bit errors as well as complete transmission failures.’”

6.1.2  Parameters. We conducted four experiments in which we systematically varied the following
parameters to determine their impact on reliability. These parameters are the most commonly
evaluated ones in prior research using real devices [13, 14, 33, 70].

e Distance (Section 6.3). The transmission distance d significantly affects suitability for our
designated use case categories. For instance, a scheme failing to transmit reliably over multiple
meters is unsuitable for the far-distance use case. We set a default distance of d = 50 cm,
typical for medium-distance use cases.

e Device models (Section 6.4). The transmitter Dty and receiver Dy influence transmission
reliability, as the audio hardware in smart devices is not designed for data transmission. Each
device has a different frequency response, particularly at near-ultrasonic frequencies [21]. We
selected the Google Pixel 4a smartphone as the default transmitter Dx due to its relatively
low distortion at a volume setting® of Vrx = 19/25, which we experimentally identified to be
a good trade-off between high volume and low distortions due to amplifier and speaker non-
linearities. The default receiver Drx was a Samsung Galaxy S20 Ultra smartphone, chosen
for its low self-noise.

e Noise interference (Section 6.5). Practical transmissions often occur under suboptimal con-
ditions, such as loud ambient noise or interference from how users handle their smartphones.
By default, our testing occurred in a quiet environment without external noise.

e Environment (Section 6.6). The environment influences the multipath profile of the acous-
tic channel. By default, we evaluated the schemes in a typical indoor setting using quiet
office rooms and a hallway for long-distance measurements. Because these environmental

®Our measurements show that error rates can exceed 50% when significant portions of the received message are missing. To
correctly penalize complete failures—when no message is received—we assign 100% TER.

’In summary, the TER is equal to the BER unless the receiver returns an error instead of data, in which case the TER is
100%. Illustrative examples (assuming 100 data bits per frame):

(1) Receiving 99 correct bits yields a TER of 1% (identical to the BER).
(2) Failing to decode entirely yields a TER of 100% (where the BER is undefined).
(3) Receiving all bits incorrectly also yields a TER of 100% (identical to the BER).
(4) Across 50 transmissions in case (1) and 50 in case (2), the average TER is 50.5%, whereas BER is misleadingly low at
1%, and PER is misleadingly high at 100%.
80n smartphones, the volume can typically only be set to one of a few discrete volume indices, where the maximum index
varies per device.
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conditions cannot be replicated exactly, we also conducted tests in an anechoic chamber
(Figure 3) without reverberation or ambient noise, offering a controlled and reproducible
testing environment. Finally, we also tested a large lecture room with mechanical ventilation.
The background noise levels averaged 53.60 dB SPL in the office, 60.01 dB SPL in the lecture
room, and 27.65 dB SPL in the anechoic chamber (all unweighted RMS).

6.2 Preliminary testing

6.2.1 Setup. Before extensive smartphone-based tests, we performed a preliminary evaluation
under near-optimal conditions to confirm each implementation’s functionality. Using high-quality
audio equipment, each scheme was transmitted by a Neumann KH 80 DSP studio speaker and
recorded by an Earthworks M23R reference microphone, positioned on-axis at 50 cm in an office
room (see Section A.4.1 for details).

6.2.2 Results. The scheme by Lee et al., DigitalVoices, Nearby, PriWhisper, and both ggwave vari-
ants achieved a perfect 0% TER (Figure 4). The scheme from Gongalves et al. was mostly accurate
but showed an error rate of 0.8%, likely due to the scheme being designed for closer distances. How-
ever, the HRCSS implementation produced extremely high TER, which was unexpected given the
high-quality equipment. We unfortunately had to conclude that this implementation is unsuitable
for practical tests and therefore excluded it from further testing (see discussion in Section 7.4.3).

6.3 Impact of different distances

6.3.1 Setup. Next, we evaluated each scheme over distances from 5 cm to 40 m. Tests were con-
ducted in both a quiet indoor setting (representative of everyday use) and an anechoic chamber
with minimal reverberation and noise. In both environments, we measured distances up to 5m; for
distances beyond 5m (up to 40 m), we used the hallway adjacent to the office.

6.3.2 Results. In the anechoic chamber (Figure 5a), most schemes achieved low error rates at short
distances. The scheme from Lee et al. maintained a zero error rate across all tested distances. Both
ggwave schemes performed nearly perfectly, with slight exceptions at 2m and 5 m. Nearby also
excelled, aside from a small outlier at 50 cm. Gongalves et al’s scheme kept error rates under 0.5%
for distances below 10 cm, but rose to around 13% at longer distances. DigitalVoices and PriWhisper
stayed below 1% at close range, then deteriorated notably beyond 20 cm.

Fig. 3. Experimental setup. The left picture shows our office setup, with device Dyx transmitting to device
Dgx at distance d. The middle picture shows our setup in the office hallway for larger distances from 5m to
40 m. The right pictures show our setup in the anechoic chamber at two different distances.
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In the office environment (Figure 5b), error rates increased noticeably due to stronger multipath
effects and ambient noise. DigitalVoices, PriWhisper, Nearby, and Gongalves et al’s scheme all
showed a strong distance dependency, degrading over longer ranges. At short distances up to 10 cm,
however, all schemes maintained a TER under 0.5% except DigitalVoices. Although DigitalVoices
performed worse at close range than in the anechoic chamber, it surprisingly improved between
50 - 500 cm, showing that the DigitalVoices receiver is not yet fully optimized. We investigated
the DigitalVoices discrepancy and observed that post-processing and amplifying the recordings
significantly reduced its error rates in the anechoic environment. However, we did not include
post-processed results in our plots to compare the schemes as described in their publications.
Nearby performed well within 1 m, but became unreliable at larger distances, including an outlier
at 10 m, likely due to the transition into the hallway. This non-monotonic distance behavior is
consistent with Getreuer et al’s original Nearby evaluation [13, Fig. 13], which attributes such
variability to nontrivial multipath behavior. Lee et al’s scheme performed exceptionally across all
distances, with only a minor outlier at 5m. The inaudible ggwave variant remained effective up to
20 m, whereas the audible variant only worked up to 1 m before failing to decode.

6.4 Impact of different device models

6.4.1 Setup. This experiment assessed how well acoustic data transmission schemes perform
across a broad set of smartphones in a typical indoor environment. We selected five smartphones
representing a broad spectrum of release dates, prices, and manufacturers (Table 3). We tested each
scheme using 21 different transmitter-receiver combinations. Our setup involved one smartphone
as the transmitter, positioned 50 cm away on-axis from two to three simultaneous receivers to make
the measurement process more efficient. As we had two Pixel 4a smartphones, we also evaluated
performance with identical transmitter and receiver models.

6.4.2 Results. As shown in Figure 6, Lee et al’s scheme and both ggwave variants consistently
exhibited very low error rates across all device combinations. DigitalVoices showed varying perfor-
mances: the best results occurred with the Pixel 6 Pro transmitting to the Nexus 6P (TER =~ 12%),
while the Pixel 4a and the Pixel 6 Pro largely failed as receivers. Nearby generally performed well,
except when using the Samsung S20 as the transmitter and for some transmissions of the Pixel 4a.
PriWhisper was effective in certain combinations, notably with the Pixel 6 Pro as the transmitter
(TER as low as 3%), but failed in others due to synchronization issues. Its poor overall performance

Lee et al.
DigitalVoices

I

I
Nearby |
ggwave, |
|

ggwave;

HRCss e

Gongalves et al. ]
PriWhisper |
0% 10% 20% 30%
Total Error Rate

Fig. 4. Preliminary testing in a best-case hardware scenario. Shorter bars are better. Schemes are
sorted by throughput (see Table 2). The error bars show the standard error. Parameters: d = 50 cm; Dyx =
loudspeaker Neumann KH 80 DSP; Drx = microphone Earthworks M23R; Vyx = —40 dB interface gain; quiet
office environment; N=240 measurements.
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Fig. 5. Reliability of acoustic transmissions with varying distances. Smaller TER is better. The anechoic
chamber allows for measurements up to a maximum distance of 5 m. In the office environment, we were able
to measure up to a distance of 40 m, but the measurements at 10 - 40 m were conducted in the hallway. The
distance axis is logarithmic, but we only measured at the indicated discrete distances. The error bars show
the standard error. The data points of different schemes are dodged to the side to avoid overlap. Parameters:
Drx = smartphone Pixel 4a; Drx = smartphone Samsung S20 Ultra; Vyx = volume index 19/25; anechoic
chamber (Figure 5a) and quiet office environment (Figure 5b); N=3740 measurements.

can be attributed to the 50 cm device distance, which highlights its limitations outside its intended
usage range of a few cm. In this case, the impact of different device models on the reliability varied
significantly, ranging from satisfactory to completely ineffective. The performance of Gongalves et
al’s scheme was more consistent, with error rates from 5% (best case: Oppo Reno 6 to Pixel 4a) to
32% (worst case: Pixel 4a to Nexus 6P).
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Table 3. Smartphones in the device models experiment in Section 6.4. The volume column indicates
the selected and maximum volume indices for each device. We set each device to a volume of ca. 75% of its
maximum volume, which we experimentally identified to be a good trade-off between achieving high volume
while maintaining low distortions due to amplifier and speaker non-linearities.

Device Name Origin Release Date Price Volume
Google Pixel 4a USA Oct 2020 349€  19/25
Google Pixel 6 Pro USA Oct 2021 900€  19/25
Huawei Nexus 6P China Sep 2015 700€  11/15
Oppo Reno 6 China Sep 2021 499€  12/16
Samsung Galaxy S20 Ultra South Korea Feb 2020 1300€ 11/15

Overall, the Pixel 6 Pro as the transmitter consistently resulted in the lowest error rates. The
Samsung Galaxy S20 Ultra generally performed well as a receiver, except with certain transmitters
for DigitalVoices and PriWhisper. This highlights a large diversity in device characteristics, which
complicates the generalization of some schemes.

6.5 Impact of different types of noise and device handling

6.5.1 Setup. The preceding tests were conducted in relatively quiet environments, but practical
scenarios often contain different types of interference, which can degrade the reliability of acoustic
transmissions either due to the ambiance and the surroundings, or due to human handling of
the devices. In this experiment, we aimed to assess the influence of different kinds of noises and
handling on the receiver. We used the Pixel 4a as the transmitter and the Samsung Galaxy S20
Ultra as the receiver, at a distance of 50 cm aligned on-axis in a quiet indoor environment. We
performed experiments for each of the following seven types of noise and handling, designed to
mimic real-world disturbances:

Lee et al. DigitalVoices Nearby ggwave_a
Pixelda 100% 100% 100% 100% 100%
Pixel6
S20Ultra
Oppo 53%
2
) Nexus 55%
g
E i Gongalves et al PriWhi OIS Sty
g ggwave_i ongalves et al. riWhisper & g ,LB\B\ ) %6‘.
2
> Pixelda 74% 60% |80% °
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Pixel6 100% F81% 62% TER
S20Ultra 100% 97% 0.00
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Oppo 27% 97% = 0.50
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Fig. 6. Reliability of acoustic transmissions for different device combinations. Smaller TER is better.

Schemes are sorted by throughput. The heatmap shows each scheme’s reliability for 21 different TX-RX
combinations. Parameters: d = 50 cm; D1x/Dgrx/Vrx = see Table 3; office environment; N=4620 measurements.
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e Ambient. Playing ambient field recordings from a café, a train station, and a market place
on a Neumann loudspeaker 1 m away from the receiver. The experiment was conducted
separately for all three ambient sounds (see Section A.4.2 for detailed setup information).

e Circle movement. Shuffling the receiver in a circular motion on the table, which varies the
distance by +5 cm.

e Clapping. Clapping hands near the receiver every 2s.

e Pocket. Inserting the receiver into and removing it from a trouser pocket every 2 s, aligned
so that the transmitter’s speaker faces the receiver in the pocket.

e Up and down. Lifting and firmly placing the receiver on the table approximately every 2.

e Opposite. The smartphones are positioned with their microphones and speakers facing
opposite directions. This arrangement simulates two people holding phones while facing
each other.

e Side-by-side. The smartphones are placed next to each other, with their long edges adjacent.

e Handheld. The transmitter smartphone is held by a person, introducing the natural move-
ment of typical handheld use.

6.5.2 Results. All schemes experienced significant performance degradation when the smartphone
was pocketed during transmission (Figure 7). However, Nearby, the inaudible ggwave variant, and
Lee et al’s scheme were robust against all other noise types tested. The audible ggwave variant
was affected by ambient noise, which made it completely unusable, likely because the ambient
noise interfered with the transmission bandwidth. Clapping dramatically impaired DigitalVoices,
PriWhisper, and Gongcalves et al’s scheme, rendering them largely ineffective. Noise interactions
with the table, whether through circular movement or repetitive lifting and placing, had a relatively
minor impact on performance. Notably, DigitalVoices struggled significantly with clapping and
pocketing noises (TER > 50%), yet coped better with table-related movements (TER = 6%). The
side-by-side orientation was more detrimental to reliability than the opposite orientation, although
not all schemes were affected.

6.6 Impact of different environments

6.6.1 Setup. To determine the influence of the environment and its multipath profile, we measured
transmissions between a Pixel 4a (transmitter) and a Samsung Galaxy S20 Ultra (receiver) aligned
on-axis at 50 cm. The evaluation took place in several locations: small and large offices, a meeting
room, and a lecture room. In the lecture room, we evaluated both a static setup and a dynamic one
in which people walked quietly throughout the room while maintaining an unobstructed line of
sight between the devices, dynamically changing the multipath environment (see Section A.4.3).

6.6.2 Results. As shown in Figure 8, Lee et al’s scheme, Nearby, and both ggwave variants achieved
perfect reliability in all tested environments. The remaining schemes performed worst in the offices,
but showed improvement in the meeting and lecture rooms. Interestingly, quiet movements in the
vicinity do not seem to negatively impact reliability.

6.7 Summary for each use case

We present a summary of our previous measurement results by scheme and use case in Figure 9.
This plot shows how each scheme performs for its intended use case (as per Table 2) in typical
indoor environments, therefore we excluded measurements in the anechoic chamber and with the
high-quality studio equipment, as they do not represent typical usage. We discuss these results in
more detail in Section 7.2.
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Fig. 7. Reliability for different types of noise disturbing the transmission. Smaller bars are better.
Schemes are sorted by throughput. For the ambient noise, we performed three separate experiments with
different field recordings. The error bars show the standard error. Parameters: d = 50 cm; Dyx = smartphone
Pixel 4a; Drx = smartphone Samsung S20 Ultra; Vrx = volume index 19/25; office environment with different
types of controlled noise (see Section 6.5); N=2200 measurements.
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Fig. 8. Reliability in different transmission environments. Smaller bars are better. Schemes are sorted
by throughput. The error bars show the standard error. Parameters: d = 50 cm; Drx = smartphone Pixel 4a;
Dgrx = smartphone Samsung S20 Ultra; Vrx = volume index 19/25; N=1100 measurements.
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6.7.1 Outliers. For the inaudible ggwave variant, one transmission failed during the medium-
distance use case (d = 50 cm, D7x = Nexus 6P, Dgx = Pixel 6 Pro), and some transmissions failed
for the far-distance use case (d = 40 m, Dyx = Pixel 4a, Dgrx = Samsung S20 Ultra). The outliers for
the scheme by Lee et al. were mostly at a distance of 5 m as shown in Figure 5b. Nearby performed
well in the medium-distance use case (TER median = 0%), except for a few anomalies in specific
device combinations (e.g., Drx = Samsung S20 Ultra, Drx = Nexus 6P).

7 Discussion
7.1 Obtaining software implementations is challenging

To answer our first research question (RQ1) of how researchers can obtain working implementations
of acoustic data transmissions systems for evaluation, we conducted a systematic literature study
and documented our experience in trying different acquisition methods (Section 5). Out of the 31
publications identified in our survey, none referenced a publicly available implementation, and
only four authors provided their implementation upon request. This lack of accessible research
artifacts severely hinders replication of research in the field of acoustic data transmission, thereby
slowing scientific progress. Without straightforward access to verify and build on existing work,
demonstrating improvements over the state of the art becomes significantly more challenging.
We also attempted to re-implement the schemes based on the description in the paper, a process
that is both time-consuming and rarely undertaken by other researchers. During this effort, we
encountered several inaccuracies and omissions in the original publications, which often required
educated guesses to resolve (Appendix B). This challenge is not unique to our field but has been
documented in other areas of computer science as well [7]. Such re-implementations carry a
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Fig. 9. Summary of our measurement results from a quiet indoor environment (Section 6.3, Section 6.4,
and Section 6.6), for the three use case categories (defined in Section 2.1 and mapped in Table 2). Smaller
TER is better. Schemes are sorted by throughput in each category. The box plots display the median (black
bar), mean (blue cross), and outliers (black circles), with hinges marking to the 25th and 75th percentiles.
Parameters: d = variable (according to the scenarios in Section 2.1); Dyx/Dgrx/Vrx = variable according to
Table 3; quiet office environment; N=3300 measurements.
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Table 4. Suitability of each scheme for different use case categories (RQ2). Schemes are sorted by
throughput. A scheme is considered suitable (V') if its mean TER is approximately 0%. Otherwise, it is
unsuitable (X). When only a few outliers appear and the median TER remains at 0%, the scheme may still be
suitable but requires additional modifications (e.g., error correction). The highlighted entries indicate novel
results that changed compared to prior knowledge (Table 2). The first column indicates how we obtained the
implementation: P — referenced in the paper; A — by contacting the authors; R — by re-implementing them
ourselves; N — non-academic solution for comparison.

Via Name Frequencies Bandwidth Inaudible Throughput1| Near Medium Far
R  Leeetal [33] 19.5-22 kHz 2.5 kHz v 15 bps X X v
A Digital Voices [38] 1-3 kHz 2 kHz X 80bps | X X X
R Nearby [13] 18.5-20 kHz 1.5 kHz v 84bps | X V2 X
N ggwave, [12] 1.8-6.3 kHz 4.5 kHz X 268 bps X v X
N  ggwave; [12] 15-19.5 kHz 4.5 kHz v 268 bps X v v
A HRCSS [4] 18-22 kHz 4kHz v 500 bps [ X X X
A Gongalvesetal. [14] 0.1-4 kHz 3.9 kHz X 600 bps | V2 X X
R PriWhisper [70] 9-17 kHz 8 kHz X 729bps | V' X X

1 We list the net data rate, as this is the usable data rate after error correction from the user’s perspective.
2 Requires further error correction.

high risk of errors or deviations from the original, which is frustrating given the significant time
investment. To improve replicability and transparency in research, we encourage other researchers
to follow our suggestions in Section 7.5 and publish their software artifacts.

7.2 Generalizability towards ad-hoc smartphone communication use cases

To assess the practicality of the acoustic data transmission schemes proposed in previous studies
(RQ2), we evaluated how well these schemes generalize towards the three use case categories
defined in Section 2.1. For each use case category, we first reviewed the original publications of
each scheme to identify their a priori suitability based on their specified throughput and maximum
distance. For example, the scheme by Lee et al. only has a throughput of 15 bps, so by design it
is not suitable for transmission of public keys or small files at near distances, as this would take
far too long. In many cases, our experiments revealed limited practical suitability of the schemes,
which was surprising given the claims in their original publications. Table 4 shows our a posteriori
assessment of each scheme based on our evaluation. In particular, all highlighted results in the
table represent novel insights which were previously not known based on the limited testing in the
current literature. This discrepancy shows the importance of extensive testing across a range of
distances and devices to demonstrate practical suitability.

For far distances (up to 40 m), the only reliable schemes were the inaudible ggwave variant,
effective up to 20 m, and the scheme by Lee et al., which maintained reliability up to 40 m. All
other schemes failed at these distances. At medium distances, both ggwave variants were effective,
with the inaudible one being particularly robust. The Nearby scheme also performed well but
struggled to generalize over all tested device combinations. The other schemes are not suited for
this use case, either because of high error rates or because their throughput is not high enough.
For the near-distance use case, only PriWhisper and the scheme by Gongalves et al. had sufficient
throughput, while maintaining low error rates. However, they did experience some erroneous
packets, indicating a need for better or additional error correction techniques.
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None of our analyzed schemes are suitable for all use cases (see Table 4), as different applications
prioritize different trade-offs between reliability, throughput, latency, and audibility. Some schemes
offer flexibility; for instance, ggwave can be configured for higher throughput at the cost of reliability
or shifted to the near-ultrasonic range to achieve inaudibility.

For applications like secure pairing or mobile payments, where data integrity is paramount, a low
TER is the most critical requirement, while high throughput is secondary. The scheme from Lee et
al. and PriWhisper are well-suited for this context, although PriWhisper may benefit from additional
error correction to guarantee performance in challenging environments. In contrast, use cases
such as multimedia applications and content delivery (e.g., second-screen services, location-based
information) often prioritize high throughput and inaudibility to ensure a smooth user experience,
and can typically tolerate minor, correctable errors. The inaudible ggwave variant is a candidate
here, though it cannot reach data rates higher than 268 bps. Notably, schemes designed for higher
data rates generally struggled to perform reliably across varied indoor environments.

Given that high throughput generally decreases reliability, a robust design pattern for many
practical applications is to treat the acoustic channel as a low-bandwidth trigger: a short, reliable
acoustic message (e.g., a unique identifier or hash) can initiate a connection over a high-throughput
channel like Wi-Fi or cellular to transfer the bulk of the data.

7.3 Practical challenges for acoustic data transmission

Our measurements show that acoustic data transmission on commodity smartphones and IoT
devices faces challenges that rarely appear in simulations or controlled lab settings (RQ3). Because
audio hardware and propagation channels differ widely across devices and environments, there
is no single transmission specification. Rather than prescribing a new modem architecture, we
therefore summarize the design requirements that any future scheme should respect for real-world
applicability.

7.3.1 Severe multipath propagation. Reverberation produces long delay spreads due to multipath
propagation at the relatively slow speed of 343 m/s. Because this delay spread depends on the
environment and geometry, a scheme that performs well in one setting may behave differently
in another. We observed that even in the same environment, device position and orientation can
significantly affect reliability, leading to considerable error rate variability. These findings support
the observation by Getreuer et al. that acoustic transmission reliability is sensitive to environmental
conditions [13, section 8A]. Design requirement: Operate correctly with delay spreads up to tens
of milliseconds [33, 59] and the resulting inter-symbol interference (e.g., using guard intervals).

7.3.2  Device heterogeneity. Speaker and microphone responses, amplifier gains, and nonlinearities
vary widely: our tests reveal up to 30 dB SPL spread between phones at the same volume setting.
Prior research often considered only a specific device model, limiting its practical generalizability.
Most acoustic links are unidirectional, so no feedback-based gain control is possible. Developers
can only adjust volume relative to each device’s maximum output, and our tests show that most
devices suffer from nonlinear distortions at volume settings above approximately 75%, though exact
thresholds vary. Design requirement: Withstand at least 30 dB SNR fluctuation and moderate non-
linear distortion without closed-loop calibration (e.g., using normalization and robust modulation).

7.3.3  Limited bandwidth. 10T audio hardware typically employs ADCs and DACs with sampling
rates of 44.1 kHz or 48 kHz, which limits the practical bandwidth to less than 22 kHz. When trans-
missions must be inaudible, the usable bandwidth reduces to less than 4 kHz, and audio hardware
is highly frequency selective in this band [21]. Design requirement: When choosing the near-
ultrasonic band for inaudibility, prepare for strong frequency-selectivity and limited throughput.
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7.3.4  Ambient noise. In contrast to RF communication, the acoustic frequency band is exposed to
a wide range of common noise sources—such as traffic, machinery, human speech, and noises from
device handling—that occupy a significant share of the available spectrum. Both burst and stationary
noise components are common. Design requirement: Maintain link integrity in the presence of
continuous and impulsive noise (e.g., using strong error correction and time interleaving).

7.3.5 Throughput vs reliability. Some of our surveyed publications in Table 1 pursue very high
throughput, but our evaluation shows that increased throughput typically comes at the expense
of higher error rates. Commercial systems often target <200 bps [9, 13, 27, 62], likely because
of reliability concerns in practice. Design requirement: Favor robustness and aggressive error
control unless bi-directional link adaptation is feasible (e.g., HRCSS-style probing), which is often
impossible in one-way IoT scenarios.

7.4 Comparison with original evaluations

Several schemes we tested were also evaluated by their original authors. Although our experimental
setup differs intentionally to assess generalizability, we compare our results to determine whether
the original findings are conceptually replicable [61]. Overall, our results align with the original
evaluations—considering that deviations are expected due to differences in device characteristics,
environments, and our re-implementations. The only exception is HRCSS [4], whose provided
implementation yielded impractically high error rates even under optimal conditions. DigitalVoices
and ggwave lack prior reliability evaluations.

7.4.1  PriWhisper. Zhang et al. [70] conducted a basic reliability evaluation indoors using a Samsung
Galaxy S3 and a Google Nexus S, reporting a packet error rate of 0.5%. In our near-distance tests,
we observed a similar bit error rate (around 0.5%), though our packet error rate was somewhat
higher. Despite these differences, our results are comparable, given that our re-implementation
might not be as optimized as the original and that we used different smartphone models.

7.4.2  Gongalves et al. Gongalves et al. [14] evaluated their scheme indoors on two portable com-
puters, reporting bit error rates of approximately 3% at 10cm and 25% at 100 cm. Our experi-
ments revealed a similar trend. Although their noise tests (using background music from a nearby
loudspeaker) lack detailed parameters, our noise experiments at 50 cm confirmed a comparable
degradation in reliability.

7.4.3 HRCSS. Cai et al’s HRCSS [4] initially appeared promising, but the provided MATLAB
implementation failed our preliminary tests with high-quality equipment. To rigorously justify its
exclusion, we analyzed the provided MATLAB source code in detail. We found that the high error
rates stemmed from synchronization failures. In particular, the preamble detection algorithm in the
implementation deviates from the method described in the HRCSS paper [4]. Specifically, errors
in the code cause the receiver to incorrectly calculate and select signal peaks, preventing it from
correctly identifying the start of a transmission. Although we did not attempt to fix the code, we
verified synchronization as the root cause by manually supplying the correct preamble start index
to the decoder, which substantially improved the TER.

We note that HRCSS occasionally produced excellent results, although its performance was
highly inconsistent across distances, volumes, and devices. While their paper mentions a Java
implementation used in their evaluations, we only received the MATLAB code, so we were unable
to test the Java version. This is particularly unfortunate because their study uniquely benchmarks
their scheme against an existing one (by Lee et al. [33]) using real devices.
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7.4.4 Lee et al. Lee et al. [33] evaluated their scheme on Android devices in indoor far-distance
scenarios, achieving packet success rates above 97% at distances of 10 m and 25 m. Our experiments
confirmed these high success rates (over 98% at 10 m, 20 m, and 40 m). Additionally, our compatibility
tests across 21 device combinations—using smartphones as transmitters at 50 cn—demonstrated
excellent robustness and versatility.

7.4.5 Nearby. Getreuer et al. [13] tested Nearby with a Nexus 6 transmitter and Nexus 5/5X
receivers, reporting packet success rates over 94% up to 2 m, though error rates increased at larger
distances. Our tests confirmed low error rates below 1 m and higher errors at 1 m and 2 m, likely
due to differences in our re-implementation, device models, and packet sizes. Another difference
is that Getreuer et al. employed a form of error correction by repeating each transmission three
times and using the redundancy to correct bit errors, but we did not evaluate this as it effectively
reduces throughput to a third. The packet error rate, however, improves when using this form of
error correction.

7.5 Towards more rigorous and reproducible evaluation

Our evaluation reveals that many existing acoustic data transmission systems struggle in practical
scenarios. This highlights a critical need for more rigorous and reproducible evaluation method-
ologies to properly assess how new schemes generalize to real-world conditions. The challenges
in replicating prior work—due to environmental variations and incomplete documentation—have
historically limited comparative analysis, with most studies evaluating new schemes in isolation.
To address this, we present a set of guidelines for more rigorous and reproducible evaluation.
The black-box analysis framework we detail in Section 6 serves as a practical implementation of
these principles. A key advantage of our methodology is its generality; being system-agnostic, it
can be applied to any unidirectional acoustic data transmission system, ensuring its relevance for
evaluating future schemes. We encourage future publications to adopt this framework.

7.5.1 Prioritize real-world evaluation over simulation. While simulations are useful for initial design,
final evaluations must be conducted on real devices in scenarios representative of the target use
case. Our approach in Section 6 provides a template for how to systematically test the impact of
key practical challenges:

e Distance. Test at various distances relevant to the intended application.

e Device heterogeneity. Use a diverse set of transmitter and receiver devices (e.g., different
smartphone models or IoT hardware).

e Environmental noise. Assess performance against both ambient noise (using field record-
ings or white noise) and intermittent burst noise (e.g., from device handling).

e Multipath effects. Evaluate in environments of varying sizes and acoustic properties.

7.5.2  Focus on comprehensive and relevant metrics. The TER is arguably the most critical metric, as
it directly reflects the system’s reliability from the perspective of a developer wanting to integrate
acoustic data transmission schemes into their IoT or smartphone projects. Other factors such as
audibility and latency do not have to be experimentally determined as they follow directly from the
system’s design. In time-critical applications, the additional processing latency during encoding
and decoding can also be of importance.

7.5.3  Ensure replicability through open science practices. To enable verification and build upon
prior work, we advocate for the following best practices [2, 7, 46, 55, 61]:

e Publish software artifacts. Release complete implementations (transmitter and receiver
code), ideally along with clear run instructions and analysis scripts. None of the papers we
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reviewed provided their code, forcing error-prone and time-consuming re-implementations.
We contribute our re-implementations of Nearby [13], PriWhisper [70], and Lee et al’s
scheme [33] in our replication package [51].

e Describe the experimental setup. Clearly specify all system parameters and experimental
conditions (e.g., TX/RX devices, volume, gain, payload length, distance, environment, back-
ground noise) and include images of the setup. Define the evaluation metrics precisely. Our
setup is detailed in Appendix A.

e Publish data artifacts. Share raw measurement data (such as audio recordings) to enable
both replication and reproduction of the evaluation [49]. This transparency allows indepen-
dent verification and enables other researchers to improve upon the work (e.g., by designing
better decoders). We publish a dataset of 11900 recorded audio transmissions from eight
schemes along with a CSV file containing raw BER results for each recording [51].

7.5.4  Establish standardized testbeds. For maximum reproducibility, evaluations could be per-
formed in a standardized testbed, such as an anechoic chamber. To simulate realistic conditions,
controlled noise sources playing back ambient field recordings or white noise can be introduced.

7.6 Limitations

7.6.1 Implementation variability. Due to a lack of research transparency in the field of acoustic
data transmission and the absence of publicly available implementations for proposed schemes,
we had to re-implement some schemes ourselves. This process was laborious and prone to errors.
Our re-implementations of Nearby [13], PriWhisper [70], and the scheme by Lee et al. [33] may
differ from the originals because the publications did not provide full implementation details. In
part, we had to rely on educated guesses, which we describe in Appendix B. Furthermore, for our
re-implementations of Nearby and PriWhisper, we used larger message lengths than those reported
in the original publications to meet the demands of their intended use cases in a single transmission.
We verified our re-implementations using simulations and practical experiments, which showed
that Nearby and PriWhisper can handle these larger message lengths while maintaining high
reliability, making them conceptually replicable under these more challenging conditions. This
positive result indicates that our re-implementations did not degrade the performance of the original
implementations. During our experiments, all of our re-implementations were generally robust
and reliable for their intended use case.

7.6.2  Environmental variability. We conducted our experiments in quiet indoor rooms and a hall-
way, acknowledging that varying environmental conditions could have influenced our results. To
ensure accuracy, we repeated any experiments that yielded inconsistent results or were affected
by unintended noise interference. However, one measurement stood out: Nearby performed sig-
nificantly worse in the device models experiment compared to the distance experiment, despite
using the same devices and transmission distance. This was not a measurement error; the only
difference was the change in office rooms. This supports the observation by the Nearby authors,
who also observed that the reliability of acoustic data transmissions is sensitive to environmental
conditions [13, section 8A]. Therefore, given that multipath environments such as office rooms
are inherently variable and cannot be precisely replicated by others (see Section 7.3.1), we also
conducted tests in an anechoic chamber, which is a controlled and reproducible testing environment.

7.6.3  Burst noise variability. The burst noise experiment presented several challenges not present
in the ambient noise experiment, due to the need for manual handling of the devices. This not
only made the process time-consuming—requiring manual effort for 560 transmissions—but also
introduced variability in handling, which affected the replicability of the experiment. We attempted
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to mitigate this by triggering the burst noise at 2 s intervals, but some variability remains. Note that
this setup resulted in less burst noise exposure per transmission for the schemes from Gongalves et
al. [14] and Lee et al. [33], which had shorter transmission durations compared to the other schemes
(Gongalves et al. at 0.4 s, Lee et al. at 1.1 s, others approximately 5 s; all with a 2 s pause between
transmissions). Consequently, the results from these two schemes are not directly comparable with
those from the others.

8 Future work

Based on our evaluation, we have identified a list of design requirements in Section 7.3, which
will allow future schemes to be ready for real-world deployment. In particular, our comparison
across multiple smartphones demonstrated that most schemes struggle to adapt to different device
combinations, due to variations in audio hardware such as frequency responses of microphones
and speakers, amplifier non-linearities, and potential on-chip post-processing. Conducting a com-
prehensive study of acoustic characteristics across a variety of devices, including low-cost IoT
hardware and smart devices, could delineate the operational limits within which schemes must
reliably function. Such knowledge could streamline future testing efforts and assist in selecting
relevant test devices.

Additionally, we observed that most prior studies utilized varying experimental setups when test-
ing with real devices, complicating comparisons between results. Our work highlights the necessity
for increased research transparency, specifically in detailing how evaluations are conducted. Future
efforts should aim to establish and define a standard for testing acoustic communication schemes.
Our approach, which involved designing a unified experimental setup for multiple schemes, could
serve as a foundation (Appendix A). However, standardizing testing environments remains a
challenge, especially outside of controlled settings like anechoic chambers.

9 Conclusion

We conducted a systematic literature study on acoustic data transmission schemes and analyzed their
generalizability by requesting implementations from authors, re-implementing selected schemes
ourselves, and evaluating them on real devices in both realistic and controlled environments. Our
findings reveal that acoustic data transmission schemes often face reliability issues, particularly at
higher data rates and across device models. This problem has not been extensively acknowledged or
discussed in previous research, which predominantly relied on theoretical simulations or conducted
only limited real-device testing. Moving forward, we recommend stronger emphasis on evaluating
real-world performance, and we offer our evaluation methodology as a foundation for future work.

RQ1. “How challenging is it to obtain or re-implement systems proposed in this field?” The state
of replicability in this field is bleak, as not a single publication in our systematic literature study
provided accessible implementations. Contacting authors for their implementations proved largely
unsuccessful, and re-implementing these systems is both time-consuming and challenging due to
the inconsistent information provided in the publications.

RQ2. “How well do these schemes generalize to ad-hoc smartphone communication use cases?” Most
of the schemes we tested are not yet reliable for practical ad-hoc data transmission between nearby
smartphones. Although many claim high throughput, they fail to sustain it in real conditions.
However, the scheme by Lee et al. [33] proved reliable even at longer distances, and the non-
academic ggwave [12] is effective for close to medium distances.

RQ3. “Which practical challenges affect nearby acoustic data transmission between smart devices?”
Acoustic data transmission on smart devices faces additional, often overlooked limitations compared
to RF communication, including severe inter-symbol interference from long delay spreads and
the added complexity of non-Gaussian noise and device diversity. Because simulations cannot

ACM Trans. Internet Things, Vol. 7, No. 1, Article 8. Publication date: February 2026.



Evaluating Acoustic Data Transmission Schemes for Ad-Hoc Communication Between Nearby Smart Devices 8:23

accurately capture these real-world complexities, we systematically tested acoustic schemes across
multiple device models under varying environmental and noise conditions to quantify their impact
on reliability and generalizability. Our findings show that thorough practical testing clarifies the
trade-off between throughput and reliability for specific use cases, guiding the selection of an
optimal system for practical applications. To achieve practical applicability, future schemes should
be resistant to delay spreads of tens of milliseconds, withstand large volume fluctuations due to
device heterogeneity, and handle both continuous and impulsive noise.

Availability

To provide transparency about our research results, we provide a replication package [51] contain-
ing:

e A Methodological Transparency & Reproducibility Appendix (META) containing detailed
descriptions of our experimental setup, including the exact settings for transmission and
reception (see Appendix A).

e Our three re-implementations of acoustic communication schemes [13, 33, 70] in MATLAB
(see Section 5).

e A collection of 11900 WAV files with recorded transmissions from eight acoustic commu-
nication schemes, captured both in an office environment and an anechoic chamber (see
Section 6).

e A CSV file with our raw data, including the BER for each scheme’s recordings.

e The full MATLAB analysis code that decodes recordings from different schemes in parallel,
along with R scripts that generate all result figures.
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A Methodological transparency & reproducibility appendix

This section offers detailed information about our experimental setup with the goal of improving the
transparency and replicability of our work. We document the exact settings we used for transmission
and reception. Table 5 lists all the hardware and software we used, including version numbers.

A.1 General

For every experiment, we repeated the measurements in case of external effects, such as vocal or
noise interference, or when there were problems with playback and recording of the transmission.

A.2 Transmission

Following the setup shown in Figure 3, we used the smartphones listed in Table 5. First, we generated
transmission WAV files for each scheme, which are part of our dataset. Message lengths were set to
the publication’s default or if the implementation supported custom message sizes we adjusted it
for an approximate five-second transmission, which we consider a practical upper limit for user
wait times. All audio signals were then normalized by dividing the entire signal by the highest
absolute sample value and scaling it to -3 dBFS.

We transmitted these files on each smartphone using the open-source Android app Vinyl, which
allows automating the playback of multiple WAV files using playlists. We compiled a playlist
containing the transmission files from all schemes, separated by two-second-long silent WAV files
to prevent reverberation from affecting subsequent transmissions. For convenience, we also provide
a single WAV file containing repeated transmissions from all schemes and corresponding silent gaps
for easy playback. We controlled the output volume using the open-source Android app Volume
Control, which provides precise control of the Android volume index, as shown in Table 3.

A.3 Reception

On the receiver smartphone, we recorded each transmission using the open-source Android app
Audio Recorder, which allows detailed control over the microphone source. We selected the MIC
source for all smartphones, except for the Google Pixel 4a, which also supported the UNPROCESSED
source to bypass Android’s post-processing. Recordings were saved as 24 bit PCM float mono WAV
files at a minimum of 44.1 kHz, with software gain at 100% and all extra filtering disabled.

We recorded multiple transmissions consecutively and later segmented them manually in the
REAPER digital audio workstation. To streamline this process, we used a script’ for batch cutting

“REAPER script for splitting: https://stash.reaper.fm/v/25677/SplitX lua
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and a custom iterator for unique file naming. The segments were rendered as 32 bit PCM mono
WAV files at a minimum of 44.1 kHz. Finally, we decoded these files with each scheme’s receiver
implementation to calculate the TER. If a decoded message was longer than expected, we truncated
it; if it was shorter, we counted the missing bits as errors.

A.4 Experimental setup

We conducted tests in several indoor locations and an anechoic chamber. For the experiments in
the indoor environment, we mounted all smartphones on small tripods with rubber feet, which
isolated them from vibrations caused by the their speakers. We positioned the smartphones so
their speakers and microphones faced directly toward each other (on-axis), measuring the distance
between. The dimensions (length x width x height) of the indoor spaces were: small office (5.2 m
x 4m x 3m), large office (13.5m x 5.3 m x 2.8 m), meeting room (7.9 m x 5.3 m x 3 m), lecture room
(13.5m x 6.6 m x 3.6 m), and the hallway for long-distance tests (40 m x 2m x 3 m).

The anechoic chamber (5.2m x 7.7 m x 5.8 m) provided a reflection-free environment, with walls
lined with mineral wool cones coated in synthetic resin (cone length 100 cm, cone base area 24 cm
X 24 cm, reflection coefficient below 0.01 for frequencies above 100 Hz).

A.4.1  Preliminary best-case setup. For the preliminary tests (Section 6.2), we established a best-case
baseline using studio equipment instead of smartphones. For transmission, a Neumann KH 80
DSP studio speaker played the signals (local control off, acoustic control “free-standing”, output
level 94 dBSPL, input gain at 0 dB). We connected the speaker to an RME ADI-2 Pro FS R BE audio
interface (-40 dB gain at a reference level of 24 dBu).

For recording, a calibrated Earthworks M23R reference microphone captured the audio. The
signal was fed through a Camden EC1 preamp (35.5 dB gain, no additional filtering) into the audio
interface (without additional gain). The preamp’s output was split to both interface inputs and
summed to mono using mid-side processing, increasing the SNR by 3 dB. We used REAPER for
playback and recording. The speaker and microphone were aligned on-axis at a distance of 50 cm.

A.4.2 Ambient noise setup. For the ambient noise experiment (Section 6.5), we used the standard
smartphone and introduced noise using the Neumann KH 80 DSP studio speaker. The speaker was
placed 1 m from the receiver, orthogonal to the transmission axis. The speaker configuration was
the same as in the preliminary tests (Section A.4.1), with the exception of the output gain of our
interface, which was set to —35 dB to subjectively match the real-life noise levels of the scenarios at
the receiver’s location. During each iteration of the experiment, one field recording was played
repeatedly while the transmission sounds were played sequentially. This process was repeated for
all three recordings (café, train station, marketplace), which are freely available online!’ under a
CC-BY license.

A.4.3  Dynamic environment setup. To evaluate performance in a time-varying channel (Section 6.6),
we conducted tests in a lecture room with four people walking slowly and quietly (without talking)
around the devices. The smartphones were mounted on small tripods placed on tables in the center
of the room, 50 cm apart on-axis. For comparison, a static control test was performed with an
identical furniture layout but without people.

0Café field recording (CC BY 3.0): https:/freesound.org/people/AshFox/sounds/172968/, train station field recording (CC
BY 4.0): https://freesound.org/people/Kyster/sounds/121576/, marketplace field recording (CC BY 3.0): https://freesound.org/
people/le_abbaye_Noirlac/sounds/129677/
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Table 5. Hardware and software used during our experiments.

Type Manufacturer Product Version
Microphone Earthworks M23R

Preamp Camden EC1

Audio Interface RME ADI-2 Pro FSR BE

Calibration Device Galaxy Audio CM-C200

Loudspeaker Neumann KH80 DSP

Smartphone Google Pixel 4a 128GB
Smartphone Google Pixel 6 Pro 5G Sub-6 128GB
Smartphone Huawei Nexus 6P 32GB
Smartphone Oppo Reno 6 Dual-SIM 5G 128GB
Smartphone Samsung Galaxy S20 Ultra 5G 128GB

Desk Microphone Stand K&M 23150-3

Ball Joint Roadworx Universal Ball Joint

Smartphone Clamp Roadworx Smartphone Clamp

Smartphone App Adrien Poupa  Vinyl Music Player! v1.5.0
Smartphone App Stas Shakirov ~ Volume Control? v2.6.0
Smartphone App axet Audio Recorder? v3.5.15

DAW Cockos REAPER* v6.82

! Vinyl: https:/f-droid.org/en/packages/com.poupa.vinylmusicplayer/

2 Volume Control: https:/f-droid.org/packages/com.punksta.apps.volumecontrol/
3 Audio Recorder: https://f-droid.org/en/packages/com.github.axet.audiorecorder/
* REAPER: https://www.reaper.fm/

A.5 Replicating our experiments

The procedures described above should allow for the replication of our experiments. However,
the reliability of acoustic transmissions is sensitive to factors like specific device models, micro-
phone/speaker quality, and environmental acoustics. While we expect the overall trends to be
similar, absolute TER values will likely differ.

B Re-implementations

In this section, we detail the challenges we encountered during the re-implementation of Lee et
al’s scheme, Nearby, and PriWhisper.

B.1

We were able to implement all aspects of this scheme as described in their paper [33]. Their practice
of listing most system parameters clearly in a table was particularly helpful. We interpret the 16 bps
data rate mentioned by Lee et al. as the gross data rate, as it appears they did not account for the
preamble in their calculations. Based on the default system parameters provided, we calculate a net
data rate of 14.55 bps.

Lee et al.

B.2 Nearby

Implementing the transmitter for the Nearby system [13] was straightforward, following the
information provided in the paper. However, re-implementing the receiver proved challenging, as
some aspects of the paper were unclear to us.

ACM Trans. Internet Things, Vol. 7, No. 1, Article 8. Publication date: February 2026.



8:30 Putz et al.

B.2.1  Synchronization. To locate the transmission’s start within the recording, the system processes
the signal by iterating over samples, segmenting the signal from each sample offset, and correlating
these segments with a period of the code signal. This correlation indicates the likelihood that a
symbol begins at each sample offset, as each MFSK symbol was spread by the code signal. After
correlating across all time offsets, the results are normalized to compensate for any potential
Doppler shifts. These results are termed “normalized acquisition scores” in their paper (Section VI.C
in [13]). Next, we identify the spacer symbol’s position using the normalized acquisition scores.
Ideally, a distinct peak at the spacer symbol’s position would appear when plotting these scores.
However, since the same code signal spreads all token symbols, peaks appear for each symbol, not
just the spacer. We implemented a method to identify the positions of the n highest peaks—where
n represents the number of token symbols—and select the earliest peak as the start. The paper does
not discuss this issue or how to resolve it.

B.2.2  Block processing. The authors mention that their implementation processes signals in 100 ms
blocks to likely improve time efficiency, yet the paper does not detail how this feature is implemented.
We chose not to implement this aspect, as it is unlikely to impact our evaluation results.

B.2.3  Ambiguity in Algorithm 2. Algorithm 2 in the paper [13] employs a counter variable n in
line 2 that initializes at zero and increments by one in each iteration to compute a “raw acquisition
score” for each sample offset n, representing the likelihood of a data symbol starting at that offset.
However, the authors do not specify an upper bound for n. We have documented our method
for determining this upper bound in the comments of our receiver function, although it remains
unclear whether this method aligns with the authors’ intended approach.

B.2.4 Ambiguity in Equation 47. In Equation 47 in the paper [13], the variable c, representing the
sinc-interpolated code sequence, is indexed at position (kM,, + m)/Fy. Here, Fj, denotes a sample
rate of 12kHz, which means the division results in a time in seconds at which the code signal
should be indexed. Since ¢ is a discrete signal sampled at 48 kHz, it cannot be indexed at arbitrary
times. To convert the time (kM,, + m)/F, to a corresponding sample offset in ¢, we multiply by
48 000, the sample rate. Again, it is not clear if the authors intended this.

B.2.5 Ambiguity in Algorithm 3. Algorithm 3 in the paper [13] uses the matrix of raw acquisition
scores a"*", generated by Algorithm 2. In line 8 of Algorithm 3, it accesses row n —d of a"*", where
n is a counter variable starting at zero and increasing by one each iteration. The paper does not
specify an upper bound for n, but we assume that n runs up to the number of rows in a"** reduced
by one. The variable d is set to 215, leading to the algorithm attempting to access negative row
indices during the first 215 iterations, which is invalid. We resolved this issue by omitting line 8
in iterations where n — d results in a negative index. However, as a consequence, the normalized
acquisition score matrix ends up with 215 fewer rows than a"*". It is unclear whether this reduction
is in line with the authors’ intentions.

B.2.6 Ambiguity during noise suppression. The bandpass filter for noise suppression uses a variable
1, which is supposed to be “a small positive parameter” (Section VLA in [13]). Since the paper does
not specify an exact value for n, we set it to 1.

B.2.7 Data rate. We interpret the stated data rate of 94.5 bps as the gross data rate. The system can
operate without the token structure that includes additional spacers and a parity symbol, in which
case 94.5 bps is also the net data rate. However, when using the full token structure as described in
the paper and used in our evaluation, the net data rate decreases to 84 bps.
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B.3 PriWhisper

When re-implementing PriWhisper [70], the major difficulty was designing a mechanism for
synchronization and calibration, as the paper does not clearly explain these aspects. Additionally,
the descriptions of the interleaving and checksum processes in the paper were ambiguous. The
specified data rate was also unclear, further complicating our implementation efforts.

B.3.1  Synchronization. In the original implementation, a sinusoid preamble is used within the
jamming signal to aid synchronization. However, for our study, we did not implement the security
features of the system, focusing solely on data transmission. To minimize the impact on the data
rate, we combine the synchronization and calibration sequence. Accordingly, we introduced a
special symbol at the beginning of each transmission, which contains the sum of all available data
waveforms s(t) (Section IILA in [70]). For synchronization, we use this known synchronization
symbol and cross-correlate it with the recording. The position of the highest peak in the output is
considered the start of the transmission.

B.3.2 Calibration. To determine the frequency of an MFSK symbol, we correlate each symbol
duration in the recording with all available frequencies using the following equation from Section
IILA in [70]:

T
Ry = / r(t)e?TUermANt gy m e [0,M — 1] (1)

0
After iterating over all frequencies, we select the frequency with the highest correlation value and

map it to the binary number it represents. We repeat these steps for all symbols to decode the entire
data transmission in the recording. Before demodulation, calibration using the synchronization
symbol is crucial due to potential variations in microphone sensitivity across frequencies. Without
calibration, Equation 1 might return a lower correlation value for the actual frequency present in a
symbol due to the frequency-selectivity of the microphone.

To address this, we apply Equation 1 to the synchronization symbol, containing all frequencies.
This establishes a baseline correlation for each frequency. We then calculate a calibration factor
for each frequency by dividing the highest of these baseline values by the others. This factor
adjusts the correlation values during demodulation, ensuring that each frequency is appropriately
represented despite the microphone’s bias. However, this calibration step assumes that the channel
characteristics remain constant throughout the transmission duration.

B.3.3 Interleaving and checksum. The paper mentions interleaving the data and adding a checksum,
but it lacks clear guidance on how to implement the interleaving process and the sequence of
these steps. In our implementation, we first perform regular random interleaving and then add the
checksum.

B.3.4 Data rate. We calculate a gross data rate of 771 bps for M = 8, which differs from the 1027 bps
reported by the authors. Our data rate calculation is as follows: Using M different frequencies allows
encoding log; (M) bits per symbol. For M = 8, this results in 3 bits per symbol. With a symbol
duration of 2 ms, we transmit 500 symbols per second, equivalent to 1500 bits per second. As one
coded data block contains 255 BCH encoded bits, we can transmit % ~ 5.88 blocks per second.
One block contains 131 bits of pure data, resulting in a gross data rate of 5.88 X 131 = 771 bps,
excluding signal components for synchronization or calibration. The resulting net data rate is

729 bps.
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